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Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the |OS Command Reference. The Command Reference
describes these conventions as fol lows:

m Boldface indicates commands and keywords that are entered literally as
shown. Inactual configuration examples and output (not general
command syntax), bol dface i ndi cates commands that are manual ly i nput
by the user (such as a show command).

m Italic indicates arguments for which you supply actual val ues.

m Vertical bars () separate alternative, mutually exclusive el ements.
m Square brackets ([ ]) indicate an optional €l ement.

m Braces ({ }) indicate arequired choice.

m Braces within brackets ([{ }]) indicate arequired choice withinan
optional elemen.



Foreword

Greetings fromthe past. | amwriting this foreword in what is for you the
bygone technological era of February 2017. Back then (or now, to me), most
cars still had human drivers. We still needed traffic lights, and most of those
lights ran on timers, compl etely blind to the traffic on the streets. As | write
this, most residential utility meters are mechanical, and utility workers have to
walk from house to house to get readings. The vast mgjority of toasters cand
tweet.

| joined Cisco in 2013 and became the companyG Internet of Things leader in
2015. The scope and velocity of the technol ogical change my teamseesis
immensed so much so that book forewords can have a short shelf life,

But we can prepare for the changes and opportunities that are coming at us. We
will have to use different tools from the ones we used to build the current
Internet. We need a rock-solid understanding of the fundamental s of the Internet
of Things. Where we are today, the challenges we face, and where those
opportunities lie. CiscoG most knowledgeabl e engineers and top technical

tal ent wrote this book so we could build toward this future together.

Where Things Are

| expect this book to be a useful tool for you, evenif you don& pick it up until
2020, when the number of filnternet of Thingso (if we still call it that) devices
might have reached 50 billion, froma paltry 6.4 billionin 2016. Manufacturing
plants will be smarter and more efficient than theydve ever been, thanks to their
capabilities to process, share, and react to sensor information and other data.
Complex machines like cars will be comprehensively metered, down to the
component level, with their massive data streams fanning out into vast

anal yti cs systems that serve life-safety, ecological, and financial servicesd

and even the manufacturing plants that made themd inreal time. The things
will become so smartd tractors, teacups, tape measuresd that the product
companies will be transformed into services companies.

It will have been the biggest technol ogy transition the world has ever seen.

Currently, the networking protocols to collect and collate and analyze and
transmit that data are still evolvingd fast. We have a robust and stable Internet,
but it was built to connect people and general -purpose computers, not billions



of highly specialized devices sending out constant streams of machine data.
Our global network is designed to mimic point-to-point connectivity, and it is,
for the most part, neutral to the devices that connect to it and to the types of
data they are designed to send and receive. Currently, several companies,
including Cisco, are coming up with ways to add a layer of mediation between
the billions of devices coming online and the data and anal ytical warehouses
that will be the repositories of their data for business and other applications.
(We call this layer fithe edge,0 for now.)

Since alot of the data and tel emetry that devices create will need to be sent
wirelessly, wefre also doing what we can to improve the reliability and speed
of data transfer, as well asto lower its latency and the power it takes to send
each bit. There are several emerging wireless standardsinthisrace. Andina
few years, there will still be severald because different types of devices and
applications will need different things fromtheir wireless systems. Currently,
the mobile carriers are the big players that are being joined by the largest
consumers of data services, like the energy and transportation companies. The
next few years are going to see alot of competition and innovation as old and
new compani es compete to be the transporters of all this information.

WeGre al so working to make sure that 10T devices themsel ves can strengthen
the security of the networks they use. Right now (inyour past), the network
itself has very limited knowledge of what types of data it should be sending
and what it should not be. Devices can get hijacked to attack other devicesd or
the network itself. By the time you read this, | am confident that this security
problem along with other I0T challenges, such as scalability and
interoperability issues, will be closer to getting solved. This book will help us
get there. It is an educational resource that captures the fundamentals of 10T in
a coherent and comprehensive manner. |oT is poised to change our world, and
thi s book provides the necessary foundation for understanding and navigati ng
the shifting loT landscape.

The Adoption Curve

From my vantage point in 2017, itGs clear we have alot of work ahead of us to
make the Internet of Things into afabric that all businesses can easily connect
to. IGmsure ité going to get done, though. And soon. | know this because weGre
building the tool s ourselves here at Cisco and because | talk all the time to

busi ness |eaders and entrepreneurs who are betting their companies on loT-
powered processes.



Building loT solutions, keeping them safe, making them i nexpensive and

mai ntai nabl e, and processing and profiting from the data they generate are all
enormous opportunities. My team job is to make all these jobs easier for you,
and it all starts with educationd ours and yours.

d Rowan Trollope, SVPand GM of loT and Applications Groups, Cisco



| ntroduction

A magjor technology shift is happening in our world, and it is centered around
the Internet of Things (1oT). The loT isall about connecting the unconnected.
Most of the objectsinour current world are not connected to a computer
network, but that paradigmis rapidly changing. Previously unconnected objects
that are all around us are being provided with the ability to communicate with
other objects and people, which inturn drives new services and efficienciesin
our daily lives. Thisisthe basic premise behind 10T and illustrates why some
theorize that it will be as transformative as the Industrial Revol ution.

W, the authors of this book, have decades of computer networking experience,
much of it focused on loT and rel ated technol ogies. Our combined experience
with loT ranges from early product deployments and testing, to network design,
to implementati on, training, and troubleshooting. This experience allowed usto
take a pragmati ¢ approach to writing on this subject and distill the essential

el ements that form the foundation or fundamental s for this topic. This book
embodies principal elements that you need for understanding IoT from both a
technical perspective and anindustry point of view.

This book leverages a three-part approach for teaching the fundamental s of
|oT. Part | provides ahigh-level overview of 1oT and what you need to know
from a design perspective. Part |l takes you through the technical building
blocks of 10T, including the pertinent technol ogies and protocols. Finally, Part
111 steps you through common industry use cases so you can see how 10T is
applied inthe real world.

To successfully work inthe 10T area, you must have a fundamental
understanding of 10T principles and use cases. This book providesthis
knowledge inalogical format that makes it not only a great general resource
for learning about IoT now but also a handy reference for more specific loT
guestions you may have in the future.

Who Should Read This Book?

This book was written for networking professional s |ooking for an
authoritative and comprehensi ve i ntroduction to the topic of 1oT. It is focused
on readers who have networking experience and are |ooking to master the



essential concepts and technol ogies behind 10T and how they are applied,
resulting in basic proficiency. Therefore, readers should have a basic
understanding of computer networking concepts and be familiar with basic
networking terminology. Readers may be advanced-level networking students
or hold titles or positions such as network operator, administrator, and
manager; network designer or architect; network engineer; network technician;
network analyst or consul tant; and network database administrator.

How This Book |s Organized

Part |, Ailntroduction to 10TO

Part 1 hel ps you make sense of the loT word. This word has often been
misused and can cover multiple realities. Thisfirst part of the book hel ps you
understand what exactly 10T is and provides an overview of the landscape of
smart obj ects, from those that control tel escope mirrors with hundreds of
actions per seconds, to those that send rust i nformeation once a month. This part
al so shows you how |oT networks are designed and constructed.

Chapter 1, iWhat IsloT?0

This chapter provides an overview of the history and beginnings of 10T. This
chapter also exami nes the convergence of operational technology (OT) and
informational technology (IT) and provides a reference model to position 0T
inthe general network landscape.

Chapter 2, iloT Network Architecture and Designo

Multiple standards and industry organi zati ons have defined specific
architectures for 10T, including ETSI/oneM2M and the 10T World Forum. This
chapter compares those architectures and suggests a simplified model that can
help you articul ate the key functions of 10T without the need for vertical-
specific elements. This chapter al so guides you through the core [oT functional
stack and the data i nfrastructure stack.

Part 11, fiEngineering loT Networkso

Once you understand the 10T landscape and the general principles of 0T
networks, Part || takes a deep dive into loT network engineering, from smart
obj ects and the network that connects them to applications, data anal ytics, and
security. This part coversindetail eachlayer of anloT network and examines
for each layer the protocols in place (those that have been there for along time




and new protocols that are gaining traction), use cases, and the different
architectures that define an efficient |oT solution.

Chapter 3, iSmart Objects. The 6T hingsdin 10T0

Smart objects can be of many types, from things you wear to things you install
inwalls, windows, bridges, trains, cars, or streetlights. This chapter guides
you through the different types of smart objects, from those that simply record
informati on to those that are programmed to perform actions in response to

changes.
Chapter 4, iConnecting Smart Objectso

Once you depl oy smart objects, they need to connect to the network. This
chapter guides you through the different el ements you need to understand to
build a network for 10T: connection technol ogies, such as 802.15.4, 802.15g,
802.15e 1901.2a, 802.11ah, LoRaWAN, NB-10T, and other LTE variations;
wireless bands and ranges; power considerations; and topol ogies.

Chapter 5, nlP as the loT Network Layero

Early loT protocols did not rely on an OSl network layer. This chapter shows
you how, as loT networks now include millions of sensors, |P has become the
protocol of choice for network connectivity. This chapter also details how IP
was opti mi zed, with enhancements like 6LOWPAN, 6TiSCH, and RPL, to
adapt to the low-power and lossy networks (LLNSs) where 10T usually
operates.

Chapter 6, AApplication Protocols for 10To

Smart obj ects need to communi cate over the network with applications to
report on environmental readings or receive i nformeation, configurations, and
instructions. This chapter guides you through the different common application
protocols, fromMQTT, CoAP, and SCADA to generic and web-based
protocols. This chapter a so provides architecture recommendati ons to
optimize your 10T network application and communi cati on efficiency.

Chapter 7, iData and Analytics for 10T0O

Somewhere in a data center or in the cloud, data coming from millions of
sensors is analyzed and correl ated with data coming from millions of others.
Big data and machine learning are keywords inthis world. This chapter details
what big datais and how machine learning works, and it explains the tool s




used to make intelligence of large amount of data and to analyze inreal time
network flows and streams.

Chapter 8, iSecuring 10TO

Hacking an loT smart object can provide very deep access into your network
and data. This chapter explains the security practices for IT and OT and details
how security is applied to an loT environment. This chapter al so describes
tools to conduct a formal risk analysisonan loT infrastructure.

Part |1, fAiloT in Industryo

Once you know how to architect an loT network, Part 111 helps you apply that
knowledge to key industries that 10T is revol utionizing. For each of the seven
verticals covered inthis part, youwill learn how 10T can be used and what
loT architecture is recommended to increase safety, operational efficiency, and
user experience.

Chapter 9, iManufacturingo

Any gainin productivity can have alarge impact on manufacturing, and 10T has
introduced a very disruptive change in thisworld. This chapter explains
connected manufacturing and data processing for this environment, and it

detail s the architecture and components of a converged factory, including IACS
and CPwWE. This chapter also examines the process automati on protocol s,
including EtherNet/IP, PROFINET, and Modbus/TCP.

Chapter 10, fiOil and Gaso

Oil and gas are among the most critical resources used by modern society. This
chapter shows how 0T is massively leveraged in this vertical to improve
operational efficiency. This chapter also addresses the sensitive topic of OT
security and provides architectural recommendations for 10T inthe oil and gas
world.

Chapter 11, nutilitieso

Utility companies provide the services that run our cities, businesses, and
entire economy. loT inthis vertical, and the ability to visualize and control
energy consumption, is critical for the utility companies and also for end users.
This chapter guides you through the GridBlocks reference model, the

substation and control systems, and the FAN GridBlocks, to help you
understand the smart grid and how I0T is used inthis vertical.




Chapter 12, iiSmart and Connected Citieso

Smart and connected cities include street lighting, smart parking, traffic

opti mi zation, waste col l ection and management, and smart environment. These
various use cases are more and more being combined into organized citywide
loT solutions where data and smart objects serve multiple purposes. This
chapter discusses the various |oT solutions for smart and connected cities.

Chapter 13, nTransportationo

This chapter talks about roadways, rail, mass transit, and fl eet managemen.
Youwill learn how [0T is used to allow for communi cation between vehicles
and the infrastructure through protocol s like DSRC and WAVE and how |oT
Increases the efficiency and safety of the transportation i nfrastructure.

Chapter 14, iMiningo

The mining industry is often described as figiganti ¢ vehicles moving gigantic
volumes of material .0 10T is becoming a key component in thisworld to

mai ntai N competiveness while ensuring safety. From self-driving haulers to
radar-gui ded 350-metric-ton shovels, this chapter shows you the various use
cases of loT inmining. This chapter al so suggests an architectural |0T strategy
for deploying smart objects in an ever-changing and often extreme
environment.

Chapter 15, nPublic Safetyo

The primary objective of public safety organizationsis to keep citizens,
communities, and public spaces safe. These organi zations have long been at the
forefront of new technol ogy adoption, and 0T has become a key component of
their operations. This chapter describes the emergency response IoT
architecture and detail s how public safety operators leverage |0T to better
exchange information and | everage big data to respond more quickly and
efficiently to emergencies.




Part |: IntroductiontoloT

Chapter 1 What Is|oT?
Chapter 2 10T Network Architecture and Design




Chapter 1. What IsloT?

Imagine aworld where just about anything you can think of is online and
communi cating to other things and people in order to enable new services that
enhance our lives. From self-driving drones delivering your grocery order to
sensors in your clothing monitoring your health, the world you know is set to
undergo a magjor technological shift forward. This shift is known collectively
as the Internet of Things (1oT).

The basic premise and goal of 10T is to ficonnect the unconnected.o This means
that objects that are not currently joined to a computer network, namely the
Internet, will be connected so that they can communi cate and interact with
people and other objects. I0T is atechnology transition inwhich devices will
allow usto sense and control the physical world by making objects smarter

and connecting them through an intel li gent network.2

When obj ects and machines can be sensed and controlled remotely across a
network, atighter integration between the physical world and computersis
enabled. This allows for improvements in the areas of efficiency, accuracy,
automati on, and the enabl ement of advanced applications.

The world of 10T is broad and multifaceted, and you may evenfind it
somewhat complicated at first due to the plethora of components and protocols
that it encompasses. Instead of viewing |oT as a single technology domain, itis
good to view it as an umbrella of various concepts, protocols, and
technologies, all of which are at times somewhat dependent on a particular
industry. While the wide array of 10T elements is designed to create numerous
benefits in the areas of productivity and automeation, at the same time it
introduces new challenges, such as scaling the vast numbers of devices and
amounts of data that need to be processed.

This chapter seeks to further define loT and its various el ements at a high
level. Having this information will prepare you to tackle more in-depth loT
subjects in the following chapters. Specifically, this chapter explores the
following topics:

m Genesisof |oT: This section highlights 10T & place in the evol ution and
devel opment of the Internet.

m 0T and Digitization: This section details the differences between |oT



and digitization and defines a framework for better understanding their
rel ationship.

m 10T Impact: This section shares afew high-level scenarios and
exampl es to demonstrate the influence 10T will have on our world.

m Convergence of IT and OT: This section explores how 10T is bringing
together information technology (IT) and operational technology (OT).

m 10T Challenges. This section provides a brief overview of the
difficulties involved in transitioning to an loT-enabled world.

Genesisof |oT

The age of |0T is often said to have started between the years 2008 and 2009.
During this time period, the number of devices connected to the Internet
eclipsed the worldé popul ation. With more fithingso connected to the Internet
than peopl e in the world, a new age was upon us, and the Internet of Things
was born.

The person credited with the creation of the term filnternet of Thingsd is Kevin
Ashton. While working for Procter & Gamble in 1999, Kevin used this phrase
to explain a new idea related to linking the company@ supply chain to the

| nternet.

Kevin has subsequently explained that 10T now involves the addition of senses
to computers. He was quoted as saying: filn the twenti eth century, computers
were brains without sensesd they only knew what we told them.0 Computers
depended on humans to i nput data and knowledge through typing, bar codes,
and so on. 10T is changing this paradigm; in the twenty-first century, computers
are sensing things for themselves.2

It is widely accepted that 10T isamgor technology shift, but what isits scale
and importance? Where does it fit in the evol ution of the Internet?

As shownin Figure 1-1, the evolution of the Internet can be categorized into
four phases. Each of these phases has had a profound impact on our soci ety and
our lives. These four phases are further defined in Table 1-1.
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Figure 1-1 Evolutionary Phases of the Internet

Internet Phase

Definition

Connectivity

(Digitize access)

This phase connected people to email, web services, and
search so that information is easily accessed.

Networked Economy
(Digitize business)

This phase enabled e-commerce and supply chain
enhancements along with collaborative engagement to drive
increased efficiency in business processes.

Immersive Experiences
(Digitize interactions)

Internet of Things
(Digitize the world)

This phase extended the Internet experience to encompass
widespread video and social media while always being
connected through mobility. More and more applications are
moved into the cloud.

This phase is adding connectivity to objects and machines in
the world around us to enable new services and experiences.
It is connecting the unconnected.

Table 1-1 Evol utionary Phases of the Internet

Each of these evol utionary phases builds on the previous one. With each
subsequent phase, more val ue becomes availabl e for businesses, governments,
and society in general.
The first phase, Connectivity, began in the mid-1990s. Though it may be hard
to remember, or evenimagine if you are younger, the world was not always
connected as it is today. In the beginning, email and getting on the Internet were
luxuries for universities and corporations. Getting the average person online
involved dial-up modems, and even basic connectivity often seemed like a
small miracle.



Even though connectivity and its speed continued to improve, a saturation point
was reached where connectivity was no longer the mgjor challenge. The focus
was now on leveraging connectivity for efficiency and profit. Thisinflection
point marked the beginning of the second phase of the Internet evol ution, called
the Networked Economy.

With the Networked Economy, e-commerce and digitally connected supply
chains became the rage, and this caused one of the mgjor disruptions of the past
100 years. Vendors and suppliers became closely interlinked with producers,
and online shopping experienced incredible growth. The victims of this shift
were traditional brick-and-mortar retailers. The economy itself became more
digitally intertwined as suppliers, vendors, and consumers all became more
directly connected.

The third phase, Immersive Experiences, is characterized by the emergence of
social media, collaboration, and widespread mobility on a variety of devices.
Connectivity is now pervasive, using multiple platforms from mobile phones to
tabl ets to |aptops and desktop computers. This pervasive connectivity inturn
enabl es communi cation and collaboration as well as social media across

multi ple channel's, via email, texting, voice, and video. In essence, person-to-
person i nteracti ons have become digiti zed.

The latest phase is the Internet of Things. Despite all the talk and media
coverage of 10T, in many ways we are just at the beginning of this phase. When
you think about the fact that 99% of fithingso are still unconnected, you can
better understand what this evol utionary phase is all about. Machines and
objects in this phase connect with other machines and objects, along with
humans. Business and soci ety have already started down this path and are
experiencing huge increases in data and knowledge. Inturn, thisis now leading
to previously unrecogni zed insights, along with increased automati on and new
process efficiencies. 10T is poised to change our world in new and exciting
ways, just as the past Internet phases already have.

|oT and Digitization
loT and digitization are terms that are often used interchangeably. In most
contexts, this duality is fine, but there are key differences to be aware of.

Atahighlevel, 10T focuses on connecting fithings,0 such as objects and
machi nes, to a computer network, such as the Internet. 10T is awell-understood
term used across the industry as a whole. On the other hand, digitization can



mean different things to different people but generally encompasses the
connection of fithingso with the data they generate and the business i nsights that
result.

For example, in a shopping mall where Wi-Fi |ocation tracking has been
deployed, the fithingso are the Wi-Fi devices. Wi-Fi location tracking is simply
the capability of knowing where a consumer isinaretail environment through
his or her smart phoneG connection to the retailer G Wi-Fi network. While the
value of connecting Wi-Fi devices or fithingso to the Internet i s obvious and
appreciated by shoppers, tracking real-time location of Wi-Fi clients provides
a specific business benefit to the mall and shop owners. Inthis case, it helps
the busi ness understand where shoppers tend to congregate and how much time
they spend in different parts of amall or store. Analysis of this data canlead to
significant changes to the | ocations of product displays and advertising, where
to place certain types of shops, how much rent to charge, and even where to
stati on security guards.

Note

For several years the term Internet of Everything, or IoE, was
used extensively. Over time, the term |oE has been replaced by
the term digitization. Although technical terms tend to evolve over
time, the words |oE and digitization have roughly the same
definition. 10T has always been a part of both, but it is important
to note thet 10T is a subset of both 10E and digiti zation.

Digitization, as defined inits simplest form, is the conversion of information
into adigital format. Digiti zation has been happening in one form or another
for several decades. For example, the whol e photography industry has been
digitized. Pretty much everyone has digital cameras these days, either
standal one devices or built into their mobile phones. Almost no one buys film
and takes it to aretailer to get it developed. The digitization of photography
has compl etely changed our experience when it comes to capturing i mages.
Other examples of digitization include the video rental industry and
transportation. In the past, people went to a store to rent or purchase
videotapes or DVDs of movies. With digitization, just about everyoneis
streaming video content or purchasing movies as downloadabl e files.

The transportation industry is currently undergoing digiti zation in the area of



taxi services. Businesses such as Uber and Lyft use digital technologies to
allow people to get aride using a mobile phone app. This app identifies the
car, the driver, and the fare. The rider then pays the fare by using the app. This
digitizationis a major disruptive force to companies providing traditional taxi
Services.

In the context of 10T, digitizati on brings together things, data, and business
process to make networked connections more relevant and val uable. A good
exampl e of this that many people canrelate to is in the area of home

automati on with popular products, such as Nest. With Nest, sensors determine
your desired climate settings and also tie in other smart objects, such as smoke
alarms, video cameras, and various third-party devices. In the past, these
devices and the functions they performwere managed and control led
separatel y and could not provide the holistic experience that is how possible.
Nest isjust one example of digitization and IoT increasing the relevancy and
val ue of networked, intelligent connections and making a positive impact on
our lives.

Companies today |ook at digiti zation as a differentiator for their busi nesses,
and loT isaprime enabler of digitization. Smart objects and increased
connectivity drive digitization, and this is one of the main reasons that many
companies, countries, and governments are embracing this growing trend.

loT Impact

Proj ections on the potential impact of 10T are impressive. About 14 billion, or
just 0.06%, of fithingso are connected to the Internet today. Cisco Systems
predicts that by 2020, this number will reach 50 billion. A UK government
report specul ates that this number could be even higher, inthe range of 100
billion objects connected. Cisco further estimates that these new connections

will lead to $19 trillionin profits and cost savings.2 Figure 1-2 provides a
graphical |ook at the growth in the number of devices being connected.
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Figure 1-2 The Rapid Growth in the Number of Devices Connected to the
Internet

What these numbers meanis that 10T will fundamentally shift the way people
and businesses interact with their surroundings. Managi ng and monitoring
smart obj ects using real -time connectivity enables a whole new level of data-
driven decision making. Thisin turnresults in the optimization of systems and
processes and delivers new services that save time for both people and
businesses while improving the overall quality of life.

The following examples illustrate some of the benefits of 10T and their impact.
These examples will provide you with ahigh-level view of practical 10T use
cases to clearly illustrate how 10T will affect everyday life. For more in-depth
use cases, please refer to the chaptersin Part I11, AloT in Industry.o

Connected Roadways

Peopl e have been fantasi zing about the self-driving car, or autonomous vehicle,
in literature and filmfor decades. While this fantasy is now becoming areality
with well-known projects like Googl eés self-driving car, 10T isalso a
necessary component for implementing a fully connected transportation
infrastructure.

loT is going to allow self-driving vehicles to better interact with the



transportati on system around them through bidirectional data exchanges while
also providing important data to the riders. Self-driving vehicles need aways-
on, reliable communi cations and data from other transportati on-rel ated sensors
to reach their full potential. Connected roadways i s the term associated with
both the driver and driverless cars fully integrating with the surrounding
transportation infrastructure. Figure 1-3 shows a self-driving car designed by
Google.

Figure 1-3 GoogleG Self-Driving Car

Basic sensors reside in cars already. They monitor oil pressure, tire pressure,
temperature, and other operating conditions, and provide data around the core
car functions. From behind the steering wheel, the driver can access this data
while also controlling the car using equi pment such as a steering wheel,
pedal's, and so on. The need for all this sensory information and control is
obvious. The driver must be able to understand, handle, and make critical
decisions while concentrating on driving safely. The Internet of Thingsis
replicating this concept on a much larger scale.

Today, we are seeing automobiles produced with thousands of sensors, to
measure everything fromfuel consumption to | ocation to the entertai nment your
family is watching during the ride. As automobile manufacturers strive to



reinvent the driving experience, these sensors are becoming |P-enabled to
allow easy communi cation with other systems both inside and outside the car.
In addition, new sensors and communi cation technol ogi es are being devel oped
to allow vehicles to fitalko to other vehicles, traffic signal's, school zones, and
other el ements of the transportation infrastructure. We are now starting to
realize atruly connected transportati on sol ution.

Most connected roadways sol utions focus on resol ving todayGs transportation
challenges. These challenges can be classified into the three categories
highlighted in Table 1-2.

Challenge Supporting Data

Safety According to the US Department of Transportation, 5.6 million crashes
were reported in 2012 alone, resulting in more than 33,000 fatalities.
loT and the enablement of connected vehicle technologies will empower
drivers with the tools they need to anticipate potential crashes and
significantly reduce the number of lives lost each year.

Mobility More than a billion cars are on the roads worldwide. Connected vehicle
mobility applications can enable system operators and drivers to make
more informed decisions, which can, in turn, reduce travel delays.
Congestion causes 5.5 billion hours of travel delay per year, and reducing
travel delays is more critical than ever before. In addition, communication
between mass transit, emergency response vehicles, and traffic management
infrastructures help optimize the routing of vehicles, further reducing
potential delays.

Environment According to the American Public Transportation Association, each year
transit systems can collectively reduce carbon dioxide (CO,) emissions
by 16.2 million metric tons by reducing private vehicle miles. Connected
vehicle environmental applications will give all travelers the real-time
information they need to make “green” transportation choices.

Sources: Traffic Safery Facts, 2010; National Highway Traffic Safery Administration, June 2012; and
WHO Global Status Report on Road Safety, 2013.

Table 1-2 Current Challenges Being Addressed by Connected Roadways

By addressing the challenges in Table 1-2, connected roadways will bring
many benefits to society. These benefits include reduced traffic jams and urban
congestion, decreased casualties and fatalities, increased response time for
emergency vehicles, and reduced vehicle emissions.

For exampl e, with loT-connected roadways, a concept known as Intersection
Movement Assist (IMA) is possible. This application warns adriver (or



triggers the appropriate response in a self-driving car) whenit is not safe to
enter an intersection due to a high probability of acollisiond perhaps because
another car has run a stop sign or strayed into the wrong lane. Thanks to the
communi cati ons system between the vehicles and the infrastructure, this sort of
scenario can be handled quickly and safely. See Figure 1-4 for a graphical
representatl on of IMA.

. 1
Intersection anement Assist

warns drivers if it is not safe to
= enter an intersection.

Figure 1-4 Application of Intersection Movement Assst

IMA is one of many possible roadway sol utions that emerge whenwe start to
integrate loT with both traditional and self-driving vehicles. Other solutions
include automated vehi cle tracking, cargo management, and road weather
communi cations.

With automated vehicle tracking, a vehicle® location is used for notification of
arrival times, theft prevention, or highway assistance. Cargo management
provides precise positioning of cargo as it is en route so that notification alerts
can be sent to a dispatcher and routes can be optimized for congestion and
weather. Road weather communi cations use sensors and data from satellites,
roads, and bridges to warn vehicles of dangerous conditions or inclement
weather on the current route.

TodayGs typical road car utilizes more thanamillionlines of coded and this
only scratches the surface of the data potential. As cars continue to become
more connected and capabl e of generating conti nuous data streams rel ated to



| ocation, performance, driver behavior, and much more, the data generation
potential of asingle car is staggering. It is estimated that a fully connected car
will generate more than 25 gigabytes of data per hour, much of which will be
sent to the cloud. To put this in perspective, thatGs equival ent to a dozen HD
movies sent to the cloud every hourd by your car! Multiply that by the number
of hours acar is driven per year and again by the number of cars on the road,
and you see that the amount of connected car data generated, transmitted, and
stored inthe cloud will be inthe zettabytes range per year (more than a billion
petabytes per year). Figure 1-5 provides an overview of the sort of sensors
and connectivity that you will find in a connected car.

Wireless Router

+ Online entertainment
+ Mapping, dynamic rerouting, safety
and security

Connected Sensors

.I

Transform “data” to “actionable
intelligence”

* Enable proactive maintenance

+ Collision avoidance

+ Fuel efficiency

Urban Connectivity

*+ Reduced congestion
* Increased efficiency
+ Safety (hazard avoidance)

Figure 1-5 The Connected Car

Another area where connected roadways are undergoing massive disruptionis
in how the data generated by a car will be used by third parties. Clearly, the
data generated by your car needs to be handled in a secure and reliable way,
which means the network needs to be secure, it must provide authentication
and verification of the driver and car, and it needs to be highly available. But
who will use all this data? Automobile data is extremely useful to awide
range of interested parties. For example, tire companies can collect data
related to use and durability of their products in arange of environmentsin
real time. Automobile manufacturers can collect i nformeati on from sensors to
better understand how the cars are being driven, when parts are starting to fail,
or whether the car has broken downd details that will help them build better
carsinthe future. This becomes especially true as autonomous vehicles are
introduced, which are sure to be driven in a compl etely different way than the



traditional family car.

Inthe future, car sensors will be able to interact with third-party applications,
such as GPS/maps, to enable dynamic rerouting to avoid traffic, accidents, and
other hazards. Similarly, Internet-based entertai nment, including music,
movies, and other streamings or downl oads, can be personalized and

customi zed to optimize aroad trip.

This datawill also be used for targeted advertising. As GPS navigation
systems become more integrated with sensors and wayfinding applications, it
will become possible for personalized routing suggestions to be made. For
example, if it is known that you prefer a certain coffee shop, through the use of
a cloud-based data connector, the navigation systemwill be able to provide
routi ng suggesti ons that have you drive your car past the right coffee shop.

All these data opportunities bring into play a new technology: the loT data
broker. Imagi ne the many different types of data generated by an automobile
and the plethora of different parties interested inthis data. This poses a
significant busi ness opportunity. Inavery real sense, the data generated by the
car and driver becomes a val uable commodity that can be bought and sold.
While the data transmitted fromthe car will likely go to oneinitial locationin
the cloud, from there the data can be separated and sold selectively by the data
broker. For example, tire companies will pay for information from sensors
related to your tires, but they wona get anything el se. While informeation
brokers have been around a | ong time, the technol ogy used to aggregate and
separate the data from connected cars in a secure and governed manner is
rapidly developing and will continue to be a major focus of the 0T industry
for years to come.

Connected roadways are likely to be one of the biggest growth areas for
innovati on. Automobiles and the roads they use have seenincredible change
over the past century, but the changes ahead of us are going to be just as
astonishing. In the past few years al one, we have seen highway systems around
the world adopt sophi sti cated sensors systems that can detect seismic
vibrations, car accidents, severe weather conditions, traffic congestion, and
more. Recent advancements in roadway fiber-optic sensing technology is now
able to record not only how many cars are passing but their speed and type.
Due to the many reasons already discussed, connected cars and roadways are
early adopters of IoT technology. For a more in-depth discussion of 10T use
cases and architectures in the transportation i ndustry, see Chapter 13,



ATransportation.o

Connected Factory

For years, traditional factories have been operating at a disadvantage, impeded
by production environments that are fidi sconnectedo or, at the very least,
fistrictly gatedo to corporate business systems, supply chains, and customers
and partners. Managers of these traditional factories are essentially fiflying
blindo and lack visibility into their operations. These operations are composed
of plant floors, front offices, and suppliers operating inindependent silos.
Consequently, rectifying downtime issues, quality problems, and the root
causes of various manufacturing i nefficiencies is often difficult.

The mai n challenges facing manufacturing in a factory environment today
include the following:

m Accelerating new product and service introductions to meet customer
and market opportunities

m Increasing plant production, quality, and uptime while decreasing cost

m Mitigating unplanned downtime (which wastes, on average, at least 5%
of production)

m Securing factories from cyber threats

m Decreasing high cabling and re-cabling costs (up to 60% of deployment
Costs)

m Improving worker productivity and safety?

Adding another level of complication to these challenges is the fact that they
often need to be addressed at various level s of the manufacturing business. For
exampl e, executive management is looking for new ways to manufactureina
more cost-effective manner while bal ancing the rising energy and material
costs. Product devel opment has time to market as the top priority. Plant
managers are entirely focused on gains in plant efficiency and operational
agility. The controls and automeati on department | ooks after the plant networks,
controls, and applications and therefore requires complete visibility into all
these systems.

Industrial enterprises around the world are retooling their factories with
advanced technol ogies and architectures to resolve these problems and boost
manufacturing flexibility and speed. These improvements hel p them achieve



new levels of overall equipment effectiveness, supply chain responsiveness,
and customer satisfaction. A convergence of factory-based operational

technol ogies and architectures with global IT networks is starting to occur, and
thisis referred to as the connected factory.

Aswiththe loT solutions for the connected roadways previously discussed,
there are already |arge numbers of basic sensors on factory floors. However,
with 10T, these sensors not only become more advanced but al so attain a new
level of connectivity. They are smarter and gain the ability to communicate,
mai nly using the Internet Protocol (IP) over an Ethernet infrastructure.

In addition to sensors, the devices on the plant floor are becoming smarter in
their ability to transmit and receive large quantities of real-time informational
and diagnostic data. Ethernet connectivity is becoming pervasive and
spreading beyond just the main controllers in a factory to devices such as the
robots on the plant floor. In addition, more |P-enabled devices, including video
cameras, diagnostic smart objects, and even personal mobile devices, are
being added to the manufacturing environment.

For example, a smelting facility extracts metals fromtheir ores. The facility
uses both heat and chemi cal s to decompose the ore, |eaving behind the base
metal. Thisis a multistage process, and the data and controls are all accessed
viavarious control rooms in afacility. Operators must go to a control room
that i s often hundreds of meters away for data and production changes. Hours
of operator time are often | ost to the multiple trips to the control room needed
during a shift. With loT and a connected factory sol ution, true fimachine-to-
peopl ed connections are implemented to bring sensor data directly to operators
on the floor viamobile devices. Timeis no longer wasted moving back and
forth between the control rooms and the plant floor. In addition, because the
operators now receive datainreal time, decisions can be made immediately to
improve production and fix any quality problems.

Another exampl e of a connected factory sol ution invol ves a real -time | ocation
system (RTLS). AnRTLS utilizes small and easily deployed Wi-Fi RFID tags
that attach to virtually any material and provide real -time | ocation and status.
These tags enable a facility to track production as it happens. These 0T
sensors allow components and material s on an assembly line to fital ko to the
network. If each assembly lineGs output is tracked inreal time, decisions can
be made to speed up or slow production to meet targets, and it is easy to
determine how quickly empl oyees are compl eting the various stages of



production. Bottlenecks at any point in production and quality problems are
also quickly identified.
While we tend to look at 10T as an evol ution of the Internet, it is also sparking

an evol ution of industry. In 2016 the World Economic Forumreferred to the
evolution of the Internet and the impact of |oT as the fifourth Industrial

Revolution.o? The first Industrial Revolution occurred in Europe inthe late

el ghteenth century, with the application of steam and water to mechanical
production. The second Industrial Revolution, which took place between the
early 1870s and the early twenti eth century, saw the introduction of the
electrical grid and mass production. The third revolution came in the late
1960s/early 1970s, as computers and el ectroni cs began to make their mark on
manufacturing and other industrial systems. The fourth Industrial Revolutionis
happening now, and the Internet of Thingsisdrivingit. Figure 1-6 summarizes
these four Industrial Revolutions as Industry 1.0 through Industry 4.0.

Industry 4.0: loT Integration (Today)
Sensors with a new level of
interconnectivity are integrated

Industry 3.0: Electronics and Control (Early 1970')
Production is automated further by electronics and IT

Industry 2.0: Mass Production (Early 20" Century)
Division of labor and electricity lead to mass production facilities

Industry 1.0: Mechanical Assistance (Late 18th Century)
Basic machines powered by water and steam are part of production facilities

Figure 1-6 The Four Industrial Revolutions

The loT wave of Industry 4.0 takes manufacturing from a purely automated
assembly line model of production to a model where the machines are
intelligent and communi cate with one another. 10T in manufacturing brings with
It the opportunity for inserting intelligence into factories. This starts with
creating smart objects, which involves embeddi ng sensors, actuators, and



controllers into just about everything related to production. Connectionstie it
all together so that people and machines work together to analyze the data and
make intelligent decisions. Eventually this leads to machines predicting
failures and self-healing and points to a world where human monitoring and
intervention are no longer necessary.

Smart Connected Buildings

Another place 10T is making a disruptive impact is in the smart connected
buildings space. In the past several decades, buildings have become
increasingly compl ex, with systems overlaid one upon another, resultingin
complex intersections of structural, mechanical, electrical, and IT components.
Over time, these operational networks that support the building environment
have matured into sophisticated systems; however, for the most part, they are
depl oyed and managed as separate systems that have little to no interaction
with each other.

The function of a building isto provide awork environment that keeps the
workers comfortabl e, efficient, and safe. Work areas need to be well lit and
kept at a comfortabl e temperature. To keep workers safe, the fire alarm and
suppressi on system needs to be carefully managed, as do the door and physical
security alarm systems. While intelligent systems for modern buildings are
being deployed and improved for each of these functions, most of these
systems currently run independently of each otherd and they rarely take into
account where the occupants of the building actually are and how many of them
are present in different parts of the building. However, many buildings are

begi nning to depl oy sensors throughout the building to detect occupancy. These
tend to be motion sensors or sensors tied to video cameras. Motion detection
occupancy sensors work great if everyone is moving around in a crowded
room and can automati cally shut the lights off when everyone has | eft, but what
iIf apersoninthe roomis out of sight of the sensor? It is a frustrating matter to
be at the mercy of an unintelligent sensor on the wall that wants to turn off the
lights on you.

Similarly, sensors are often used to control the heating, ventilation, and air-
conditioning (HVAC) system. Temperature sensors are spread throughout the
building and are used to i nfl uence the buil ding management system@ (BMS&)
control of air flow into aroom.

Another interesting aspect of the smart building is that it makes them easier and



cheaper to manage. Considering the massive costs invol ved in operating such
complex structures, not to mention how many people spend their working lives
inside a building, managers have become increasingly interested inways to
make buildings more efficient and cheaper to manage. Have you ever heard
people complain that they had too little working space intheir office, or that
the office space wasn& being used efficiently? When people go to their
managers and ask for a change to the floor plan, such as asking for anincrease
In the amount of space they work in, they are often asked to prove their case.
But workpl ace floor efficiency and usage evidence tends to be anecdotal at
best. When smart building sensors and occupancy detection are combined with
the power of data anal ytics (discussed in Chapter 7, fiData and Analytics for
10T0), it becomes easy to demonstrate floor plan usage and prove your case.
Alternatively, the building manager can use a similar approach to see where
the floor is not being used efficiently and use this information to opti mize the
available space. This has brought about the age of building automation,
empowered by |0T.

While many technical solutions exist for |ooking after building systems, until
recently they have all required separate overlay networks, each responsible for
Its assigned task. In an attempt to connect these systems into asingle
framework, the building autormati on system (BAS) has been devel oped to
provide a single management system for the HVAC, lighting, fire alarm, and
detection systems, as well as access control. All these systems may support
different types of sensors and connections to the BAS. How do you connect
them together so the building can be managed in a coherent way? This

hi ghlights one of the biggest challenges in IoT, whichis discussed throughout
this book: the heterogeneity of I0T systens.

Before you can bring together heterogeneous systems, they need to converge at
the network layer and support a common services layer that all ows application
integration. The val ue of converged networks is well documented. For
example, inthe early 2000s, Cisco and several other compani es championed
the convergence of voice and video onto single IP networks that were shared
with other IT applications. The economies of scale and operational
efficiencies gained were so massive that Vol P and col l aborati on technol ogies
are now the norm. However, the convergence to IP and a common services
framework for buildings has been slower.

For exampl e, the de facto communi cation protocol responsible for building




automation is known as BACnet (Building Automation and Control Network).
In a nutshell, the BACnet protocol defines a set of services that allow Ethernet-
based communi cation between building devices such as HVAC, lighting,
access control, and fire detection systems. The same building Ethernet
switches used for IT may also be used for BACnet. This standardization also
makes possi ble an intersection point to the IP network (whichisrun by the IT
department) through the use of a gateway device. In addition, BACnet/IP has
been defined to allow the fithingso in the buil ding network to communi cate
over P, thus allowing closer consolidation of the building management system
onasingle network. Figure 1-7 illustrates the conversion of building protocols
to IP over time.
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Figure 1-7 Convergence of Building Technologiesto IP

Another promising loT technol ogy in the smart connected building, and one that
Is seeing widespread adoption, isthe iidigital ceiling.0 The digital ceilingis
more than just a lighting control system. This technol ogy encompasses several
of the building@ different networksd including lighting, HVAC, blinds, CCTV
(closed-circuit television), and security systemsd and combines theminto a
single IP network. Figure 1-8 provides a framework for the digital ceiling.
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Central to digital celling technology is the lighting system. As you are probably
aware, the lighting market is currently going through a major shift toward light-
emitting diodes (LEDs). Compared to traditional lighting, LEDs offer lower
energy consumption and far longer life. The lower power requirements of LED
fixtures allow themto run on Power over Ethernet (PoE), permitting themto be
connected to standard network switches.

Inadigital ceiling environment, every luminaire or lighting fixture is directly
network-attached, providing control and power over the same infrastructure.
Thistransitionto LED lighting means that a single converged network is now
able to encompasses |luminaires that are part of consolidated building
management as well as el ements managed by the IT network, supporting voice,
video, and other data applications.

The next time you | ook at the ceiling in your office building, count the number
of lights. The quantity of lights easily outnumbers the number of physical wired
portsd by a hefty margin. Obviously, supporting the larger number of Ethernet
ports and density of |P addresses requires some redesign of the network, and it
also requires a qui et, fanless PoE-capabl e switchinthe ceiling. That being
said, the long-term busi ness case supporting reduced energy costs from LED
luminaries versus traditional fluorescent or halogen lights is so significant that
the added initial investment in the network is almost inconsequential. The



busi ness case for the digital ceiling becomes even stronger whenabuildingis
being renovated or a new structure is being built. In these cases, the cost
benefit of running CAT 6/5e cables in the ceiling versus plenum-rated
electrical wiringto every light is substantial.

The energy savings val ue of PoE-enabled LED lightinginthe ceilingisclear.
However, having an |P-enabled sensor device inthe ceiling at every point
people may be present opens up an entirely new set of possibilities. For
example, most modern LED ceiling fixtures support occupancy sensors. These
sensors provide high-resol ution occupancy data col l ection, which can be used
to turn the lights on and off, and this same data can be combined with advanced
anal ytics to control other systems, such as HVAC and security. Unlike
traditional sensors that use rudi mentary motion detection, modern lighting
sensors integrate a variety of occupancy-sensing technol ogies, including
Bluetooth low energy (BLE) and Wi-Fi. The science hereis simple: Because
almost every person these days carries a smart device that supports BLE and
Wi-Fi, all the sensor has to do is detect BLE or Wi-Fi beacons from a nearby
device. When someone walks near alight, the persond |location is detected,
and the wirel ess system can send information to control the air flow fromthe
HVAC systeminto that zone inreal time, maximizing the comfort of the office
worker. Figure 1-9 shows an exampl e of an occupancy sensor inadigital
ceiling light.




Figure 1-9 An LED Digital Ceiling Light with Occupancy Sensor

(Photo by Bill MacGowan)

You can begin to imagine the possibilities that [oT smart lighting bringsto a
workplace setting. Not only does it provide for optimized levels of lighting
based on actual occupancy and building usage, it allows granular control of
temperature, management of smoke and fire detection, video cameras, and
building access control. 10T allows all this to run through a single network,
requiring less installation time and alower total cost of system ownership.

Smart Creatures

When you think about 10T, you probably picture only i nani mate obj ects and
machi nes being connected. However, |0T al so provides the ability to connect
living things to the Internet. Sensors can be placed on animals and even insects
just as easily as on machines, and the benefits can be just as impressive.

One of the most well-known applications of 10T with respect to animals
focuses on what is often referred to as the ficonnected cow.0 Sparked, a Dutch
company, devel oped a sensor that is placed inacowdG ear. The sensor
monitors various heal th aspects of the cow as well asits |ocation and transmits
the data wirelessly for analysis by the farmer.

The data from each of these sensors is approxi mately 200 MB per year, and
you obviously need a network infrastructure to make the connection with the
sensors and store the informati on. Once the data i s being collected, however,
you get a compl ete view of the herd, with statistics on every cow. You can
learn how environmental factors may be affecting the herd as awhole and
about changes indiet. This enables early detection of disease as cows tend to
eat | ess days before they show symptoms. These sensors even allow the
detection of pregnancy in cows.

Another application of 10T to organisms involves the placement of sensors on
roaches. While the topic of roachesis alittle unsettling to many folks, the
potential benefits of loT-enabled roaches could make alife-saving difference
in disaster situations.

Researchers at North Carolina State University are working with Madagascar
hi ssing cockroaches in the hopes of hel ping emergency personnel rescue
survivors after a disaster. As shownin Figure 1-10, an electronic backpack
attaches to a roach. This backpack communi cates with the roach through parts



of its body. Low-level electrical pul ses to an antenna on one side makes the
roach turn to the opposite side because it believes it is encountering an
obstacle. The cerci of the roach are sensory organs on the abdomen that detect
danger through changing air currents. When the backpack stimul ates the cerci,
the roach moves forward because it thinks a predator is approaching.

Figure 1-10 loT-Enabled Roach Can Assist in Finding Survivors After a
Disaster (Photo courtesy of Alper Bozkurt, NC State University)

The electronic backpack uses wirel ess communi cation to a controller and can
be fidrivend remotely. Imagine a fleet of these roaches being used in a disaster
scenario, such as searching for survivors in acollapsed building after an
earthquake. The roaches are naturally designed to efficiently move around

obj ects in confined spaces. Technol ogy has al so been tested to keep the
roaches inthe disaster area; itis similar to the invisible fencing that is often
used to keep dogs inayard. The use of roaches in this manner allows for the
mapping of spaces that rescue personnel cannot access, which hel ps search for
SUrvivors.

To help with finding a person trapped in the rubbl e of a collapsed building, the
el ectronic backpack is equipped with directional microphones that allow for
the detection of certain sounds and the direction fromwhich they are coming.



Software can anal yze the sounds to ensure that they are from a person rather
than from, say, a leaking pipe. Roaches can then be steered toward the sounds
that may indicate people who are trapped. In addition, the microphones
provide the ability for rescue personnel to listenin onwhatever sounds are
detected.

These examples show that 10T often goes beyond just adding sensors and more
intelligence to nonliving fithings.o Living fithingso can al so be connected to the
Internet and this connection can provide important results.

Convergenceof IT and OT

Until recently, information technology (IT) and operational technology (OT)
have for the most part lived in separate worlds. IT supports connections to the
Internet along with related data and technol ogy systems and is focused on the
secure flow of data across an organization. OT monitors and controls devices
and processes on physical operational systems. These systems include
assembly lines, utility distribution networks, production facilities, roadway
systems, and many more. Typically, IT did not get involved with the production
and logistics of OT environments.

Specifically, the IT organization is responsi ble for the informeation systems of a
busi ness, such as email, file and print services, databases, and so on. In
comparison, OT is responsible for the devices and processes acting on
industrial equipment, such as factory machines, meters, actuators, electrical
distribution automati on devices, SCADA (supervisory control and data
acquisition) systems, and so on. Traditionally, OT has used dedicated networks
with specialized communi cations protocol s to connect these devices, and these
networks have run compl etely separately fromthe IT networks.

Management of OT istied to the lifeblood of a company. For example, if the
network connecting the machines in afactory fails, the machines cannot
function, and production may come to a standstill, negatively impacting
business on the order of millions of dollars. On the other hand, if the email
server (run by the IT department) failsfor afew hours, it may irritate people,
but itis unlikely to impact business at anywhere near the same level. Table 1-3
hi ghlights some of the differences between IT and OT networks and their
various challenges.



Criterion Industrial OT Network Enterprise IT Network
Operational Keep the business operating 24x7 Manage the computers, data, and
focus employee communication system in a
secure way
Priorities 1. Availability 1. Security
2. Integrity 2. Integrity
3. Security 3. Availability
Types of Monitoring, control, Voice, video, transactional, and
data and supervisory data bulk data
Security Controlled physical Devices and users authenticated to
access to devices the network
Implication OT network disruption directly Can be business impacting, depending

of failure

impacts business

on industry, but workarounds may be
possible

Network
upgrades
(software or
hardware)

Only during operational mainte-
nance windows

Often requires an outage window
when workers are not onsite; impact
can be mitigated

Security
vulnerability

Low: OT networks are
isolated and often use proprietary
protocols

High: continual patching of hosts is
required, and the network is connected
to Internet and requires vigilant
protection

Source: Maciej Kranz, IT Is from Venus, OT Is from Mars, blogs.cisco.com/digital/it-is-from-venus-ot-is-
from-mars, July 14, 2015.

Table 1-3 Comparing Operational Technology (OT) and Informeation
Technology (IT)

Withtherise of 0T and standards-based protocols, such as IPv6, the IT and
OT worlds are converging or, more accurately, OT is beginning to adopt the
network protocol s, technol ogy, transport, and methods of the IT organi zation,
and the IT organization is beginning to support the operational requirements
used by OT. When IT and OT begin using the same networks, protocols, and
processes, there are clear economies of scale. Not only does convergence
reduce the amount of capital infrastructure needed but networks become easier
to operate, and the flexibility of open standards allows faster growth and
adaptability to new technol ogies.

However, as you can see from Table 1-3, the convergence of IT and OT to a



single consolidated network poses several challenges. There are fundamental
cultural and priority differences between these two organizations. |oT is
forcing these groups to work together, when in the past they have operated
rather autonomously. For example, the OT organizationis baffled when IT
schedul es a weekend shutdown to update software without regard to
production requirements. On the other hand, the IT group does not understand
the preval ence of proprietary or specialized systems and sol uti ons deployed by
OT.

Take the case of deploying quality of service (QoS) inanetwork. Whenthe IT
team depl oys QoS, voice and video traffic are almost universally treated with
the highest level of service. However, when the OT system shares the same
network, a very strong argument can be made that the real -time OT traffic
should be given a higher priority than even voice because any disruption in the
OT network could i mpact the busi ness.

With the merging of OT and IT, improvements are bei ng made to both systens.
OT islooking more toward IT technol ogies with open standards, such as
Ethernet and IP. At the same time, IT is becoming more of a business partner
with OT by better understanding busi ness outcomes and operational
requirements.

The overall benefit of IT and OT working together is a more efficient and
profitabl e business due to reduced downtime, lower costs through economy of
scale, reduced inventory, and improved delivery times. When IT/OT
convergence is managed correctly, 10T becomes fully supported by both
groups. This provides a fibest of both worldso scenario, where solid industrial
control systems reside on an open, integrated, and secure technol ogy

foundation.®

|oT Challenges

While an loT-enabled future paints an impressive picture, it does not come
without significant challenges. Many parts of 10T have become reality, but
certain obstacles need to be overcome for 10T to become ubi quitous throughout
industry and our everyday life. Table 1-4 highlights a few of the most
significant challenges and problems that 10T is currently facing.



Challenge

Description

Scale

While the scale of IT networks can be large, the scale of OT can be several
orders of magnitude larger. For example, one large electrical utility in Asia
recently began deploying IPv6-based smart meters on its electrical grid.
While this utility company has tens of thousands of employees (which

can be considered IP nodes in the network), the number of meters in the
service area is tens of millions. This means the scale of the network the
utility is managing has increased by more than 1,000-fold! Chapter 5,

“IP as the loT Network Layer,” explores how new design approaches are
being developed to scale IPvé networks into the millions of devices.

Security

With more “things” becoming connected with other “things” and people,
security is an increasingly complex issue for IoT. Your threat surface is now
greatly expanded, and if a device gets hacked. its connectivity is a major
concern. A compromised device can serve as a launching point to attack
other devices and systems. IoT security is also pervasive across just about
every facet of IoT. For more information on IoT security, see Chapter 8,
“Securing loT."



Privacy

As sensors become more prolific in our everyday lives, much of the data
they gather will be specific to individuals and their activities. This data
can range from health information to shopping patterns and transactions
at a retail establishment. For businesses, this data has monetary value.
Organizations are now discussing who owns this data and how individuals
can control whether it is shared and with whom.

Big data and
data analytics

loT and its large number of sensors is going to trigger a deluge of data that
must be handled. This data will provide critical information and insights

if it can be processed in an efficient manner. The challenge, however, is
evaluating massive amounts of data arriving from different sources in
various forms and doing so in a timely manner. See Chapter 7 for more
information on IoT and the challenges it faces from a big data perspective.

Interoperability

As with any other nascent technology, various protocols and architectures
are jockeying for market share and standardization within [oT. Some of
these protocols and architectures are based on proprietary elements, and
others are open. Recent IoT standards are helping minimize this problem,
but there are often various protocols and implementations available for
loT networks. The prominent protocols and architectures—especially
open, standards-based implementations—are the subject of this book.
For more information on IoT architectures, see Chapter 2, “loT Network
Architecture and Design.” Chapter 4, “Connecting Smart Objects,”
Chapter 5, “IP as the IoT Network Layer,” and Chapter 6, “Application
Protocols tor [oT,” take a more in-depth look at the protocols that make up loT.

Summary

Table 1-4 IoT Challenges

This chapter provides an introductory look at the Internet of Things and
answers the question iWhat is 10T?0 10T is about connecting the unconnected,
enabling smart objects to communi cate with other objects, systems, and
people. The end result is anintelligent network that all ows more control of the
physical world and the enablement of advanced applications.

This chapter also provides a historical ook at 10T, along with a current view
of 10T as the next evol utionary phase of the Internet. This chapter details a few
high-level use cases to show the impact of 10T and some of the ways it will be

changing our world.

A number of 0T concepts and terms are defined throughout this chapter. The
differences between loT and digiti zation are discussed, as well asthe
convergence between IT and OT. The last section detail s the challenges faced



by loT.

This chapter should |eave you with a clearer understanding of what 10T is all
about. In addition, this chapter serves as the foundational block fromwhich
you can dive further into |oT in the foll owing chapters.
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Chapter 2. 10T Network Architecture and
Design

Imagi ne that one day you decide to build a house. You drive over to the local
construction supply store and try to figure out what material s you will need.
You buy the lumber, nails and screws, cement mix for the foundati on, roofing
materials, and so on. A truck comes by and drops off all the materials at the
site of your future home. You stare at the piles of materials sitting on what you
hope will one day become your front lawn and realize you have no idea where
to start. Something important is missing: You don& have architectural plans for
the new house! Unfortunately, your plans to build a beautiful new home will
have to wait until you get the hel p of an architect.

As most home builders know, even the simplest construction projects require
careful planning and an architecture that adheres to certain standards. When
projects become more compl ex, detailed architectural plans are not only a
good idea, they are, in most places, required by law.

To successfully compl ete a construction project, time and effort are required to
desi gn each phase, from the foundation to the roof. Your plans must include
detailed designs for the electrical, plumbing, heating, and security systems.
Strong architectural blueprints (and the required engineering to support them)
are necessary inall construction projects, from the simple to the very complex.
In the same vein, a computer network should never be built without careful
planning, thorough security policies, and adherence to well-understood design
practices. Failure to carefully architect a network according to sound design
principles will likely result in something that is difficult to scal e, manage,
adapt to organizational changes, and, worst of all, troubleshoot when things go
wrong.

Most CIOs and CTOs understand that the network runs the business. If the
network fails, company operations can be seriously impaired. Just as a house
must be designed with the strength to withstand potential natural disasters, such
as selsmic events and hurricanes, informati on technology (IT) systems need to
be designed to withstand finetwork earthquakes,0 such as distributed denial of
service (DDoYS) attacks, future growth requirements, network outages, and
even human error. To address these challenges, the art of network architecture



has gai ned tremendous influence in I'T organi zations over the past two decades.
In fact, for many companies, the responsi bility of overseeing network
architecture i s often seen as one of the most senior positionsinthe IT and
operational technology (OT) organizations. For example, the title chief
enterprise architect (CEA) has gained so much traction in recent years that the
position is often equated to the responsibilities of a CTO, and in many
instances, the CEA reports directly to the CEO.

Enterprise IT network architecture has matured significantly over the past two
decades and is generally well understood; however, the discipline of 0T
network architecture is new and requires a fresh perspective. It isimportant to
note that while some similarities between IT and |0oT architectures do exist, for
the most part, the challenges and requirements of |oT systems are radically
different fromthose of traditional IT networks. The terminology is also
different to the point where 0T networks are often under the umbrella of OT,
whichis responsible for the management and state of operational systems. In
contrast, IT networks are primarily concerned with the infrastructure that
transports flows of data, regardless of the data type.

This chapter examines some of the unique challenges posed by IoT networks
and how these challenges have driven new architectural models. This chapter
explores the following areas:

m Drivers Behind New Network Architectures. OT networks drive core
industrial business operations. They have unique characteristics and
constraints that are not easily supported by traditional IT network
architectures.

m Comparing loT Architectures. Several architectures have been
published for 10T, including those by ETSI and the loT World Forum,
This section discusses and compares these architectures.

m A Simplified 10T Architecture: While several 10T architectures exist, a
simplified model is presented in this section to lay a foundation for rest
of the material discussed inthis book.

m The Core loT Functional Stack: The loT network must be designed to
support its unique requirements and constraints. This section provides an
overview of the full networking stack, from sensors all the way to the
applications layer.

m |0T Data Management and Compute Stack: This sectionintroduces



data management, i ncluding storage and compute resource model s for
loT, and involves edge, fog, and cloud computing.

Drivers Behind New Network Architectures

This chapter begins by comparing how using an architectural blueprint to
construct a house is similar to the approach we take when desi gning a network.
Now, imagine an experienced architect who has built residential houses for his
whole career. Heis an expert inthis field and knows exactly what it takes to
not only make a house architecturally attractive but al so to be functional and
livable and meet the construction codes mandated by local government. One
day, this architect i s asked to take on a new project: Construct a massive
stadium that will be a showpiece for the city and which will support a variety
of sporting teams, concerts, and community events, and which has a seating
capacity of 60,000+.

Whil e the architect has extensive experience in designing homes, those skills
will clearly not be enough to meet the demands of this new project. The scale
of the stadiumis several magnitudes larger, the use is completely different, and
the wear and tear will be at a completely different level. The architect needs a
new architectural approach that meets the requirements for building the
stadium.

The difference between IT and IoT networks is much like the difference
between residential architecture and stadium architecture. While traditional
network architectures for IT have served us well for many years, they are not
well suited to the complex requirements of |0T. Chapter 1, AiWhat IS10T?0
introduces some of the differences between IT and OT, as well as some of the
Inherent challenges posed by IoT. These differences and challenges are driving
fundamental ly new architectures for 10T systems.

The key difference between IT and 10T is the data. While IT systems are
mostly concerned with reliable and continuous support of business
applications such as email, web, databases, CRM systems, and so on, 10T is
all about the data generated by sensors and how that data is used. The essence
of loT architectures thus involves how the data is transported, collected,
analyzed, and ultimately acted upon.

Table 2-1 takes a closer ook at some of the differences between IT and 10T
networks, with afocus onthe loT requirements that are driving new network
architectures, and considers what adj ustments are needed.




Challenge Description loT Architectural Change Required
Scale The massive scale of IoT end- The IPv4 address space has reached
points (sensors) is far beyond exhaustion and is unable to meet IoT’s
that of typical IT networks. scalability requirements. Scale can be met
only by using IPv6. IT networks continue
to use IPv4 through features like Network
Address Translation (NAT).
Security lIoT devices, especially those Security is required at every level of

on wireless sensor networks
(W/SNs), are often physically
exposed to the world.

the loT network. Every loT endpoint
node on the network must be part of
the overall security strategy and must
support device-level authentication and
link encryption. It must also be easy to
deploy with some type of a zero-touch
deployment model.

Devices and
networks
constrained
by power,
CPU, mem-
ory, and link
speed

Due to the massive scale and
longer distances, the networks
are often constrained, lossy,
and capable of supporting only
minimal data rates (tens of bps
to hundreds ot Kbps).

New last-mile wireless technologies are
needed to support constrained loT devices
over long distances. The network is also
constrained, meaning modifications need
to be made to traditional network-layer
transport mechanisms.



The massive
volume of
data gener-
ated

The sensors generate a massive
amount of data on a daily basis,
causing network bottlenecks
and slow analytics in the cloud.

Data analytics capabilities need to be
distributed throughout the IoT network,
trom the edge to the cloud. In traditional
IT networks, analytics and applications
typically run only in the cloud.

Support
for legacy
devices

An loT network often com-
prises a collection of modern,
IP-capable endpoints as well
as legacy, non-1P devices that
rely on serial or proprietary
protocols.

Digital transformation is a long process
that may take many years, and IoT net-
works need to support protocol transla-
tion and/or tunneling mechanisms to
support legacy protocols over standards-
based protocols, such as Ethernet and IP.

The need for
data to be
analyzed in
real time

Scale

Whereas traditional IT
networks perform scheduled
batch processing of data, loT
data needs to be analyzed and
responded to in real-time.

Analytics software needs to be posi-
tioned closer to the edge and should
support real-time streaming analytics.
Traditional IT analytics software (such as
relational databases or even Hadoop), are
better suited to batch-level analytics that
occur after the fact.

Table 2-1 |oT Architectural Drivers

The following sections expand on the requirements driving specific
architectural changes for IoT.

The scale of atypical IT network is onthe order of several thousand devices
d typically printers, mobile wireless devices, |aptops, servers, and so on. The
traditional three-layer campus networking model, supporting access,
distribution, and core (with subarchitectures for WAN, Wi-Fi, data center,
etc.), iswell understood. But now consider what happens when the scale of a
network goes from a few thousand endpoints to afew million. How many IT
engineers have ever designed a network that is intended to support millions of
routabl e IP endpoints? This kind of scale has only previously been seen by the
Tier 1 service providers. 10T introduces a model where an average-sized
utility, factory, transportation system, or city could easily be asked to support a
network of this scale. Based on scal e requirements of this order, IPv6 isthe
natural foundation for the 0T network layer.

Security



It has often been said that if World War 111 breaks out, it will be fought in
cyberspace. We have already seen evidence of targeted malicious attacks using
vulnerabilities in networked machines, such as the outbreak of the Stuxnet
worm, which specifically affected Siemens programmabl e logic controller
(PLC) systens.

The frequency and impact of cyber attacks in recent years has increased
dramati cally. Protecting corporate data fromintrusion and theft is one of the
mai n functions of the IT department. IT departments go to great lengths to
protect servers, applications, and the network, setting up defense-in-depth
model s with layers of security designed to protect the cyber crownjewels of
the corporation. However, despite all the efforts mustered to protect networks
and data, hackers still find ways to penetrate trusted networks. InIT networks,
the first line of defense is often the perimeter firewall. It would be unthinkable
to position critical IT endpoints outside the firewall, visible to anyone who
cared to look. However, 10T endpoints are often located in wirel ess sensor
networks that use unlicensed spectrumand are not only visible to the world
through a spectrum anal yzer but often physically accessible and widely
distributed inthe field.

As more OT systems become connected to IP networks, their capabilities
increase, but so does their potential vulnerability. For example, at 3:30 p.m. on
December 23, 2015, the Ukrainian power grid experienced an unprecedented
cyber attack that affected approximately 225,000 customers. This attack wasn&
simply carried out by a group of opportunistic thieves; it was a sophi sticated,
well-planned assault on the Ukrainian power grid that targeted the SCADA
(supervisory control and data acquisition) system, which governs

communi cation to grid automeati on devi ces.

Traditional models of IT security are simply not designed for the new attack
vectors introduced by highly dispersed |oT systems. |0T systems require

consi stent mechani sms of authenti cati on, encryption, and i ntrusion prevention
techni ques that understand the behavior of industrial protocols and can respond
to attacks on critical infrastructure. For optimum security, 10T systems must:

m Be able to identify and authenticate all entitiesinvolved inthe 0T
service (that i s, gateways, endpoint devices, home networks, roaming
networks, service platforms)

m Ensure that all user data shared between the endpoint device and back-
end applicationsis encrypted



m Comply with local data protection legislation so that all datais
protected and stored correctly

m Utilize anloT connectivity management platform and establish rules-
based security policies so immediate action can be taken if anomal ous
behavior is detected from connected devices

m Take a holistic, network-level approach to security
See Chapter 8, fiSecuring 10T,0 for more information on 0T security.

Constrained Devices and Networks

Most IoT sensors are designed for asingle job, and they are typically small
and inexpensive. This means they often have limited power, CPU, and memory,
and they transmit only when there is somethi ng important. Because of the
massi ve scal e of these devices and the |arge, uncontrolled environments where
they are usually depl oyed, the networks that provide connectivity also tend to
be very lossy and support very low datarates. Thisis a completely different
situation from IT networks, which enjoy multi-gigabit connection speeds and
endpoints with powerful CPUs. If anIT network has performance constraints,
the solution is simple: Upgrade to a faster network. If too many devices are on
one VLAN and are impacti ng performance, you can simply carve out a new
VLAN and continue to scal e as much as you need. However, this approach
cannot meet the constrained nature of 10T systems. 10T requires a new breed of
connectivity technol ogies that meet both the scale and constraint limitations.
For more detail ed information on constrai ned devices and networks, see
Chapter 5, filPas the 0T Network Layer.0

Data

0T devices generate a mountain of data. In general, most IT shops don& really
care much about the unstructured chatty data generated by devices on the
network. However, inloT the datais like gold, as it is what enabl es busi nesses
to deliver new |oT services that enhance the customer experience, reduce cost,
and deliver new revenue opportunities. Although most loT-generated datais
unstructured, the insights it provides through anal yti cs can revol utionize
processes and create new business model s. Imagine a smart city with a few
hundred thousand smart streetlights, all connected through an IoT network.
Although most of the informati on communi cated between the lighting network



modul es and the control center is of little interest to anyone, patternsinthis
data canyield extremely useful insights that can help predict when lights need
to be replaced or whether they can be turned on or off at certain times, thus
saving operational expense. However, when all this datais combined, it can
become difficult to manage and analyze effectively. Therefore, unlike IT
networks, 0T systems are designed to stagger data consumpti on throughout the
architecture, both to filter and reduce unnecessary data going upstream and to
provide the fastest possibl e response to devices when necessary.

L egacy Device Support

Supporting legacy devicesinan IT organization is not usually a big problem. If
someoneG computer or operating systemis outdated, she simply upgrades. If
someone is using a mobile device with an outdated Wi-Fi standard, such as
802.11b or 802.11g, you can simply deny him access to the wirel ess network,
and he will be forced to upgrade. In OT systems, end devices are likely to be
on the network for avery longtimed sometimes decades. As |oT networks are
depl oyed, they need to support the older devices already present on the
network, as well as devices with new capabilities. In many cases, |egacy
devices are so old that they don& even support IP. For example, afactory may
replace machines only once every 20 yearsd or perhaps even longer! It does
not want to upgrade multi-million-dollar machines just so it can connect them
to a network for better visibility and control. However, many of these legacy
machi nes might support older protocols, such as serial interfaces, and use RS-
232. Inthis case, the 10T network must either be capabl e of some type of
protocol translation or use a gateway device to connect these legacy endpoints
to the 10T network. Chapter 6, fApplication Protocols for 10T,0 takes a closer
look at the transport of legacy |oT protocols.

Comparing loT Architectures

The aforementioned chall enges and requirements of 10T systems have drivena
whole new discipline of network architecture. Inthe past several years,
architectural standards and frameworks have emerged to address the challenge
of designing massive-scale loT networks.

The foundational concept inall these architecturesis supporting data, process,
and the functi ons that endpoint devices perform. Two of the best-known
architectures are those supported by oneM2M and the loT World Forum



(loTWF), discussed in the foll owing sections.

TheoneM2M |oT Standardized Architecture

In an effort to standardize the rapidly growing field of machine-to-machine
(M2M) communi cations, the European Tel ecommuni cati ons Standards | nsti tute
(ETSI) created the M2M Technical Committee in 2008. The goal of this
committee was to create a common architecture that would help accel erate the
adoption of M2M applications and devices. Over time, the scope has expanded
to include the Internet of Things.

Other related bodies also began to create similar M2M architectures, and a
common standard for M2M became necessary. Recognizing this need, in 2012
ETSI and 13 other founding members launched oneM2M as aglobal initiative
designed to promote efficient M2M communi cation systems and |oT. The goal
of oneM2M is to create a common services layer, which can be readily

embedded in field devices to allow communication with application servers.t
oneM2Ma framework focuses on 10T services, applications, and platforms.
These include smart metering applications, smart grid, smart city automeation,
e-health, and connected vehicles.

One of the greatest challenges in designing an 10T architecture is dealing with
the heterogeneity of devices, software, and access methods. By devel oping a
horizontal platform architecture, oneM2M is devel oping standards that allow
interoperability at all levels of the loT stack. For example, you might want to
automate your HVAC system by connecting it with wirel ess temperature
sensors spread throughout your office. You decide to deploy sensors that use
LoRaWAN technol ogy (discussed in Chapter 4, fiConnecti ng Smart Obj ectso).
The problemis that the LoRaWAN network and the BACnet system that your
HVAC and BMS run on are compl etely different systems and have no natural
connection point. Thisiswhere the oneM2M common services architecture
comes in. oneM2M& horizontal framework and RESTful APIs allow the
LoRaWAN system to interface with the buil ding management system over an
loT network, thus promoting end-to-end 0T communi cations in a consi stent
way, no matter how heterogeneous the networks.

Figure 2-1 illustrates the oneM2M |oT architecture.
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Figure 2-1 The Main Elements of the oneM2M |oT Architecture

The oneM2M architecture divides IoT functions into three mgjor domains: the
application layer, the services layer, and the network layer. While this
architecture may seem simple and somewhat generic at first glance, itisvery
rich and promotes interoperability through IT-friendly APIs and supports a
wide range of 10T technol ogies. LetG examine each of these domainsin turn:

m Applications layer: The oneM2M architecture gives major attention to
connectivity between devices and their applications. This domain
includes the application-layer protocols and attempts to standardize
northbound API definitions for interaction with business intel ligence (BI)
systems. Applications tend to be industry-specific and have their own
sets of data model s, and thus they are shown as vertical entities.

m Services layer: Thislayer is shown as a horizontal framework across
the vertical industry applications. At this layer, horizontal modules
include the physical network that the 10T applications run on, the
underlying management protocol s, and the hardware. Examples include
backhaul communications via cellular, MPLS networks, VPNs, and so
on. Riding on top is the common services layer. This conceptual layer
adds APIs and middleware supporting third-party services and
applications. One of the stated goals of oneM2M is to fidevel op technical
specificati ons which address the need for a common M2M Service Layer
that can be readily embedded within various hardware and software
nodes, and rely upon connecting the myriad of devicesinthefield area



network to M2M application servers, which typically resideinacloud
or data center.0 A critical objective of oneM2M isto attract and actively
Invol ve organi zations from M2M-rel ated busi ness domains, including

tel ematics and intelligent transportation, healthcare, utility, industrial

automation, and smart home applications, to name just a few.?

m Network layer: Thisis the communication domainfor the loT devices
and endpoints. It includes the devices themsel ves and the
communi cations network that |inks them. Embodi ments of this
communi cations infrastructure include wirel ess mesh technol ogi es, such
as |EEE 802.15.4, and wirel ess point-to-mul ti poi nt systems, such as
|EEE 801.11ah. Also included are wired device connections, such as
|EEE 1901 power line communi cations. Chapter 4 provides more details
on these connectivity technol ogies.

In many cases, the smart (and someti mes not-so-smart) devices

communi cate with each other. In other cases, machi ne-to-machine
communication is not necessary, and the devices simply communi cate
through a field area network (FAN) to use-case-specific appsinthe loT
application domain. Therefore, the device domain also includes the
gateway device, which provides communi cations up into the core
network and acts as a demarcation point between the device and network
domains.

Technical Specifications and Technical Reports published by oneM2M
covering loT functional architecture and other aspects can be found at
WWW.onem?2m.org.

TheloT World Forum (IoTWF) Standardized

Architecture

In 2014 the loTWF architectural committee (led by Cisco, IBM, Rockwell
Automation, and others) published a seven-layer 10T architectural reference
model. While various |0T reference model s exist, the one put forth by the 10T
World Forum offers a clean, simplified perspective on loT and includes edge
computing, data storage, and access. It provides a succinct way of visualizing
loT fromatechnical perspective. Each of the seven layers is broken downinto
specific functions, and security encompasses the entire model . Figure 2-2
details the 0T Reference Model published by the loTWF,
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Figure 2-2 IoT Reference Model Published by the IoT World Forum

AsshowninFigure 2-2, the loT Reference Model defines a set of levels with
control flowing fromthe center (this could be either a cloud service or a
dedicated data center), to the edge, which includes sensors, devices, machines,
and other types of intelligent end nodes. In general, data travels up the stack,
originati ng from the edge, and goes northbound to the center. Using this
reference model, we are abl e to achieve the following:

m Decompose the |oT probleminto smaller parts

m |dentify different technol ogies at each layer and how they relate to one
another

m Define a systemin which different parts can be provided by different
vendors

m Have a process of defining interfaces that |eads to interoperability

m Define atiered security model that is enforced at the transition points
between levels

The following sections ook more closely at each of the seven layers of the loT
Reference Model.

Layer 1: Physical Devices and Controllers Layer

Thefirst layer of the loT Reference Model is the physical devices and
controllers layer. Thislayer is home to the fithingso in the Internet of Things,



including the various endpoint devices and sensors that send and receive
informati on. The si ze of these fithingso can range from almost microscopic
sensors to giant machines in afactory. Their primary function is generating data
and being capabl e of being queried and/or controlled over a network.

Layer 2: Connectivity Layer

In the second layer of the |oT Reference Model, the focus is on connectivity.
The most important function of this |oT layer isthe reliable and timely
transmission of data. More specifically, this includes transmi ssions between
Layer 1 devices and the network and between the network and information
processing that occurs at Layer 3 (the edge computing layer).

As you may notice, the connectivity layer encompasses all networking
elements of 10T and doesn@ really disti ngui sh between the last-mile network
(the network between the sensor/endpoint and the 10T gateway, discussed | ater
inthis chapter), gateway, and backhaul networks. Functions of the connectivity
layer are detailed in Figure 2-3.
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* Switching and Routing

* Translation Between Protocols
* Network Level Security

& 6 o=

Figure 2-3 loT Reference Model Connectivity Layer Functions

Layer 3. Edge Computing Layer

Edge computing is the role of Layer 3. Edge computing is often referred to as
the fifogo layer and i s discussed in the section fiFog Computing,o later inthis
chapter. At this layer, the emphasis is on data reduction and converting network
dataflows into information that is ready for storage and processing by higher




layers. One of the basic principles of this reference model is that information
processing isinitiated as early and as close to the edge of the network as
possible. Figure 2-4 highlights the functions handled by Layer 3 of the loT
Reference Model.

@ Edge (Fog) Computing
(Data Element Analysis and Transformation)

Layer 3 Functions:

* Evaluate and Reformat
Data for Processing at
Higher Levels

A

Data Ready for

Processing at
* Filter Data to Reduce Higher Levels

Traffic Higher Level

Processing

+ Assess Data for Alerting, == oi @

Notification, or Other Actions | €——m

A

Data Packets
Figure 2-4 |0T Reference Model Layer 3 Functions

Another important function that occurs at Layer 3 is the eval uation of data to
seeif it can be filtered or aggregated before being sent to a higher layer. This
also allows for data to be reformatted or decoded, making additional
processing by other systems easier. Thus, a critical function is assessing the
data to see if predefined threshol ds are crossed and any action or alerts need to
be sent.

Upper Layers: Layers4i 7

The upper layers deal with handling and processing the 10T data generated by
the bottom layer. For the sake of compl eteness, Layers 4i 7 of the loT
Reference Model are summarized in Table 2-2.



loT Reference Model Layer

Functions

Layer 4: Data accumulation
layer

Captures data and stores it so it is usable by applications
when necessary. Converts event-based data to query-based
processing.

Layer 5: Data abstraction layer

Reconciles multiple data formats and ensures consistent
semantics from various sources. Confirms that the data

set is complete and consolidates data into one place or

multiple data stores using virtualization.

Layer 6: Applications layer

Interprets data using software applications. Applications
may monitor, control, and provide reports based on the
analysis of the data.

Layer 7: Collaboration and
processes layer

Consumes and shares the application information.
Collaborating on and communicating IoT information often
requires multiple steps, and it is what makes loT useful.
This layer can change business processes and delivers the
benefits of ToT.

Table 2-2 Summary of Layers 4i 7 of the loTWF Reference Model

IT and OT Responsibilitiesin the 10T Reference Model

Aninteresting aspect of visualizing an |0T architecture this way is that you can
start to organize responsibilitiesalong IT and OT lines. Figure 2-5 illustrates a
natural demarcation point between IT and OT inthe loT Reference Model

framework.
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Figure 2-5 |oT Reference Model Separation of IT and OT

As demonstrated in Figure 2-5, 10T systems have to cross several boundaries
beyond just the functional |ayers. The bottom of the stack is generally inthe
domain of OT. For anindustry like oil and gas, this includes sensors and
devices connected to pipelines, oil rigs, refinery machinery, and so on. The top
of the stack isinthe IT area and includes things like the servers, databases, and
applications, all of which runona part of the network controlled by IT. Inthe
past, OT and IT have generally been very independent and had little need to
even talk to each other. 10T is changing that paradigm.

At the bottom, inthe OT layers, the devices generate real -time data at their
ownrated sometimes vast amounts on adaily basis. Not only does this result
In a huge amount of data transiting the 10T network, but the sheer vol ume of
data suggests that applications at the top layer will be able to ingest that much
data at the rate required. To meet this requirement, data has to be buffered or
stored at certain points withinthe 10T stack. Layering data management inthis
way throughout the stack hel ps the top four layers handle data at their own
Speed.

As aresult, the real -time fidata in moti ono cl ose to the edge has to be organized
and stored so that it becomes fidata at resto for the applicationsinthe IT tiers.
The IT and OT organi zations need to work together for overall data

managemen.

Additional 10T Reference M odels

In addition to the two IoT reference model s already presented in this chapter,
severa other reference models exist. These models are endorsed by various
organi zations and standards bodies and are often specific to certain industries
or loT applications. Table 2-3 highlights these additional 10T reference
models.



loT Reference Model

Description

Purdue Model for
Control Hierarchy

The Purdue Model for Control Hierarchy (see www.cisco.com/c/
enfus/td/docs/solutions/Verticals/EttF/EttFDIG/ch2_EttEpdf) is

a common and well-understood model that segments devices and
equipment into hierarchical levels and functions. It is used as the
basis for ISA-95 for control hierarchy, and in turn for the [EC-
62443 (formerly ISA-99) cyber security standard. It has been used
as a base for many loT-related models and standards across industry.
The Purdue Model’s application to loT is discussed in detail in
Chapter 9, “Manufacturing,” and in Chapter 10, *Oil & Gas.”

Industrial Internet
Reference Architecture
(IIRA) by Industrial
Interner Consortium
(T1C)

The IIRA is a standards-based open architecture for Industrial
Internet Systems (IISs). To maximize its value, the IIRA has broad
industry applicability to drive interoperability, to map applicable
technologies, and to guide technology and standard develop-
ment. The description and representation of the architecture are
generic and at a high level of abstraction to support the requisite
broad industry applicability. The IIRA distills and abstracts com-
mon characteristics, features and patterns from use cases well
understood at this time, predominantly those that have been
defined in the IIC.

For more information, see www.iiconsortium.org/ITRA.htm.

Internet of Things—
Architecture (IoT-A)

[oT-A created an loT architectural reference model and defined an
initial set of key building blocks that are foundational in foster-
ing the emerging Internet of Things. Using an experimental para-
digm, loT-A combined top-down reasoning about architectural
principles and design guidelines with simulation and prototyping
in exploring the technical consequences of architectural design
choices.

For more information, see https://vdivde-it.de/en.

Table 2-3 Alternative 10T Reference Models

A Smplified 10T Architecture

Although considerabl e differences exist between the aforementioned reference
model s, they each approach |oT from alayered perspective, allowing

devel opment of technol ogy and standards somewhat i ndependently at each
level or domain. The commonality between these frameworks is that they all
recogni ze the interconnection of the IoT endpoint devices to a network that
transports the datawhere it is ultimatel y used by applications, whether at the



data center, inthe cloud, or at various management points throughout the stack.

It is not the intention of this book to promote or endorse any one specific 0T
architectural framework. Infact, it can be noted that 0T architectures may
differ somewhat depending on the industry use case or technol ogy being
deployed, and each has merit in solving the 10T heterogeneity problem
discussed earlier. Thus, inthis book we present an loT framework that

hi ghli ghts the fundamental building bl ocks that are common to most 0T
systems and whichis intended to help youin designing an loT network. This
framework is presented as two parallel stacks: The loT Data Management and
Compute Stack and the Core |oT Functional Stack. Reducing the framework
downto a pair of three-layer stacks in no way suggests that the model |acks the
detail necessary to develop a sophisticated 10T strategy. Rather, the intentionis
to simplify the 0T architecture into its most basic building blocks and thento
use it as a foundation to understand key design and deployment principles that
are applied to industry-specific use cases. All the layers of more complex
models are still covered, but they are grouped here in functional blocks that are
easy to understand. Figure 2-6 illustrates the simplified 10T model presented in
thi s book.

Core loT loT Data Management
Functional Stack and Compute Stack
Applications Cloud
iy
Communications é Fog
Network &
Things: Sensors and
Ed
Actuators J9°

Figure 2-6 Simplified 0T Architecture

Nearly every published IoT model includes core layers similar to those shown
on the | eft side of Figure 2-6, including fithings,06 a communi cations network,
and applications. However, unlike other models, the framework presented here
separates the core 10T and data management into parallel and aligned stacks,



allowing you to carefully exami ne the functions of both the network and the
applications at each stage of a complex 10T system. This separation gives you
better visibility into the functions of each layer.

The presentation of the Core |oT Functional Stack inthree layersis meant to
simplify your understanding of the 0T architecture into its most foundati onal
building blocks. Of course, such a simple architecture needs to be expanded
on. The network communi cations layer of the 10T stack itself involves a
significant amount of detail and incorporates a vast array of technol ogies.
Consider for a moment the heterogeneity of 10T sensors and the many different
ways that exist to connect themto a network. The network communi cations
layer needs to consolidate these together, offer gateway and backhaul

technol ogies, and ultimately bring the data back to a central |ocation for
analysis and processing.

Many of the last-mile technologies used in 0T are chosen to meet the specific
requirements of the endpoints and are unlikely to ever be seeninthe IT
domain. However, the network between the gateway and the data center is
composed mostly of traditional technol ogies that experienced IT professionals
would quickly recognize. These include tunneling and VPN technol ogies, 1P-
based quality of service (QoS), conventional Layer 3 routing protocols such as
BGP and IP-PIM, and security capabilities such as encryption, access control
lists (ACLSs), and firewalls.

Unlike with most IT networks, the applications and analytics layer of 10T
doesnd necessarily exist only inthe data center or inthe cloud. Due to the

uni que challenges and requirements of 10T, it is often necessary to deploy
applications and data management throughout the architecture inatiered
approach, allowing data collection, anal ytics, and intelligent control s at
multiple pointsinthe 0T system. Inthe model presented in this book, data
management is aligned with each of the three layers of the Core loT Functional
Stack. The three data management |ayers are the edge layer (data management
within the sensors themsel ves), the fog layer (data management in the gateways
and transit network), and the cloud |ayer (data management in the cloud or
central data center). The loT Data Management and Compute Stack is
examined in greater detail later inthis chapter. Figure 2-7 highlights an
expanded view of the loT architecture presented in this book.
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Figure 2-7 Expanded View of the Simplified IoT Architecture

As shownin Figure 2-7, the Core loT Functional Stack can be expanded into
sublayers containing greater detail and specific network functions. For
exampl e, the communications layer is broken down into four separate
sublayers: the access network, gateways and backhaul, IP transport, and
operati ons and management sublayers.

The applications layer of 10T networks is quite different from the application
layer of atypical enterprise network. Instead of simply using business
applications, |oT often involves a strong bi g data anal ytics component. One
message that is stressed throughout this book is that 0T is not just about the
control of loT devices but, rather, the useful insights gained fromthe data
generated by those devices. Thus, the applications layer typically has both
anal ytics and industry-specific [oT control system components.

You will notice that security is central to the entire architecture, both from
network connectivity and data management perspectives. The chapters in Part
11, AEngineering 10T Networks,0 discuss security at each layer. Chapter 8 is
dedicated to the subject of securing 0T systems. The industry chapters in Part
11, AloT in Industry,0 highlight how lessons learned in Parts |, filntroduction to
1oT,0and 1l can be applied to specific industries. Each of the Part 111 chapters
examines the issue of 10T security for a particular sector.

The architectural framework presented in Figure 2-7 reflects the flow of the
chaptersin this book. To help navigate your way through this book, chapter
numbers are highlighted next to the various layers of the stack.

The remainder of this chapter provides a high-level examination of each layer




of this model and lays the foundation for a detail ed examination of the
technol ogies involved at each layer presented in Part |I, and it gives you the
tool s you need to understand how these technol ogies are applied in key
industriesin Part 1.

The Core loT Functional Stack

loT networks are built around the concept of fithings,0 or smart objects
performing functions and delivering new connected services. These objects are
fismartd because they use a combi nation of contextual i nformation and
configured goals to perform actions. These actions can be self-contai ned (that
IS, the smart object does not rely on external systems for its actions); however,
In most cases, the fithingo i nteracts with an external systemto report

Informati on that the smart object coll ects, to exchange with other objects, or to
Interact with a management platform. Inthis case, the management platform can
be used to process data collected from the smart object and al so guide the
behavior of the smart object. From an architectural standpoint, several
components have to work together for an loT network to be operational:

m AThingso layer: At thislayer, the physical devices need to fit the
constraints of the environment in which they are deployed while still
bei ng abl e to provide the informati on needed.

m Communications network layer: When smart objects are not self-
contai ned, they need to communi cate with an external system. In many
cases, this communi cation uses a wirel ess technology. This layer has
four sublayers:

m Access network sublayer: The last mile of the 0T network is the
access network. Thisis typically made up of wireless technol ogies
such as 802.11ah, 802.15.4g, and LoRa. The sensors connected to the
access network may also be wired.

m Gateways and backhaul network sublayer: A common
communi cati on system organi zes multiple smart objects ina given
area around a common gateway. The gateway communi cates directly
with the smart objects. The role of the gateway is to forward the
col |l ected i nformeati on through a longer-range medium (called the
backhaul) to a headend central station where the informationis
processed. Thisinformation exchange is a Layer 7 (application)
function, whichis the reason this object is called a gateway. On IP



networks, this gateway al so forwards packets from one IP network to
another, and it therefore acts as a router.

m Network transport sublayer: For communication to be successful,
network and transport layer protocols such as IP and UDP must be
Impl emented to support the variety of devices to connect and mediato
use.

m |oT network management sublayer: Additional protocols must bein
place to allow the headend applications to exchange data with the
sensors. Examplesinclude CoAPand MQTT.

m Application and analytics layer: At the upper layer, an application
needs to process the coll ected data, not only to control the smart objects
when necessary, but to make intelligent decision based on the
information collected and, in turn, instruct the fithingso or other systems
to adapt to the analyzed conditions and change their behaviors or
parameters.

The following sections exami ne these el ements and hel p you architect your 10T
communi cation network.

Layer 1. Things. Sensorsand Actuators Layer

Most 0T networks start from the object, or fithing,0 that needs to be connected.
Chapter 3, iSmart Objects. The 6Thingsbin 10T,0 provides more in-depth
Informati on about smart objects. From an architectural standpoint, the variety
of smart object types, shapes, and needs drive the variety of 10T protocols and
architectures. There are myriad ways to classify smart objects. One
architectural classification could be:

m Battery-powered or power-connected: This classificationis based on
whether the object carries its own energy supply or receives conti nuous
power from an external power source. Battery-powered things can be
moved more easily than line-powered objects. However, batteries limit
the lifetime and amount of energy that the object is allowed to consume,
thus driving transmission range and freguency.

m Mobile or static: Thisclassificationis based on whether the fithingo
should move or always stay at the same location. A sensor may be
mobile because it is moved from one object to another (for example, a
viscosity sensor moved from batch to batch inachemical plant) or




because it is attached to a moving object (for example, a | ocati on sensor
on moving goods in awarehouse or factory floor). The frequency of the
movement may al so vary, from occasional to permanent. The range of
mobility (fromafew inches to miles away) often drives the possible
power source.

m Low or high reporting frequency: This classificationis based on how
often the object should report monitored parameters. A rust sensor may
report val ues once a month. A motion sensor may report accel eration
several hundred times per second. Higher frequencies drive higher
energy consumption, which may create constraints on the possible power
source (and therefore the object mobility) and the transmi ssion range.

m Simple or rich data: This classificationis based on the quantity of data
exchanged at each report cycle. A humidity sensor inafield may report a
simple daily index value (on a binary scale from 0O to 255), while an
engine sensor may report hundreds of parameters, from temperature to
pressure, gas velocity, compression speed, carbon index, and many
others. Richer data typically drives higher power consumption. This
classification is often combined with the previous to determine the
obj ect data throughput (Iow throughput to high throughput). You may warnt
to keep in mind that throughput is a combined metric. A medium-
throughput object may send simple data at rather high frequency (in
which case the flow structure looks continuous), or may send rich data at
rather low frequency (in which case the flow structure |ooks bursty).

m Report range: This classification is based on the distance at which the
gateway is located. For example, for your fitness band to communi cate
with your phone, it needs to be located a few meters away at most. The
assumptionis that your phone needs to be at visual distance for you to
consult the reported data on the phone screen. If the phone is far away,
you typically do not use it, and reporting data from the band to the phone
IS not necessary. By contrast, a moi sture sensor in the asphalt of aroad
may need to communi cate with its reader several hundred meters or even
kilometers away.

m Object density per cell: This classificationis based on the number of
smart objects (with asimilar need to communicate) over agiven area,
connected to the same gateway. Anoil pipeline may utilize asingle
sensor at key locations every few miles. By contrast, telescopes like the



SETI Col ossus tel escope at the Whipple Observatory depl oy hundreds,
and sometimes thousands, of mirrors over asmall area, each with
multi pl e gyroscopes, gravity, and vibration sensors.

From a network architectural standpoint, your initial task is to determine which
technol ogy should be used to allow smart objects to communicate. This
determi nation depends on the way the fithingso are classified. However, some
Industries (such as manufacturing and utilities) may include objects in various
categories, matching different needs. Figure 2-8 provides some exampl es of
applications matching the combi nati on of mobility and throughput
requirements.

Industrial (Pumps, Motors, stc.)

Environment (Weather Sensors, etc.)

Home (Fire and Safety, Security, Control) Vehicle Telematics, Fleet Management,
Retail (Vending Systems, PoS, Signage) Battlefield Communications

// -
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R b Ty,
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Digital Signage, Telemedicine, In-Vehicle Communication

Traffic Cameras, Connected Electronics and Infotainment, Connected
Personal Smart Devices,
Video Surveillance

Figure 2-8 Example of Sensor Applications Based on Mobility and
Throughput

The categories used to classify things can influence other parameters and can
al so influence one another. For exampl e, a battery-operated highly mobile
object (like a heart rate monitor, for example) likely has a small form factor. A
small sensor is easier to move or integrate into its environment. At the same
time, asmall and highly mobile smart object isunlikely to require alarge
antenna and a powerful power source. This constraint will limit the
transmission range and, therefore, the type of network protocol available for
Its connections. The criticality of data may al so influence the form factor and,
therefore, the architecture. For example, a missing monthly report froman



asphalt moi sture sensor may simply flag an indicator for sensor (or battery)
replacement. A multi-mirror gyroscope report missing for more than 100 ms
may render the entire system unstabl e or unusable. These sensors either need to
have a constant source of power (resulting inlimited mobility) or need to be
easi|ly accessible for battery replacement (resulting in limited transmission
range). A first step indesigning an loT network is to exami ne the requirements
in terms of mobility and data transmi ssion (how much data, how often).

Layer 2. Communications Network Layer

Once you have determined the influence of the smart object form factor over its
transmi ssion capabilities (transmission range, data volume and frequency,
sensor density and mobility), you are ready to connect the object and

communi cate.

Compute and network assets used inloT can be very different fromthose in IT
environments. The difference in the physical form factors between devices
used by IT and OT is obvious even to the most casual of observers. What
typically drives thisis the physical environment inwhich the devices are
deployed. What may not be as inherently obvious, however, istheir
operational differences. The operational differences must be understood in
order to apply the correct handling to secure the target assets.

Temperature variances are an easily understood metric. The cause for the
variance is easily attributed to external weather forces and internal operating
conditions. Remote external |ocations, such as those associated with mineral
extraction or pipeline equipment can span from the heat of the Arabian Gulf to
the cold of the Alaskan North Slope. Controls near the furnaces of a steel mill
obviously require heat tolerance, and controls for cold food storage require the
opposite. In some cases, these controls must handl e extreme fl uctuati ons as
well. These extremes can be seen within a single deployment. For exanmple,
portions of the Tehachapi, California, wind farms are located in the Mojave
Desert, while others are at an altitude of 1800 min the surrounding mountains.
As you can imagine, the wide variance in temperature takes a special piece of
hardware that is capabl e of withstanding such harsh environments.

Humidity fluctuations can impact the long-term success of a systemas well.
Well heads residing in the delta of the Niger River will see very different
conditions from those in the middl e of the Arabian Desert. In some conditions,
the systems could be exposed to direct liquid contact such as may be found



with outdoor wireless devices or marine condition depl oyments.

Less obvious are the operati ng extremes rel ated to kinetic forces. Shock and
vibration needs vary based on the depl oyment scenario. In some cases, the
focus is on low-amplitude but constant vibrations, as may be expected on a
bushi ng-mounted manufacturing system. In other cases, it could be a sudden
accel eration or decel eration, such as may be experienced in peak ground
accel eration of an earthquake or an impact on a mobile system such as high-
speed rail or heavy-duty earth moving equi pment.

Solid parti culates can al so impact the gear. Most IT environments must contend
with dust build-up that can become highly concentrated due to the effect of
cooling fans. Inless-controlled IT environments, that phenomenon can be

accel erated due to higher concentrations of particul ates. A deterrent to

particul ate build-up is to use fanless cooling, which necessitates a higher
surface area, asis the case with heat transfer fins.

Hazardous | ocation design may al so cause corrosive impact to the equi pment.
Caustic material s can impact connections over which power or
communications travel . Furthermore, they can result in reduced thermal
efficiency by potentially coating the heat transfer surfaces.

In some scenarios, the concernis not how the environment can impact the

equi pment but how the equi pment can impact the environment. For example, in
a scenario inwhich volatile gases may be present, spark suppressionis a
critical design criterion.

There is another class of device differentiators rel ated to the external
connectivity of the device for mounting or industrial function. Device mounting
Is one obvious difference between OT and IT environments. While there are
rack mount environments in some industrial spaces, they are more frequently
found among IT type assets. Within industrial environments, many compute and
communi cation assets are placed within an enclosed space, such as a control
cabinet where they will be vertically mounted on a DIN (Deutsches Institut f¢ér
Normung) rail inside. In other scenarios, the devices might be mounted
horizontally directly onawall or on afence.

In contrast to most I T-based systems, industrial compute systems often transmit
their state or receive inputs fromexternal devices through an alarm channel.
These may drive anindicator light (stack lights) to display the status of a
process element from afar. This same el ement can al so receive inputs to
initiate actions within the system itself.



Power suppliesin OT systems are also frequently different from those
commonly seen on standard IT equipment. A wider range of power variations
are common attributes of industrial compute components. DC power sources
are al'so common in many environments. Given the criticality of many systens,
itis often required that redundant power supplies be built into the device itself.
Extraneous power supplies, especially those not i nherently mounted, are
frowned upon, given the potential for accidental unplugging. In some utility
cases, the system must be able to handle brief power outages and still continue
to operate.

Access Network Sublayer

Thereisadirect relationship betweenthe loT network technol ogy you choose
and the type of connectivity topology this technology all ows. Each technol ogy
was designed with a certain number of use casesin mind (what to connect,
where to connect, how much data to transport at what interval and over what
distance). These use cases determined the frequency band that was expected to
be most suitable, the frame structure matching the expected data pattern (packet
size and communi cation interval s), and the possibl e topol ogi es that these use
cases illustrate.

As loT continues to grow exponentially, you will encounter awide variety of
applications and special use cases. For each of them, an access technol ogy
will berequired. loT sometimes reuses exi sting access technol ogi es whose
characteristics match more or less closely the 0T use case requirements.
Whereas some access technol ogies were devel oped specifically for 10T use
cases, others were not.

One key parameter determining the choice of access technology is the range
between the smart object and the information coll ector. Figure 2-9 lists some
access technol ogies you may encounter inthe loT world and the expected
transmi ssion di stances.
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Figure 2-9 Access Technol ogies and Distances

Note that the ranges in Figure 2-9 are inclusive. For example, cellular is
indicated for transmissions beyond 5 km, but you could achieve a successful
cellular transmission at shorter range (for example, 100 m). By contrast,
ZigBee is expected to be efficient over arange of afew tens of meters, but you
would not expect a successful ZigBee transmission over arange of 10 km.

Range estimates are grouped by category names that ill ustrate the environment
or the vertical where data collection over that range i s expected. Common
groups are as follows:

m PAN (personal area network): Scale of afew meters. Thisisthe
personal space around a person. A common wirel ess technology for this
scale is Bluetooth.

m HAN (home area network): Scale of afew tens of meters. At this
scale, common wirel ess technologies for 10T include ZigBee and
Bluetooth Low Energy (BLE).

m NAN (neighborhood area network): Scale of afew hundreds of
meters. The term NAN is often used to refer to a group of house units



fromwhich datais collected.

m FAN (field area network): Scale of several tens of metersto several
hundred meters. FAN typically refers to an outdoor area larger than a
single group of house units. The FAN is often seen as fiopen spaceo (and
therefore not secured and not controlled). A FAN is sometimes viewed
as a group of NANSs, but some verticals see the FAN as a group of HANs
or agroup of smaller outdoor cells. Asyou can see, FAN and NAN may
someti mes be used interchangeably. In most cases, the vertical context is
clear enough to determine the grouping hierarchy.

m LAN (local area network): Scale of up to 100 m. Thistermisvery
common in networking, and it is therefore also commonly used inthe 0T
space when standard networking technol ogi es (such as Ethernet or IEEE
802.11) are used. Other networking classifications, such as MAN
(metropolitan area network, with arange of up to afew kilometers) and
WAN (wide area network, with a range of more than afew kilometers),
are also commonly used.

Note that for all these placesinthe loT network, a fiwo can be added to
specifically indicate wirel ess technol ogies used in that space. For example,
HomePlug is awired technology found ina HAN environment, but aHAN is
oftenreferred to as aWHAN (wireless home area network) when awirel ess
technol ogy, like ZigBee, is used in that space.

Similar achievabl e distances do not mean similar protocols and similar
characteristics. Each protocol uses a specific frame format and transmission
technique over a specific frequency (or band). These characteristics introduce
additional differences. For example, Figure 2-10 demonstrates four

technol ogies representing WHAN to WLAN ranges and compares the
throughput and range that can be achieved in each case. Figure 2-10 supposes
that the sensor uses the same frame size, transmit power, and antenna gain. The
slope of throughput degradation as di stance increases varies vastly from one
technol ogy to the other. This difference limits the amount of data throughput
that each technol ogy can achieve as the distance from the sensor to the receiver
Increases.



4x4 11n AP, 2x2 11ah AP, 1x1 Sensor @ 4dBm

10 — — | —
== 11n/b
=H= B| E
=d= 7igBee
N =}== 11ah
=) 900MHz
E ;
|
@ ety S T P S, A e Ty R T
= 1 S dI _____ PR
(1 sl o SR
® I
I A o e = ————-
(] T R AT R R
—p—  a— _'_ — — "'_: — _I _____
g |
_‘l"fj _____
My,
- -T- ————— I— e ..... = =
| | | Ty
| | | +
| | |
ﬂ'1 L] L] L] | =
0.0 10.0 20.0 30.0 40.0 50.0

Uplink Range (m)

Simulation Assumptions: 1% PER, 4dB NF,
32 Bytes, D-NLOS Fading, Indoor-to-Outdoor
PL Model. 900MHz has12dB propagation gain.

Sensor Antenna Gain: 11ah (-6.5dB)
and 11n {-4dB). AP antenna gain = 2dB.
* BT Long Range Adds 125 kbps and 500 kbps Modes

Figure 2-10 Range Versus Throughput for Four WHAN to WLAN
Technologies

Increasi ng the throughput and achi evabl e distance typically comes with an
increase in power consumption. Therefore, after determining the smart object
requirements (in terms of mobility and data transfer), a second step is to
determine the target quantity of objectsinasingle collection cell, based on the
transmi ssion range and throughput required. This parameter in turn determines
the size of the cell.

It may be tempting to simply choose the technol ogy with the longest range and



hi ghest throughput. However, the cost of the technology is athird determining
factor. Figure 2-11 combines cost, range, power consumption, and typical
avail able bandwidth for common IoT access technol ogies.
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Figure 2-11 Comparison Between Common Last-Mile Technologiesin
Terms of Range Versus Cost, Power, and Bandwidth

The amount of datato carry over a giventime period along with correl ated
power consumption (driving possible limitations in mobility and range)
determines the wireless cell size and structure.

Similar ranges also do not mean similar topol ogies. Some technol ogi es offer
flexible connectivity structure to extend communi cation possibilities:

m Point-to-point topologies. These topologies allow one point to
communi cate with another point. This topology inits strictest senseis
uncommon for 10T access, as it would imply that a single object can
communi cate only with a single gateway. However, several technologies
are referred to as fipoi nt-to-poi ntd when each obj ect establishes an
individual session with the gateway. The fipoi nt-to-poi ntd concept, in that
case, often refers to the communi cati on structure more than the physical
topol ogy.

m Point-to-multipoint topologies: These topologies allow one point to
communi cate with more than one other point. Most IoT technol ogies
where one or more than one gateways communi cate with multiple smart



objects are inthis category. However, depending on the features
available on each communi cating mode, several subtypes need to be
considered. A particularity of 10T networks is that some nodes (for
example, sensors) support both data coll ection and forwarding functions,
while some other nodes (for example, some gateways) collect the smart
obj ect data, someti mes i nstruct the sensor to perform specific operations,
and also interface with other networks or possibly other gateways. For
this reason, some technol ogies categorize the nodes based on the
functions (described by a protocol) they i mplement.

An exampl e of a technology that categorizes nodes based on their functionis
|EEE 802.15.4, whichis covered in depth in Chapter 4. Although 802.15.4 is
used as an exampl e in this section, the same principles may apply to many
other technol ogies. Applications leveraging IEEE 802.15.4 commonly rely on
the concept of an end device (a sensor) collecting data and transmitting the
data to a collector. Sensors need to be small and are often mobile (or
movable). When mobile, these sensors are therefore commonly battery
operated.

To form a network, a device needs to connect with another device. When both
devices fully implement the protocol stack functions, they can form a peer-to-
peer network. However, in many cases, one of the devices collects data from
the others. For example, in a house, temperature sensors may be deployed in
each room or each zone of the house, and they may communi cate with a central
point where temperature i s displayed and controlled. A room sensor does not
need to communi cate with another room sensor. In that case, the control point
Is at the center of the network. The network forms a star topol ogy, with the
control point at the hub and the sensors at the spokes.

In such a configuration, the central point can be in charge of the overall
network coordination, taking care of the beacon transmi ssions and connection
to each sensor. In the IEEE 802.15.4 standard, the central pointiscalled a
coordinator for the network. With this type of deployment, each sensor is not
Intended to do anything other than communi cate with the coordinator ina
master/slave type of relationship. The sensor can implement a subset of
protocol functions to perform just a specialized part (communi cation with the
coordinator). Such adeviceis called a reduced-function device (RFD). An
RFD cannot be a coordinator. An RFD also cannot i mplement direct

communi cations to another RFD.



The coordinator that i mplements the full network functionsis called, by
contrast, a full-function device (FFD). An FFD can communicate directly with
another FFD or with more than one FFD, forming multiple peer-to-peer
connections. Topol ogies where each FFD has a unique path to another FFD are
called cluster tree topologies. FFDs in the cluster tree may have RFDs,
resulting in a cluster star topology. Figure 2-12 illustrates these topol ogies.

Star Topology

Clustered Stars

@ Full Function Device

Reduced Function Device
Figure 2-12 Star and Clustered Star Topologies

Other point-to-multi point technol ogies allow a node to have more than one
path to another node, forming a mesh topol ogy. This redundancy means that
each node can communi cate with more than just one other node. This
communi cation can be used to directly exchange i nformeati on between nodes
(the receiver directly consumes the information received) or to extend the
range of the communication link. Inthis case, anintermediate node acts as a
relay between two other nodes. These two other nodes would not be able to
communi cate successfully directly while respecting the constraints of power
and modul ation di ctated by the PHY layer protocol. Range extension typically
comes at the price of slower communi cations (as i ntermedi ate nodes need to
spend time relaying other nodesdmessages). An exampl e of a technol ogy that

I mplements a mesh topol ogy is Wi-Fi mesh.

Another property of mesh networks is redundancy. The disappearance of one
node does not necessarily interrupt network communications. Data may still be
relayed through other nodes to reach the intended desti nation.



Figure 2-13 shows a mesh topology. Nodes A and D are too far apart to
communi cate directly. In this case, communication can be rel ayed through
nodes B or C. Node B may be used as the primary relay. However, the | oss of
node B does not prevent the communi cation between nodes A and D. Here,
communication is rerouted through another node, node C.

Mesh Topology

Figure 2-13 Mesh Topol ogy

Note

Figure 2-13 shows a partial mesh topol ogy, where a node can
communi cate with more than one other node, but not all nodes
communicate directly with all other nodes. Inafull mesh topol ogy
each node communi cates with each other node. In the topol ogy
shownin Figure 2-13, which has 17 nodes, afull mesh structure
would mean that each node would have 16 connections (one to
each other node). Full mesh structures are computationally
expensive (as each node needs to maintai n a connection to each
other node). Inthe loT space, full mesh deployments are
uncommon. In most cases, information has to travel to atarget
destinati on rather than being directly distributed to all other
nodes. Full mesh topologies also limit the acceptabl e distance
between nodes (as all nodes must be in range of all other nodes).

Note
Do not confuse topol ogy and range. Topol ogy describes the



organi zation of the nodes, while range is dictated by factors such
as the frequency or operation, the signal structure, and operational
bandwidth. For example, both IEEE 802.15.4 and LoRaWAN
Implement star topol ogies, but the range of IEEE 802.15.4isa
few tens of meters, while LoRaWAN can achieve a successful
signal over many kilometers. The bandwidth and signal structure
(modul ation) are very different. Figure 2-11 hel ps you compare
the use cases and i mpl ementati on consi derati ons (range, cost,
available bandwidth) for common IoT access technol ogies.
Chapter 4 describesin detail IEEE 802.15.4, LTE, LoRaWAN,
and other competing loT technol ogies. However, keep inmind
that many technol ogies that were not initially designed for 10T
usage can be |everaged by specific applications. For example,
remote sites may need to |everage satel lite communi cations when
standard IoT wirel ess technol ogi es cannot achieve the range
required. Also, the adoption of technology can vary widely over
time, based on use cases, technol ogy maturity, and other factors.
For example, cellular technol ogies were initially designed for
voi ce communi cations. The burst of data traffic that accompanied
the expl osi on of mobile devicesinthe early 2000s brought the
devel opment of enhanced standards for cellular communi cations
(with LTE). Inturn, this enhancement allowed LTE to grow
rapidly as amgjor connection technol ogy for FANS.

Gateways and Backhaul Sublayer

Data collected from a smart object may need to be forwarded to a central
station where data is processed. As this station is often in a different | ocation
from the smart object, data directly received from the sensor through an access
technol ogy needs to be forwarded to another medium (the backhaul) and
transported to the central station. The gateway isin charge of this inter-medium
communi cation.

In most cases, the smart objects are static or mobile withinalimited area. The
gateway is often static. However, some |oT technol ogies do not apply this
model. For exampl e, dedicated short-range communication (DSRC) allows
vehicle-to-vehicle and vehi cle-to-infrastructure communi cation. In this model,
the smart objectGs position relative to the gateway is static. The car includes



sensors and one gateway. Communi cati on between the sensors and the gateway
may involve wired or wireless technol ogies. Sensors may also be integrated
Into the road infrastructure and connect over awired or wireless technology to
a gateway on the side of the road. A wireless technology (DSRC operates in
the upper 5 GHz range) is used for backhaul communication, peer-to-peer, or
mesh communi cation between vehicles.

Inthe DSRC case, the entire fisensor fieldo is moving along with the gateway,
but the general principles of 10T networking remain the same. The range at
which DSRC can communicate is limited. Similarly, for all other 10T
architectures, the choice of a backhaul technol ogy depends on the

communi cati on distance and al so on the amount of data that needs to be
forwarded. When the smart objecté operation is controlled fromalocal site,
and when the environment is stable (for example, factory or oil and gas field),
Ethernet can be used as a backhaul . In unstable or changing environments (for
example, open mines) where cables cannot safely be run, awireless
technology is used. Wi-Fi is common inthis case, often with multiple hops
between the sensor field and the operati on center. Mesh is a common topol ogy
to allow communication flexibility in this type of dynamic environmert.

However, throughput decreases as node-to-node di stance increases, and it also
decreases as the number of hops increases. Inatypical Wi-Fi mesh network,
throughput hal ves for each additional hop. Some technologies, like 802.11ah,
implement Wi-Fi inalower band (lower than 1 GHz instead of 2.4 GHzZ/5
GHz for classical Wi-Fi) with special provisions adapted to 10T, to achieve a
longer range (up to about 2 km). Beyond that range, other technologies are
needed.

WiIMAX (802.16) is an exampl e of alonger-range technology. WIMAX can
achieve ranges of up to 50 kilometers with rates of up to 70 Mbps. Obviously,
you cannot achieve maximum rate at maxi mum range; you could expect up to 70
Mbps at short range and 2 to 3 Mbyps at maximum range. 802.16d (also called
Fixed WiMAX) describes the backhaul implementati on of the protocol.
Improvements to this aspect have been published (802.16.1), but most WIMAX
networks still implement a variation of 802.16d. 802.16 can operate in
unlicensed bands, but its backhaul functionis often deployed in more-reliable
licensed bands, where interferences from other systems are better controlled.

As licensed bands imply the payment of a usability fee, other cellular
technol ogies also grew as competitive sol utions for the backhaul part to



achieve similar range. The choice of WIMAX or a cellular technol ogy depends
onthe vertical and the location (local preferences, local costs). Chapter 4
offers an in-depth look at the most commonly depl oyed protocol s for this
segment, and Tabl e 2-4 compares the mai n sol utions from an architectural

angle.

Technology Type and Range Architectural Characteristics

Ethernet Wired, 100 m max Requires a cable per sensor/sensor group; adapted
to static sensor position in a stable environment;
range is limited; link is very reliable

Wi-Fi (2.4 Wireless, 100 m Can connect multiple clients (typically fewer than

GHz, 5 GHz)

(multipoint) to a few

kilometers (P2P)

200) to a single AP; range is limited; adapted to
cases where client power is not an issue (continu-
ous power or client battery recharged easily); large
bandwidth available, but interference from other
systems likely; AP needs a cable

802.11ah
(HaloW, Wi-Fi
in sub-1 GHz)

Wireless, 1.5 km
(multipoint),
10 km (P2P)

Can connect a large number of clients (up to 6000
per AD); longer range than traditional Wi-Fi; power
efficient; limited bandwidth; low adoption; and
cost may be an issue

WiMAX
(802.16)

Wireless, several
kilometers

(last mile}), up to

50 km (backhaul)

Can connect a large number of clients; large
bandwidth available in licensed spectrum
(fee-based); reduced bandwidth in license-free
spectrum (interferences from other systems likely);
adoption varies on location

Cellular (for
example, LTE)

Wireless, several
kilometers

Can connect a large number of clients; large
bandwidth available; licensed spectrum
(interference-free; license-based)

Table 2-4 Architectural Considerations for WIMAX and Cellular

Network Transport Sublayer

The previous section describes a hierarchical communication architecture in
which a series of smart objects report to a gateway that conveys the reported
data over another medium and up to a central station. However, practical

I mpl ementati ons are often flexible, with multiple transversal communi cation
paths. For example, consider the case of 10T for the energy grid. Your house
may have a meter that reports the energy consumption to a gateway over a

Technol ogies



wirel ess technol ogy. Other houses in your neighborhood (NAN) make the same
report, likely to one or several gateways. The data to be transported is small
and the interval is large (for example, four times per hour), resultinginalow-
mobility, low-throughput type of data structure, with transmi ssion distances up
to amile. Several technologies (such as 802.11ah, 802.15.4, or LPWA) can be
used for this collection segment. Other nei ghborhoods may al so connect the
same way, thus forming a FAN.

For exampl e, the power utilityG headend application server may be regional,
and the gateway may relay to awired or wirel ess backhaul technology. The
structure appears to be hierarchical. Practically, however, this 10T system may
achieve more than basi c upstream reporting. If your power consumption
becomes unusually high, the utility headend application server may need on-
demand reporting from your meter at short intervals to follow the consumption
trend. From a standard vertical push model, the transport structure changes and
becomes bidirectional (downstream pull model instead of upstream push).

Distribution automation (DA) also allows your meter to communi cate with

nei ghboring meters or other devices inthe electrical distribution grid. With
such communi cati on, consumption load bal ancing may be optimized. For
example, your air conditioning pulses fresh air at regular intervals. With DA,
your neighbor& AC starts pulsing when your system pauses; inthis way, the air
in both houses is kept fresh, but the energy consumed from the network is
stable instead of spiking up and down with uncoordinated start and stop points.
Here again, the transport model changes. Fromavertical structure, you are
now changing to a possi ble mesh structure with multiple peer-to-peer
exchanges.

Similarly, your smart meter may communicate with your house appliances to
eval uate their type and energy demand. With this scheme, your washing

machi ne can be turned on in times of lower consumption from other systems,
such as at night, while power to your home theater systemwill never be
deprived, always turning on when you need it. Once the system |earns your
consumption pattern, charging of your electric car can start and stop at

interval s to achieve the same overnight charge without creating spikesin
energy demand. When these functi ons appear, the transport model changes
again. A mesh system may appear at the scal e of the house. More commonly, a
partial mesh appears, with some central nodes connecting to multiple other
nodes. Data may flow locally, or it may have to be orchestrated by a central



application to coordinate the power budget between houses.

Inthis smart system, your car G charging systemis connected to your energy
account. As you plug into a public charging station, your car logs into the
systemto be identified and uniquely links to your account. At regular intervals,
the central system may need to query all the charging stations for status update.
The transport structure loses its vertical organization abit more inthis model,
as you may be connecting from anywhere. In a managed environment, the
headend system needs to upgrade the software on your meter, just as appliance
vendors may need to update your oven or washing machine smart energy
software. From a bottom-up data transport flow, you now implement top-down
data flows.

This communi cation structure thus may involve peer-to-peer (for example,
meter to meter), point-to-point (meter to headend station), poi nt-to-mul ti poi nt
(gateway or head-end to multiple meters), unicast and multicast

communi cati ons (software update to one or multiple systems). In a multitenant
environment (for example, el ectricity and gas consumpti on managemen),
different systems may use the same communi cation pathways. This

communi cation occurs over multiple media (for example, power linesinside
your house or a short-range wirel ess system like indoor Wi-Fi and/or ZigBee),
alonger-range wirel ess systemto the gateway, and yet another wireless or
wired medium for backhaul transmission.

To allow for such communi cation structure, a network protocol with specific
characteristi cs needs to be implemented. The protocol needs to be open and
standard-based to accommodate multiple industries and multiple media.

Scal ability (to accommodate thousands or millions of sensorsinasingle
network) and security are also common requirements. IPis a protocol that
matches all these requirements. The advantages of 1P are covered indepthin

Chapter 5.

The flexibility of IPallows this protocol to be embedded in objects of very
different natures, exchanging i nformation over very different media, including
low-power, lossy, and | ow-bandwidth networks. For example, RFC 2464
describes how an IPv6 packet gets encapsul ated over an Ethernet frame and is
also used for IEEE 802.11 Wi-Fi. Similarly, the IETF 6LoWPAN working
group specifies how |Pv6 packets are carried efficiently over lossy networks,
forming an Aadaption layero for IPv6, primarily for 10T networks. Chapter 4
provides more details on 6LoWPAN and its capabilities.



Finally, the transport layer protocols built above IP (UDPand TCP) caneasily
be leveraged to decide whether the network should control the data packet
delivery (with TCP) or whether the control task should be | eft to the
application (UDP). UDPis a much lighter and faster protocol than TCP.
However, it does not guarantee packet delivery. Both TCP and UDP can be
secured with TLS/SSL (TCP) or DTLS (UDP). Chapter 6 takes a closer |ook at
TCPand UDPfor |oT networks.

loT Network Management Sublayer

IP, TCP, and UDP bring connectivity to IoT networks. Upper-layer protocols
need to take care of data transmission between the smart objects and other
systems. Multiple protocols have been leveraged or created to solve |0T data
communi cation problems. Some networks rely on a push model (thet is, a
sensor reports at aregular interval or based onalocal trigger), whereas others
rely onapull model (that is, an application queries the sensor over the
network), and multiple hybrid approaches are also possible.

Following the IPlogic, some |oT implementers have suggested HT TP for the
data transfer phase. After all, HTTP has a client and server component. The
sensor could use the client part to establish a connection to the loT central
application (the server), and then data can be exchanged. You canfind HTTPin
some loT applications, but HTTPis something of a fat protocol and was not
designed to operate in constrai ned environments with low memory, low power,
low bandwidth, and a high rate of packet failure. Despite these limitations,
other web-derived protocol s have been suggested for the 10T space. One
example is WebSocket. WebSocket is part of the HTML5 specification, and
provides a simple bidirectional connection over a single connection. Some 10T
sol utions use WebSocket to manage the connection between the smart obj ect
and an external application. WebSocket is often combined with other
protocols, suchas MQTT (described shortly) to handle the loT-specific part of
the communi cation.

With the same | ogi ¢ of reusing well-known methods, Extensible Messaging and
Presence Protocol (XMPP) was created. XMPP s based on i nstant messaging
and presence. It allows the exchange of data between two or more systems and
supports presence and contact list mai ntenance. It can also handle
publish/subscribe, making it a good choice for distribution of information to
multiple devices. A limitation of XMPPis its reliance on TCP, which may



force subscribers to maintain open sessions to other systems and may be a
limitation for memory-constrai ned obj ects.

To respond to the limits of web-based protocol s, another protocol was created
by the IETF Constrained Restful Environments (CoRE) working group:
Constrained Application Protocol (CoAP). CoAP uses some methods similar
to those of HT TP (such as Get, Post, Put, and Delete) but i mplements a shorter
list, thus limiting the size of the header. CoAP also runs on UDP (whereas
HTTPtypically uses TCP). CoAPaso adds afeature that islackingin HTTP
and very useful for l0T: observation. Observation allows the streaming of state
changes as they occur, without requiring the receiver to query for these
changes.

Another common |oT protocol utilized inthese middle to upper layersis
Message Queue Telemetry Transport (MQTT). MQTT uses a broker-based
architecture. The sensor can be set to be an MQTT publisher (publishes a
piece of information), the application that needs to receive the information can
be set as the MQTT subscriber, and any intermediary system can be set asa
broker to relay the i nformati on between the publisher and the subscriber(s).
MQTT runs over TCP. A consequence of thereliance on TCPisthat an MQTT
client typically holds a connecti on open to the broker at all times. This may be
alimiting factor in environments where loss is high or where computing
resources are limited.

Chapter 6 examines in more detail the various |oT application protocols,
including CoAPand MQTT. Froman architectural standpoint, you need to
determi ne the requirements of your application protocol. Relying on TCP
Implies mai ntai ning sessions between endpoints. The advantage of reliability
comes with the cost of memory and processing resources consumed for session
awareness. Relying on UDP del egates the control to the upper layers. You also
need to determine the requirements for QoS with different priority levels
between the various messages. Finally, you need to eval uate the security of the
loT application protocol to balance the level of security provided against the
overhead required. Chapter 8 describes how to eval uate the security aspect of
0T networks.

Layer 3. Applications and Analytics Layer

Once connected to a network, your smart obj ects exchange i nformati on with
other systems. As soon as your 10T network spans more than afew sensors, the



power of the Internet of Things appears in the applications that make use of the
informati on exchanged with the smart objects.

Analytics Versus Control Applications

Multiple applications can help increase the efficiency of anloT network. Each
application collects data and provides a range of functions based on anal yzing
the collected data. It can be difficult to compare the features offered. Chapter
7, iData and Analytics for 10T,0 provides an in-depth anal ysis of the various
application families. From an architectural standpoint, one basic classification
can be as follows:

m Analytics application: This type of application collects data from
multi ple smart objects, processes the collected data, and displays
I nformati on resul ting from the data that was processed. The display can
be about any aspect of the 10T network, from historical reports, statistics,
or trends to individual system states. The important aspect is that the
application processes the data to convey a view of the network that
cannot be obtai ned from solely |ooking at the information displayed by a
single smart object.

m Control application: This type of application controls the behavior of
the smart object or the behavior of an object related to the smart object.
For exampl e, a pressure sensor may be connected to a pump. A control
application increases the pump speed when the connected sensor detects
adrop in pressure. Control applications are very useful for controlling
complex aspects of an loT network with alogic that cannot be
programmed inside asingle 0T object, either because the configured
changes are too complex to fit into the local system or because the
configured changes rely on parameters that i ncl ude el ements outside the
loT object.

An example of control system architecture is SCADA. SCADA was
developed as a universal method to access remote systems and send
Instructions. One example where SCADA iswidely used is in the control
and monitoring of remote terminal units (RTUs) onthe electrical
distribution grid.
Many advanced IoT applications include both anal ytics and control modul es.
In most cases, datais collected from the smart objects and processed in the
analytics module. The result of this processing may be used to modify the




behavior of smart objects or systems related to the smart objects. The control
modul e is used to convey the instructions for behavioral changes. When
evaluating an loT data and anal yti cs application, you need to determine the

rel ative depth of the control part needed for your use case and match it against
the type of anal ytics provided.

Data Versus Network Analytics

Analyticsis agenera termthat describes processing information to make
sense of collected data. Inthe world of 10T, a possible classification of the
analytics functionis as follows:

m Data analytics: This type of analytics processes the data coll ected by
smart objects and combines it to provide anintelligent view related to
the 10T system. At avery basic level, a dashboard can display anaarm
when aweight sensor detects that a shelf is empty ina store. Inamore
complex case, temperature, pressure, wind, humidity, and light levels
collected from thousands of sensors may be combined and then
processed to determine the likelihood of a stormand its possible path. In
this case, data processing can be very complex and may combine
multi ple changing val ues over compl ex al gorithms. Data anal ytics can
also monitor the 10T systemitself. For example, a machine or robotina
factory can report data about its own movements. This data can be used
by an anal ytics application to report degradati on in the movement
speeds, which may be indicative of a need to service the robot before a
part breaks.

m Network analytics. Most 10T systems are built around smart objects
connected to the network. A loss or degradation in connectivity is likely
to affect the efficiency of the system. Such aloss can have dramatic
effects. For exampl e, open mines use wirel ess networks to automatically
pilot dump trucks. A lasting loss of connectivity may result in an accident
or degradation of operations efficiency (automated dump trucks typically
stop upon connectivity 1oss). On amore minor scale, loss of connectivity
means that data stops being fed to your data anal ytics platform, and the
system stops making intelligent anal yses of the 0T system. A similar
consequence is that the control modul e cannot modify local object
behaviors anymore.

Most anal yti cs appli cations empl oy both data and network anal ytics modul es.



When architecting an 10T system, you need to eval uate the need for each one.
Network analytics is necessary for connected systems. However, the depth of
analysis depends on your use cases. A basic connectivity view may be enough
iIf the smart objects report occasional status, without expectation for immediate
action based on this report. Detailed analysis and trending about network
performance are needed if the central applicationis expected to pilot in near-
real -time connected systens.

Data analyticsis awider space withalarger gray area (interms of needs) than
network anal ytics. Basic systems anal ytics can provide views of the system
state and state trend anal ysis. More advanced systems can refine the type of
data collected and display additional information about the system. The type of
collected data and processing varies widely with the use case.

Data Analytics Versus Business Benefits

Data anal ytics i s undoubtedly a field where the value of 10T is booming.
Almost any object can be connected, and multiple types of sensors can be
installed on a given object. Collecting and interpreting the data generated by
these devices is where the value of 10T isrealized.

From an architectural standpoint, you can define static loT networks where a
clear list of elements to monitor and anal ytics to perform are determined. Such
static systems are common inindustrial environments where the 0T charter is
about providing a clear view of the state of the operation. However, a smarter
architectural choice may be to allow for an open system where the network is
engineered to be flexible enough that other sensors may be added in the future,
and where both upstream and downstream operations are allowed. This
flexibility allows for additional processing of the existing sensors and also
deeper and more efficient i nteraction with the connected objects. This
enhanced data processing can result in new added val ue for businesses that are
not envisioned at the time when the systemisinitially deployed.

An example of aflexible analytics and control applicationis Cisco Jasper,
which provides a turnkey cloud-based platform for IoT management and
moneti zation. Consider the case of vending machi nes depl oyed throughout a
city. At abasic level, these machines can be connected, and sensors can be
deployed to report when amachineisinan error state. A repair person can be
sent to address the issue when such a state is identified. Thistype of dlertisa
time saver and avoids the need for the repair teamto tour all the machinesin



turn when only one may be mal functi oning.

This aert systemmay also avoid delay between the time when a machine goes
into the error state and the time when arepair team visits the machine | ocation.
With a static platform, this use case is limited to this type of alert. Witha
flexible platform like Cisco Jasper, new applications may be imagined and
devel oped over time. For exampl e, the machine sensors can be improved to
also report when anitemis sold. The central application can then be enhanced
to process this information and analyze what itemis most sold, in what
location, at what times. This new view of the machines may allow for an
optimi zation of the items to sell in machinesinagiven area. Systems may be
implemented to adapt the goods to time, season, or locationd or many other
parameters that may have been analyzed. In short, architecting open systems
opens the possibility for new applications.

Smart Services

The ability to use |0T to improve operations is often termed fismart services.o
Thistermis generic, and in many cases the termis used but its meaning is often
stretched to include one form of service or another where an additional level

of intelligence is provided.

Fundamental ly, smart services use loT and aim for efficiency. For example,
sensors can be installed on equi pment to ensure ongoi ng conformance with
regul ations or safety requirements. This angle of efficiency can take multiple
forms, from presence sensors in hazardous areas to wei ght threshold viol ation
detectors on trucks.

Smart services can al so be used to measure the efficiency of machines by
detecting machi ne output, speed, or other forms of usage evaluation. Entire
operations can be optimized with |oT. In hospitality, for example, presence and
moti on sensors can eval uate the number of guests in alobby and redirect
personnel accordingly. The same type of action can be takenin a store where a
customer is detected as staying longer than the typical amount of time in front
of a shelf. Personnel can be deployed to provide assistance. Movement of
peopl e and objects on factory floors can be anal yzed to optimize the
production flow.

Smart services can be integrated into an loT system. For example, sensors can
be integrated inalight bulb. A sensor canturnalight on or off based on the
presence of a human inthe room. An even smarter system can communi cate



with other systems in the house, | earn the human movement pattern, and

anti ci pate the presence of a human, turning on the light just before the person
enters the room. An even smarter system can use smarter sensors that analyze
multi ple parameters to detect human mood and modify accordingly the light
color to adapt to the learned preferences, or to convey either amore relaxing
or a more dynamic environment.

Light bulbs are a simple example. By connecting to other systems in the house,
efficiencies can be coordinated. For example, the house entry alarm system or
the heating system can coordinate with the presence detector inalight bulb to
adapt to detected changes. The al arm system can disabl e vol umetric movement
alarms in zones where a known person is detected. The heating system can
adapt the temperature to human presence or detected personal preferences.

Similar efficiency can be extended to larger systems than a house. For
example, smart grid applications can coordinate the energy consumption
between houses to regul ate the energy demand fromthe grid. We already
mentioned that your washing machine may be turned on at night when the
energy demand for heating and cooling is lower. Just as your air conditioning
pul ses can be coordinated with your nei ghbor G, your washing machine cycles
can be coordinated with the appliances in your house and in the nei ghborhood
to smooth the energy demand spikes on the grid.

Efficiency a so applies to M2M communi cations. [n mining environments,
vehicles can communi cate to regul ate the flows between drills, draglines,
bulldozers, and dump trucks, for example, making sure that a dump truck is
always available when a bulldozer needs it. In smart cities, vehicles
communicate. A traffic jamis detected and antici pated automatically by public
transportati on, and the system can temporarily reroute buses or regul ate the
number of buses servicing a specific line based on traffic and customer
quantity, i nstantaneous or learned over trending.

Part 111 of this book provides detailed examples of how 10T is shaping specific
industries. The lessons |earned are always that architecting open |oT systems
allows for increased efficiency over time. New applications and possibilities
for anloT systemwill appear inthe upcoming years. When building an loT
network, you should make sure to keep the system open for the possibility of
new smart objects and more traffic on the system.

|oT Data M anagement and Compute Stack



One of the key messages in the first two chapters of this book is that the
massive scale of 10T networks is fundamentally driving new architectures. For
instance, Figure 1-2 in Chapter 1 illustrates how the fithingso connected to the
Internet are continuing to grow exponentially, with a prediction by Cisco that
by 2020 there will be more than 50 billion devices connected to some form of
an IP network. Clearly, traditional IT networks are not prepared for this
magnitude of network devices. However, beyond the network architecture
itself, consider the data that is generated by these devices. If the number of
devicesis beyond conventional numbers, surely the data generated by these
devices must al so be of serious concern.

In fact, the data generated by 10T sensors is one of the single biggest challenges
inbuilding an loT system. Inthe case of modern IT networks, the data sourced
by a computer or server istypically generated by the client/server

communi cations model, and it serves the needs of the application. In sensor
networks, the vast mgjority of data generated is unstructured and of very little
use onits own. For example, the mgjority of data generated by a smart meter is
nothing more than pol ling data; the communi cati ons system simply determines
whether a network connection to the meter is still active. This dataonits own
isof very little value. The real value of a smart meter is the metering data read
by the meter management system (MMS). However, if you look at the raw
polling data from a different perspective, the information can be very useful.
For example, a utility may have millions of meters coveringits entire service
area. If whole sections of the smart grid start to show an interruption of
connectivity to the meters, this data can be analyzed and combined with other
sources of data, such as weather reports and electrical demand inthe grid, to
provide a compl ete picture of what is happening. This information can help
determine whether the | oss of connection to the metersistruly aloss of power
or whether some other problem has devel oped in the grid. Moreover, analytics
of this data can hel p the utility quickly determine the extent of the service
outage and repair the disruptionin atimely fashion.

In most cases, the processing location is outside the smart object. A natural
location for this processing activity is the cloud. Smart objects need to connect
to the cloud, and data processing is centralized. One advantage of this model is
simplicity. Objects just need to connect to a central cloud application. That
application has visibility over all the loT nodes and can process all the

anal ytics needed today and in the future.




However, this model aso has limitations. As data volume, the variety of

obj ects connecting to the network, and the need for more efficiency increase,
new requirements appear, and those requirements tend to bring the need for
data analysis closer to the 10T system. These new requirements include the
following:

m Minimizing latency: Milliseconds matter for many types of industrial
systems, such as when you are trying to prevent manufacturing line
shutdowns or restore electrical service. Analyzing data close to the
device that collected the data can make a difference between averting
disaster and a cascading systemfailure.

m Conserving network bandwidth: Offshore ail rigs generate 500 GB of
dataweekly. Commercial jets generate 10 TB for every 30 minutes of
flight. Itis not practical to transport vast amounts of data from thousands
or hundreds of thousands of edge devices to the cloud. Nor isit
necessary because many critical analyses do not require cloud-scale
processing and storage.

m Increasing local efficiency: Collecting and securing data across a wide
geographic area with different environmental conditions may not be
useful. The environmental conditionsinone areawill trigger alocal
response i ndependent from the conditions of another site hundreds of
miles away. Analyzing both areas in the same cloud system may not be
necessary for immedi ate efficiency.

Animportant design consideration, therefore, is how to designan loT network
to manage this volume of data in an efficient way such that the data can be
quickly analyzed and | ead to business benefits. The volume of data generated
by 0T devices can be so great that it can easily overrun the capabilities of the
headend system in the data center or the cloud. For example, it has been
observed that a moderately sized smart meter network of 1 million meters will
generate close to 1 billion data points each day (including meter reads and
other instrumentation data), resultingin 1 TB of data. For an T organization
that is not prepared to contend with this volume of data storage and real -time
analysis, this creates awhole new challenge.

The volume of data al so introduces questi ons about bandwidth management.
As the massive amount of 10T data begins to funnel into the data center, does
the network have the capacity to sustain this volume of traffic? Does the
application server have the ability to ingest, store, and analyze the vast quantity



of datathat is comingin? Thisis sometimes referred to as the fiimpedance
mismatcho of the data generated by the 0T system and the management
applicationd ability to deal with that data.

Asillustrated in Figure 2-14, data management intraditional IT systemsisvery
simple. The endpoints (laptops, printers, IP phones, and so on) communi cate
over an |P core network to servers inthe data center or cloud. Datais
generally stored in the data center, and the physical links from access to core
are typically high bandwidth, meaning access to IT datais quick.

E!.'I E"' E"l Data Center/Cloud

% Core Network

Endpoints

Figure 2-14 The Traditional IT Cloud Computing Model

loT systems function differently. Several data-rel ated problems need to be
addressed:

m Bandwidthinlast-mile 10T networksis very limited. When dealing with
thousands/millions of devices, available bandwidth may be on order of
tens of Kbps per device or evenless.

m Latency can be very high. Instead of dealing with latency inthe
milliseconds range, large 10T networks often introduce latency of
hundreds to thousands of milliseconds.

m Network backhaul from the gateway can be unreliable and often depends
on 3G/LTE or even satellite links. Backhaul Iinks can also be expensive
if a per-byte data usage model is necessary.



m The volume of data transmitted over the backhaul can be high, and much
of the data may not really be that interesting (such as simple polling
messages).

m Big datais getting bigger. The concept of storing and analyzing all
sensor datainthe cloud isimpractical. The sheer volume of data
generated makes real-time analysis and response to the data al most
impossible.

Fog Computing

The sol ution to the challenges mentioned in the previous section is to distribute
data management throughout the 10T system, as close to the edge of the IP
network as possible. The best-known embodi ment of edge servicesinloT is
fog computing. Any device with computing, storage, and network connectivity
can be a fog node. Examplesinclude industrial controllers, switches, routers,
embedded servers, and |oT gateways. Analyzing loT data closeto whereitis
col lected minimi zes | atency, offl oads gigabytes of network traffic fromthe
core network, and keeps sensitive data inside the local network.

Note

The concept of fog was first devel oped by Flavio Bonomi and
Rodolfo Milito of Cisco Systems. Inthe world of 10T, fog getsits
name from a rel ative compari son to computing in the cloud layer.
Just as clouds exist in the sky, fog rests near the ground. Inthe
same way, the intention of fog computing is to place resources as
closeto the groundd that is, the loT devicesd as possible. An
Interesting side note is that the term fifogo was actually coined by
Ginny Nichols, Rodolfo& wife. Although not working directly in
loT, she had an excellent grasp of what her husband was

devel oping and was able to quickly draw the compari son between
cloud and edge computing. One day she made the suggestion of
simply calling it the fifog layer.0 The name stuck.

An advantage of this structure is that the fog node allows intelligence gathering
(such as analytics) and control from the closest possible point, and in doing so,
it allows better performance over constrained networks. In one sense, this
introduces a new layer to the traditional 1T computing model, one that is often



referred to as the fifog layer.o Figure 2-15 shows the placement of the fog layer
inthe loT Data Management and Compute Stack.
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Figure 2-15 The loT Data Management and Compute Stack with Fog
Computing

Fog services are typically accomplished very close to the edge device, sitting
as close to the 0T endpoints as possible. One significant advantage of thisis
that the fog node has contextual awareness of the sensorsit is managing
because of its geographic proximity to those sensors. For example, there might
be a fog router onan oil derrick that is monitoring all the sensor activity at that
| ocation. Because the fog node i s abl e to analyze information fromall the
sensors on that derrick, it can provide contextual analysis of the messagesitis
receiving and may decide to send back only the relevant informeation over the
backhaul network to the cloud. Inthis way, it is performing distributed

anal yti cs such that the volume of data sent upstreamis greatly reduced and is
much more useful to application and anal ytics servers residing in the cloud.

In addition, having contextual awareness gives fog nodes the ability to react to
eventsinthe loT network much more quickly than in the traditional IT compute




model, whichwould likely incur greater |atency and have slower response
times. The fog layer thus provides a distributed edge control |oop capability,
where devices can be monitored, controlled, and analyzed inreal time without
the need to wait for communi cation from the central anal ytics and application
serversinthe cloud.

The value of thismodel is clear. For example, tire pressure sensors onalarge
truck in an open-pit mine might continually report measurements all day long.
There may be only minor pressure changes that are well within tolerance
limits, making continual reporting to the cloud unnecessary. Isit really useful to
continually send such data back to the cloud over a potentially expensive
backhaul connection? With afog node on the truck, it is possible to not only
measure the pressure of all tires at once but also combine this data with
informati on coming from other sensors in the engine, hydraulics, and so on.
With this approach, the fog node sends alert data upstream only if an actual
problemis beginning to occur on the truck that affects operational efficiency.

loT fog computi ng enabl es data to be preprocessed and correl ated with other
Inputs to produce relevant information. This data can then be used as real-time,
actionabl e knowledge by IoT-enabled applications. Longer term, this data can
be used to gain a deeper understanding of network behavior and systems for
the purpose of devel oping proactive policies, processes, and responses.

Fog applications are as diverse as the Internet of Things itself. What they have
in commonis data reductiond monitoring or anal yzing real -time data from
network-connected things and then initiating an action, such as locking a door,
changi ng equi pment settings, applying the brakes on atrain, zooming a video
camera, opening avalve in response to a pressure reading, creating a bar chart,
or sending an alert to a technician to make a preventive repair.

The defining characteristic of fog computing are as follows:

m Contextual location awareness and low latency: The fog node sits as
close to the 0T endpoint as possible to deliver distributed computing.

m Geographic distribution: In sharp contrast to the more centralized
cloud, the services and applications targeted by the fog nodes demand
widely distributed depl oyments.

m Deployment near 10T endpoints: Fog nodes are typically deployed in
the presence of alarge number of 10T endpoints. For example, typical
metering depl oyments often see 3000 to 4000 nodes per gateway router,



which al so functions as the fog computi ng node.

m Wireless communication between the fog and the 10T endpoint:
Althoughit is possible to connect wired nodes, the advantages of fog are
greatest when dealing with a large number of endpoints, and wireless
access is the easiest way to achieve such scale.

m Use for real-time interactions: Important fog applications involve
real -time interactions rather than batch processing. Preprocessing of data
In the fog nodes allows upper-layer applications to perform batch
processing on a subset of the data.

Edge Computing

Fog computi ng sol utions are bei ng adopted by many industries, and efforts to
devel op distributed applications and anal ytics tools are being introduced at an
accel erating pace. The natural place for afog node is in the network device
that sits closest to the loT endpoints, and these nodes are typically spread
throughout an IoT network. However, in recent years, the concept of 10T
computi ng has been pushed even further to the edge, and in some cases it now
resides directly in the sensors and I0T devices.

Note
Edge computing is also sometimes called fimi sto computing. If
clouds exist inthe sky, and fog sits near the ground, then mistis
what actually sits on the ground. Thus, the concept of mististo
extend fog to the furthest point possible, right into the 0T
endpoint device itself.

loT devices and sensors often have constrained resources, however, as
compute capabilities increase. Some new classes of 10T endpoints have
enough compute capabilities to perform at |east low-level analytics and
filtering to make basic decisions. For example, consider a water sensor on a
fire hydrant. While a fog node sitting on an electrical pole inthe distribution
network may have an excellent view of all the fire hydrantsinalocal

nei ghborhood, a node on each hydrant would have clear view of awater
pressure drop onits own line and would be able to quickly generate an alert of
alocalized problem. The fog node, on the other hand, would have a wider



view and would be abl e to ascertain whether the problemwas more than just
localized but was affecting the entire area. Another example is in the use of
smart meters. Edge computel capabl e meters are able to communi cate with
each other to share information on small subsets of the electrical distribution
grid to monitor localized power quality and consumption, and they can inform
afog node of events that may pertain to only tiny sections of the grid. Models
such as these hel p ensure the highest quality of power delivery to customers.

The Hierarchy of Edge, Fog, and Cloud

It isimportant to stress that edge or fog computing in no way replaces the
cloud. Rather, they complement each other, and many use cases actually require
strong cooperation between layers. In the same way that lower courts do not
repl ace the supreme court of a country, edge and fog computing layers simply
act as afirst line of defense for filtering, analyzing, and otherwise managing
data endpoints. This saves the cloud from being queried by each and every
node for each event.

This model suggests a hierarchical organization of network, compute, and data
storage resources. At each stage, data is collected, analyzed, and responded to
when necessary, according to the capabilities of the resources at each layer. As
data needs to be sent to the cloud, the |atency becomes higher. The advantage
of this hierarchy is that a response to events from resources close to the end
deviceisfast and can result inimmediate benefits, while still having deeper
compute resources available in the cloud when necessary.

It isimportant to note that the heterogeneity of 10T devices also means a
heterogeneity of edge and fog computing resources. While cloud resources are
expected to be homogenous, it isfair to expect that in many cases both edge
and fog resources will use different operating systems, have different CPU and
data storage capabilities, and have different energy consumption profiles. Edge
and fog thus require an abstraction layer that all ows applications to

communi cate with one another. The abstraction layer exposes a common set of
APIs for monitoring, provisioning, and controlling the physical resourcesina
standardized way. The abstraction layer a so requires a mechani smto support
virtualization, with the ability to run multiple operating systems or service
containers on physical devices to support multitenancy and application

consi stency across the 0T system. Definition of a common communi cations
services framework is being addressed by groups such as oneM2M, discussed



earlier. Figure 2-16 illustrates the hierarchical nature of edge, fog, and cloud
computing across an loT system.
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Figure 2-16 Distributed Compute and Data Management Across an loT
System

From an architectural standpoint, fog nodes closest to the network edge receive
the data from IoT devices. Thefog loT application then directs different types
of data to the optimal place for analysis:

m The most time-sensitive data is anal yzed on the edge or fog node closest
to the things generating the data.

m Data that can wait seconds or minutes for actionis passed along to an
aggregation node for analysis and action.

m Datathat is less time sensitive is sent to the cloud for historical analysis,
big data anal yti cs, and |ong-term storage. For example, each of thousands
or hundreds of thousands of fog nodes might send periodic summaries of
data to the cloud for historical analysis and storage.

In summary, when architecting an loT network, you should consider the amount
of data to be anal yzed and the time sensitivity of this data. Understanding these
factors will help you decide whether cloud computing is enough or whether



edge or fog computing would improve your system efficiency. Fog computing
accel erates awareness and response to events by eliminating a round trip to the
cloud for analysis. It avoids the need for costly bandwidth additions by

offl oading gi gabytes of network traffic from the core network. It al so protects
sensitive l0T data by analyzing it inside company walls.

Summary

The requirements of |oT systems are driving new architectures that address the
scale, constraints, and data management aspects of |0T. To address these needs,
severa loT-specific reference model s have arisen, including the oneM2M loT
model and the loT World Forumé loT Reference Model. The commonalities
between these model s are the interaction of 10T devices, the network that
connects them, and the applicati ons that manage the endpoints.

This book presents an loT framework that uses aspects of these various models
and applies themto specific industry use cases. This chapter presents a model
based on common concepts in these architectures that breaks the 10T layers
into asimplified architecture incorporating two parallel stacks: the Core loT
Functional Stack and the IoT Data Management and Compute Stack. This
architecture sets the format for the chapters that follow inthis book.

The Core loT Functional Stack has three layers: the 0T sensors and actuators,
networking components, and applications and anal ytics layers. The networking
components and applications layers involve several sublayers corresponding
to different parts of the overall 10T system.

The loT Data Management and Compute Stack deal s with how and where data
isfiltered, aggregated, stored, and analyzed. Intraditional IT models, this
occursinthe cloud or the data center. However, due to the unique requirements
of 10T, data management is distributed as close to the edge as possibl e,
including the edge and fog layers.
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Chapter 3. Smart Objects: ThenThingso in
loT

Imagi ne the loT-enabl ed connected vehicle and roadway highlighted in Chapter
1, AWhat Is 10T?0 That car has an impressive ecosystem of sensors that
provides an immense amount of data that can be intelligently consumed by a
variety of systems and services onthe car itself aswell as shared externally
with other vehicles, the connected roadway infrastructure, or even awhole
host of other cloud-based diagnostic and consumer services. From behind the
steering wheel, almost everything in the car can be checked (sensed) and
controlled. The car isfilled with sensors of all types (for example,
temperature, |ocation [GPS], pressure, velocity) that are meant to provide a
wealth of rich and rel evant data to, among many other things, improve safety,
simplify vehicle mai ntenance, and enhance the driver experience.

Such sensors are fundamental building blocks of 10T networks. Infact, they are
the foundational €lements found in smart objectsd the fithingso in the Internet of
Things. Smart objects are any physical objects that contai n embedded

technol ogy to sense and/or interact with their environment in a meaningful way
by being i nterconnected and enabli ng communi cati on among themsel ves or an
external agent.

This chapter provides a detailed analysis of smart objects and their

architecture. It aso provides an understanding of their design limitations and
role within loT networks. Specifically, the following sections are included:

m Sensors, Actuators, and Smart Objects. This section defines sensors,
actuators, and smart objects and describes how they are the fundamental
building blocks of 10T networks.

m Sensor Networks: This section covers the design, drivers for adoption,
and deployment chall enges of sensor networks.

Sensors, Actuators, and Smart Objects

The following sections describe the capabilities, characteristics, and
functionality of sensors and actuators. They also detail how the economic and
technical conditions are finally right for 10T to flourish. Finally, youwill see



how to bring these foundational el ements together to form smart objects, which
are connected to form the sensor and actuator networks that make most |oT use
cases possible.

Sensors

A sensor does exactly as its name indicates: It senses. More specifically, a
sensor measures some physical quantity and converts that measurement reading
into adigital representation. That digital representation is typically passed to
another device for transformation into useful data that can be consumed by
intelligent devices or humans.

Naturally, aparallel can be drawn with humans and the use of their five senses
to learn about their surroundings. Human senses do not operate i ndependently
insilos. Instead, they complement each other and compute together,
empowering the human brain to make intelligent decisions. The brainis the
ultimate decision maker, and it often uses several sources of sensory input to
validate an event and compensate for fii ncompl eteo i nformati on.

Sensors are not limited to human-like sensory data. They can measure anything
worth measuring. In fact, they are able to provide an extremel y wide spectrum
of rich and diverse measurement data with far greater precision than human
senses, sensors provide superhuman sensory capabilities. This additional
dimension of data makes the physical world anincredibly val uable source of
Informati on. Sensors can be readily embedded in any physical objects that are
easi |y connected to the Internet by wired or wireless networks. Because these
connected host physical objects with multidimensional sensing capabilities
communi cate with each other and external systems, they can interpret their
environment and make intelligent decisions. Connecting sensing devicesinthis
way has ushered in the world of 10T and a whole new paradigm of business
intel li gence.

There are myriad different sensors available to measure virtually everything in
the physical world. There are a number of ways to group and cluster sensors
into different categories, i ncluding the following:

m Active or passive: Sensors can be categorized based on whether they
produce an energy output and typically require an external power supply
(active) or whether they simply receive energy and typically require no
external power supply (passive).



m Invasive or non-invasive: Sensors can be categorized based on whether
a sensor is part of the environment it is measuring (invasive) or external
to it (non-invasive).

m Contact or no-contact: Sensors can be categorized based on whether
they require physical contact with what they are measuring (contact) or
not (no-contact).

m Absolute or relative: Sensors can be categorized based on whether they
measure on an absol ute scal e (absol ute) or based on a difference with a
fixed or variable reference value (relative).

m Area of application: Sensors can be categorized based on the specific
industry or vertical where they are being used.

m How sensors measure: Sensors can be categorized based on the
physical mechanism used to measure sensory input (for example,
thermoel ectric, el ectrochemical, piezoresistive, optic, electric, fluid
mechanic, photoel astic).

m What sensors measure: Sensors can be categorized based on their
applications or what physical variables they measure.

Note that thisis by no means an exhaustive list, and there are many other
classification and taxonomic schemes for sensors, i ncluding those based on
material, cost, design, and other factors. The most useful classification scheme
for the pragmatic application of sensorsinanloT network, as described inthis
book, isto simply classify based on what physical phenomenon a sensor is
measuring. This type of categorizationis shownin Table 3-1.



Sensor Types  Description Examples
Position A position sensor measures the position of an Potentiomerter,
object; the position measurement can be either inclinometer,
in absolute terms (absolute position sensor) or in proximity sensor
relative terms (displacement sensor). Position
sensors can be linear, angular, or multi-axis.
Occupancy Occupancy sensors detect the presence of people  Electric eye, radar

and motion

and animals in a surveillance area, while motion
sensors detect movement of people and objects.
The difference between the two is that occupancy
sensors generate a signal even when a person is
stationary, whereas motion sensors do not.

Velocity and Velocity (speed of motion) sensors may be Accelerometer,

acceleration linear or angular, indicating how fast an object gyroscope
moves along a straight line or how fast it rotates.

Acceleration sensors measure changes in velocity.

Force Force sensors detect whether a physical force is Force gauge,
applied and whether the magnitude of force is viscometer, tactile
beyond a threshold. sensor (touch sensor)

Pressure Pressure sensors are related to force sensors, Barometer, Bourdon
measuring force applied by liquids or gases. gauge, piezometer
Pressure is measured in terms of force per unit area.

Flow Flow sensors detect the rate of fluid flow. They Anemometer, mass

measure the volume (mass flow) or rate (flow
velocity) of fluid that has passed through a sys-
tem in a given period of time.

flow sensor, water
meter




Acoustic Acoustic sensors measure sound levels and Microphone,
convert that information into digital or analog geophone,
data signals. hydrophone

Humidity Humidity sensors detect humidity (amount of Hygrometer,
water vapor) in the air or a mass. Humidity humistor, soil
levels can be measured in various ways: absolute moisture sensor
humidity, relative humidity, mass ratio, and so on.

Light Light sensors detect the presence of light (visible Infrared sensor,
or invisible). photodetector,

flame detector

Radiation Radiation sensors detect radiation in the Geiger-Miiller
environment. Radiation can be sensed by counter, scintillator,
scintillating or ionization detection. neutron detector

Temperature Temperature sensors measure the amount of Thermometer,
heat or cold that is present in a system. They calorimeter,
can be broadly of two types: conract and temperature
non-contact. Contact temperature sensors need gauge
to be in physical contact with the object being
sensed. Non-contact sensors do not need
physical contact, as they measure temperature
through convection and radiation.

Chemical Chemical sensors measure the concentration of Breathalyzer,
chemicals in a system. When subjected to a mix of  olfactometer, smoke
chemicals, chemical sensors are typically detector
selective for a target type of chemical (for example,

a CO, sensor senses only carbon dioxide).
Biosensors Biosensors detect various biological elements, Blood glucose

such as organismes, tissues, cells, enzymes,
antibodies, and nucleic acid.

biosensor,
pulse oximetry,
electrocardiograph

Source: |. Holdowsky et al., Inside the Internet of Things: A Primer on the Technologies Building
the IoT, August 21, 2015, htrp://dupress.deloitte.com/dup-us-en/focus/internet-of-things/
iot-primer-iot-technologies-applications.html.

Table 3-1 Sensor Types

Sensors come in all shapes and sizes and, as shownin Table 3-1, can measure
all types of physical conditions. A fascinating use case to highlight the power
of sensors and 10T isinthe area of precision agriculture (sometimes referred
to as smart farming), which uses a variety of technical advances to improve the



efficiency, sustainability, and profitability of traditional farming practices. This
includes the use of GPS and satellite aerial imagery for determining field
viability; robots for high-precision planting, harvesting, irrigation, and so on;
and real-time anal ytics and artificial intelligence to predict optimal crop yield,
weather impacts, and soil quality.

Among the most significant impacts of precision agriculture are those dealing
with sensor measurement of a variety of soil characteristics. These include

real -time measurement of soil quality, pH levels, salinity, toxicity levels,
moisture level s for irrigation planning, nutrient level s for fertilization planning,
and so on. All this detail ed sensor data can be analyzed to provide highly

val uabl e and actionabl e insight to boost productivity and crop yield. Figure 3-
1 shows biodegradabl e, passive microsensors to measure soil and crop and
conditions. These sensors, devel oped at North Dakota State University
(NDSU), can be planted directly inthe soil and left in the ground to biodegrade
without any harmto soil quality.

Figure 3-1 Biodegradable Sensors Devel oped by NDSU for Smart Farming
(Reprinted with permission from NDSU.)

loT and, by extension, networked sensors have been repeatedly named among a
small number of emerging revol utionary technol ogies that will change the
global economy and shape the future. The staggering proliferation of sensorsis
the principal driver of this phenomenon. The astounding volume of sensorsis
inlarge part due to their smaller size, their formfactor, and their decreasing
cost. These factors make possible the economic and technical feasibility of
having an increased density of sensors in objects of all types. Perhaps the most
significant accel erator for sensor deployments is mobile phones. More than a



billion smart phones are sold each year, and each one has well over a dozen
sensorsinside it (see Figure 3-2), and that number continues to grow each year.
Imagi ne the exponential effect of extending sensors to practically every

technol ogy, industry, and vertical. For example, there are smart homes with
potentially hundreds of sensors, intelligent vehicles with 100+ sensors each,
connected cities with thousands upon thousands of connected sensors, and the
list goes onand on.

Mear Field
Communication

Camera Proximity
Sensor
Pedometer
ﬂ Magnetometer
Global Positioning 4 o
System (GPS)
Accelerometer
Light Sensor
Humidity
Touchscreen Sensor
Thermometer Gyroscope
Digital Barometric Moisture
Pressure Sensor Sensor
Fingerprint Microphone
Sensor

Figure 3-2 Sensorsina Smart Phone

|tés fasci nating to think that that a trillion-sensor economy is around the corner.
Figure 3-3 shows the expl osive year-over-year increase over the past several
years and some bold predictions for sensor numbers in the upcoming years.
Thereis astrong belief inthe sensor industry that this number will eclipse a
trillioninthe next few years. Infact, many large players in the sensor industry
have come together to formindustry consortia, such as the TSensors Summits
(www.tsensorssummit.org), to create a strategy and roadmap for atrillion
sensor economy. The trillion-sensor economy will be of such an unprecedented
and unimaginable scale that it will change the world forever. Thisis the power
of loT.
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Figure 3-3 Growth and Predictions in the Number of Sensors
Actuators

Actuators are natural complements to sensors. Figure 3-4 demonstrates the
symmetry and complementary nature of these two types of devices. As
discussed in the previous section, sensors are designed to sense and measure
practically any measurabl e variable in the physical world. They convert their
measurements (typically analog) into electric signals or digital representations
that can be consumed by an intel ligent agent (a device or a human). Actuators,
on the others hand, receive some type of control signal (commonly an electric
signal or digital command) that triggers a physical effect, usually some type of
motion, force, and so on.
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Figure 3-4 How Sensors and Actuators Interact with the Physical World

The previous section draws a parallel between sensors and the human senses.
This parallel can be extended to include actuators, as shownin Figure 3-5.
Humans use their five senses to sense and measure their environment. The
sensory organs convert this sensory information into electrical impul ses that
the nervous system sends to the brain for processing. Likewise, 0T sensors are
devices that sense and measure the physical world and (typically) signal their
measurements as el ectric signal s sent to some type of microprocessor or
microcontroller for additional processing. The human brain signals motor
function and movement, and the nervous system carries that i nformati on to the
appropriate part of the muscular system. Correspondingly, a processor can
send an el ectric signal to an actuator that transl ates the signal into some type of
movement (linear, rotational, and so on) or useful work that changes or has a
measurabl e impact on the physical world. This interaction between sensors,
actuators, and processors and the similar functionality in biological systemsis
the basi s for various technical fields, including robotics and biometrics.
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Figure 3-5 Comparison of Sensor and Actuator Functionality with Humans

Much like sensors, actuators also vary greatly in function, size, design, and so
on. Some common ways that they can be classified include the following:

m Type of motion: Actuators can be classified based on the type of motion
they produce (for example, linear, rotary, one/two/three-axes).

m Power: Actuators can be classified based on their power output (for
example, high power, low power, micro power)

m Binary or continuous: Actuators can be classified based on the number
of stable-state outputs.

m Area of application: Actuators can be classified based on the specific
industry or vertical where they are used.

m Type of energy: Actuators can be classified based ontheir energy type.
Categorizing actuatorsis quite complex, giventheir variety, so thisisby no
means an exhaustive list of classification schemes. The most commonly used
classification is based on energy type. Table 3-2 shows actuators classified by
energy type and some examples for each type. Again, thisis not a complete list,
but it does provide a reasonably comprehensive overview that highlights the
diversity of function and design of actuators.




Type Examples

Mechanical actuators Lever, screw jack, hand crank

Electrical actuators Thyristor, biopolar transistor, diode
Electromechanical actuators AC motor, DC motor, step motor
Electromagnetic actuators Electromagnet, linear solenoid
Hydraulic and pneumatic actuators Hydraulic cylinder, pneumatic cylinder,

piston, pressure control valves, air motors

Smart material actuators Shape memory alloy (SMA), ion exchange
fluid, magnetorestrictive material, bimetallic

{(includes thermal and magnetic actuators) g hEE
strip, piezoelectric bimorph

Micro- and nanoactuators Electrostatic motor, microvalve, comb drive

Table 3-2 Actuator Classification by Energy Type

Whereas sensors provide the information, actuators provide the action. The
most interesting use cases for 10T are those where sensors and actuators work
together inanintelligent, strategic, and complementary fashion. This powerful
combi nati on can be used to sol ve everyday problems by simply elevating the
data that sensors provide to actionabl e insight that can be acted on by work-
produci ng actuators.

We can build on the precision agriculture exampl e from the previous section to
demonstrate how actuators can compl ement and enhance a sensor-only
solution. For example, the smart sensors used to eval uate soil quality (by
measuring a variety of soil, temperature, and plant characteristics) can be
connected with electrically or pneumatically controll ed val ve actuators that
control water, pesticides, fertilizers, herbicides, and so on. Intelligently
triggering a high-precision actuator based on well-defined sensor readings of
temperature, pH, soil/air humidity, nutrient levels, and so onto deliver a highly
optimized and custom environment-specific solutionis truly smart farming.

Micro-Electro-M echanical Syssems (MEM S)

One of the most i nteresting advances in sensor and actuator technologiesisin
how they are packaged and deployed. Micro-el ectro-mechanical systems
(MEMYS), sometimes simply referred to as micro-machines, can integrate and
combine electric and mechanical elements, such as sensors and actuators, on a
very small (millimeter or less) scale. One of the keys to this technology is a



mi crofabrication technique that is similar to what is used for microel ectronic
integrated circuits. This approach allows mass production at very low costs.
The combination of tiny size, low cost, and the ability to mass produce makes
MEMS an attractive option for a huge number of 0T applications.

MEMS devices have already been widely used in a variety of different
applications and can be found in very familiar everyday devices. For example,
inkjet printers use mcropump MEMS. Smart phones also use MEMS

technol ogies for things like accel erometers and gyroscopes. Infact,
automobiles were among the first to commercially introduce MEMS into the
mass market, with airbag accel erometers.

Figure 3-6 shows atorsional ratcheting actuator (TRA) that was devel oped by
Sandia National Laboratory as alow-voltage alternative to a micro-engine.

00041 651945 011 20KV X

Figure 3-6 Torsional Ratcheting Actuator (TRA) MEMS (Courtesy Sandia
National Laboratories, SUMMITE Technol ogies, www.sandia.gov/mstc.)

As Figure 3-6 shows, this MEMS is only afew hundred micrometers across; a
scanning el ectron microscope is needed to show the level of detail visiblein
the figure. Micro-scal e sensors and actuators are immensely embeddable in
everyday objects, whichis a defining characteristic of 10T. For this reason, it
Is expected that 10T will trigger significant advances in MEMS technol ogy, and



manufacturing and will make them pervasive across all industries and verticals
as they become broadly commercialized.

Smart Objects

Smart objects are, quite simply, the building blocks of 10T. They are what
transform everyday objects into a network of intelligent objects that are able to
learn from and interact with their environment in a meaningful way. It can@ be
stressed enough that the real power of smart objectsinloT comes from being
networked together rather than being isolated as standal one objects. This
ability to communicate over a network has a multiplicative effect and allows
for very sophisticated correlation and i nteracti on between disparate smart
objects. For instance, recall the smart farming sensors described previously. If
a sensor is a standal one device that simply measures the humidity of the soil, it
Isinteresting and useful, but it isnG revol utionary. If that same sensor is
connected as part of an intelligent network that is able to coordinate
intelligently with actuators to trigger irrigation systems as needed based on
those sensor readings, we have something far more powerful. Extending that
even further, imagine that the coordinated sensor/actuator set isintelligently

i nterconnected with other sensor/actuator sets to further coordinate
fertilization, pest control, and so ond and even communi cate with an
intelligent backend to calculate crop yield potential. This now starts to look
like a compl ete system that begins to unlock the power of 10T and provides the
intel li gent automati on we have come to expect from such a revol utionary
technol ogy.

Smart Objects: A Definition

Historically, the definition of a smart object has been a bit nebul ous because of
the different interpretati ons of the term by varying sources. To add to the
overall confusion, the term smart obj ect, despite some semantic differences, is
often used i nterchangeably with terms such as smart sensor, smart device, 10T
device, intelligent device, thing, smart thing, intelligent node, intelligent thing,
ubi quitous thing, and intelligent product. In order to clarify some of this
confusion, we provide here the definition of smart object asweuseitinthis
book. A smart object, as described throughout this book, is a device that has, at
a minimum, the following four defining characteristics (see Figure 3-7):

m Processing unit: A smart object has some type of processing unit for



acquiring data, processing and anal yzi ng sensing i nformation received by
the sensor(s), coordinating control signals to any actuators, and
controlling a variety of functions on the smart object, including the
communi cation and power systems. The specific type of processing unit
that is used can vary greatly, depending on the specific processing needs
of different applications. The most common is a microcontroller because
of its small form factor, flexibility, programming simplicity, ubiquity,

low power consumption, and low cost.

m Sensor(s) and/or actuator(s): A smart object is capable of interacting
with the physical world through sensors and actuators. As described in
the previous sections, a sensor |earns and measures its environmern,
whereas an actuator is able to produce some change in the physical
world. A smart object does not need to contai n both sensors and
actuators. Infact, a smart object can contain one or multiple sensors
and/or actuators, depending upon the application.

m Communication device: The communication unit is responsible for
connecting a smart object with other smart objects and the outside world
(viathe network). Communication devices for smart objects can be
either wired or wireless. Overwhelmingly, inloT networks smart
objects are wirelessly interconnected for a number of reasons, including
cost, limited infrastructure availability, and ease of deployment. There
are myriad different communication protocol s for smart objects. Infact,
much of this book is dedicated to how smart objects communi cate within
an loT network, especially Chapter 4, iiConnecting Smart Obj ects,0
Chapter 5, filP as the 0T Network Layer,0 and Chapter 6, fiApplication
Protocols for 10T.0 Thus, this chapter provides only a high-level
overview and refers to those other chapters for a more detailed treatment
of the subject metter.

m Power source: Smart objects have components that need to be powered.
Interestingly, the most significant power consumption usually comes from
the communi cation unit of a smart object. As with the other three smart
obj ect building blocks, the power requirements also vary greatly from
application to application. Typically, smart objects are limited in power,
are deployed for avery long time, and are not easily accessible. This
combi nation, especially when the smart object relies on battery power,
implies that power efficiency, judicious power management, sleep




modes, ultra-low power consumption hardware, and so on are critical
design elements. For long-term depl oyments where smart objects are, for
all practical purposes, inaccessible, power is commonly obtained from
scavenger sources (solar, piezoelectric, and so on) or isobtained ina
hybridized manner, al so tapping into infrastructure power.

Sensor

That can measure physical data
(temperature, vibration, pollution...)

Actuator
Capable of performing a task
(change traffic lights, rotate a mirror...)
Tiny Low Cost Computer
Embedded into objects to make them smart
Can be organized into networks

Communication Device
Receives instructions, sends or routes data
Self organizing into networks

Power Source
Scavenger (solar/wind), battery, mains

Figure 3-7 Characteristics of a Smart Object

Trendsin Smart Objects

Asthisdefinitionreveals, it is perhaps variability thet is the key characteristic
of smart objects. They vary wildly in function, technical requirements, form
factor, deployment conditions, and so on. Neverthel ess, there are certain
Important macro trends that we can infer from recent and planned future smart



obj ect deployments. Of course, these do not apply to all smart objects because
there will always be application-dependent variability, but these are broad
generalizations and trends impacting |0T:

m Size isdecreasing: Asdiscussed earlier, inreference to MEMS, there
isaclear trend of ever-decreasing size. Some smart objects are so small
they are not even visible to the naked eye. This reduced si ze makes smart
objects easier to embed in everyday objects.

m Power consumption is decreasing: The different hardware components
of a smart object continually consume less power. Thisis especially true
for sensors, many of which are compl etely passive. Some battery-
powered sensors last 10 or more years without battery replacement.

m Processing power isincreasing: Processors are continually getting
more powerful and smaller. Thisis a key advancement for smart objects,
as they become increasingly complex and connected.

m Communication capabilities are improving: [t& no big surprise that
wirel ess speeds are continual ly increasing, but they are al so increasing
inrange. |oT is driving the devel opment of more and more specialized
communi cation protocol s covering a greater diversity of use cases and
environments.

m Communication is being increasingly standardized: Thereis astrong
push in the industry to devel op open standards for |0T communication
protocols. In addition, there are more and more open source efforts to
advance |oT.

These trends in smart objects begin to paint a picture of increasingly
sophisticated devices that are able to performincreasingly complex tasks with
greater efficiency. A key enabler of this paradigmis improved communication
between interconnected smart obj ects within a system and between that system
and external entities (for example, edge compute, cloud). The power of loT is
truly unlocked when smart objects are networked together in sensor/actuator
networks.

Sensor Networks

A sensor/actuator network (SANET), as the name suggests, is a network of
sensors that sense and measure their environment and/or actuators that act on
their environment. The sensors and/or actuatorsina SANET are capabl e of



communi cating and cooperating in a productive manner. Effective and well-
coordinated communi cation and cooperation is a prominent challenge,
primarily because the sensors and actuators in SANETs are diverse,
heterogeneous, and resource-constrai ned.

SANETSs offer highly coordinated sensing and actuati on capabilities. Smart
homes are a type of SANET that display this coordinati on between distributed
sensors and actuators. For example, smart homes can have temperature sensors
that are strategically networked with heating, ventilation, and air-conditioning
(HVAC) actuators. When a sensor detects a specified temperature, this can
trigger an actuator to take action and heat or cool the home as needed.

Whil e such networks can theoretically be connected inawired or wireless
fashion, the fact that SANETSs are typically found in the fireal worldo means
that they need an extreme level of deployment flexibility. For example, smart
home temperature sensors need to be expertly located in strategic | ocations
throughout the home, including at HVAC entry and exit points.

The following are some advantages and di sadvantages that a wirel ess-based
sol ution offers:

m Advantages.

m Greater deployment flexibility (especially in extreme environments or

hard-to-reach places)

m Simpler scaling to alarge number of nodes

m Lower implementation costs

m Easier long-term mai ntenance

m Effortless introduction of new sensor/actuator nodes

m Better equipped to handle dynamic/rapid topol ogy changes
m Disadvantages.

m Potentially less secure (for example, hijacked access points)

m Typically lower transmission speeds

m Greater level of impact/influence by environment

Not only does wireless allow much greater flexibility, butitisalso an
increasingly inexpensive and reliabl e technol ogy across a very wide spectrum
of conditionsd even extremely harsh ones. These characteristics are the key
reason that wireless SANETS are the ubiquitous networking technol ogy for IoT.




Note

From a terminol ogy perspective, wireless SANETs are typically
referred to as wireless sensor and actuator networks (WSANS).
Because many 10T deployments are overwhelmingly sensors,
WSANSs are al so often interchangeably referred to as wireless
sensor networks (WSNS). In this book, we commonly refer to
WSANSs as WSNs, with the understanding that actuators are often
part of the wirel ess network.

Wireless Sensor Networks (WSNS)

Wirel ess sensor networks are made up of wirelessly connected smart objects,
which are sometimes referred to as motes. The fact that thereis no
infrastructure to consider with WSNs is surely a powerful advantage for
flexible deployments, but there are a variety of design constraints to consider
with these wirelessly connected smart objects. Figure 3-8 illustrates some of
these assumptions and constraints usually involved in WSNSs.
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Figure 3-8 Design Constraints for Wireless Smart Objects
The following are some of the most significant limitations of the smart objects
in WSNs:
m Limited processing power
m Limited memory
m Lossy communication



m Limited transmi ssion speeds

m Limited power
These limitations greatly i nfluence how WSNs are designed, deployed, and
utilized. The fact that individual sensor nodes are typically so limitedisa
reason that they are often deployed in very large numbers. As the cost of sensor
nodes conti nues to decline, the ability to deploy highly redundant sensors
becomes increasingly feasible. Because many sensors are very inexpensive
and correspondingly inaccurate, the ability to deploy smart objects redundantly
allows for increased accuracy.

Note

Smart objects with limited processing, memory, power, and so on
are often referred to as constrai ned nodes. Constrained nodes are
discussed in more detail in Chapter 5.

Such large numbers of sensors permit the introduction of hierarchies of smart
objects. Such a hierarchy provides, among other organi zational advantages, the
ability to aggregate similar sensor readings from sensor nodes that are in close
proxi mity to each other. Figure 3-9 shows an exampl e of such a data
aggregation functionin a WSN where temperature readings fromalogical
grouping of temperature sensors are aggregated as an average temperature
reading.
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Figure 3-9 Data Aggregationin Wireless Sensor Networks

These data aggregati on techniques are hel pful in reducing the amount of overall
traffic (and energy) in WSNs with very large numbers of deployed smart
objects. This data aggregation at the network edges is where fog and mist
computing, discussed in Chapter 2, floT Network Architecture and Design,0
are critical 10T architectural elements needed to deliver the scale and
performance required by so many 10T use cases. While there are certain
Instances in which sensors continuously stream their measurement data, thisis




typically not the case. Wirelessly connected smart objects generally have one
of the following two communi cation patterns:

m Event-driven: Transmission of sensory informationis triggered only
when a smart object detects a particular event or predetermined
threshol d.

m Periodic: Transmission of sensory information occurs only at periodic
intervals.

The decision of which of these communication schemes i s used depends
greatly on the specific application. For example, in some medical use cases,
sensors periodically send postoperative vital's, such as temperature or blood
pressure readings. In other medical use cases, the same blood pressure or
temperature readings are triggered to be sent only when certain critically low
or high readings are measured.

As WSNSs grow to very large numbers of smart objects, there is atrend toward
ever-increasing level s of autonomy. For example, manual configuration of
potentially thousands of smart objects isimpractical and unwieldy, so smart
objectsinaWSN are typically self-configuring or automated by an 10T
management platformin the background. Likewise, additional levels of
autonomous functions are required to establi sh cohesive communi cation among
the mul ti tudi nous nodes of large-scale WSNs that are often ad hoc deployments
with no regard for uniform node distribution and/or density. For example, there
is anincreasing trend toward fismart dusto applications, inwhich very small
sensor nodes (that is, MEMYS) are scattered over a geographic area to detect
vibrations, temperature, humidity, and so on. This technology has practically
limitless capabilities, such as military (for example, detecting enemy troop
movement), environmental (for example, detecting earthquakes or forest fires),
and industrial (for example, detecting manufacturing anomalies, asset tracking).
Some level of self-organizationis required for networking the scads of

wirel ess smart objects such that these nodes autonomously come together to
formatrue network with a common purpose. This capability to self-organizeis
able to adapt and evolve the | ogical topology of a WSN to optimize

communi cation (among nodes as well as to centralized wirel ess controllers),
simplify the introduction of new smart objects, and improve reliability and
access to services.

Additional advantages of being able to deploy large numbers of wireless low-
cost smart objects are the inherent ability to provide fault tolerance, reliability,



and the capability to extend the life of a WSN, especially in scenarios where
the smart objects have limited battery life. Autonomous techniques, such as
self-healing, self-protection, and self-opti mi zation, are often employed to
perform these functions on behalf of an overall WSN system. |oT applications
are often mission critical, and in large-scale WSNs, the overall system can&
fail if the environment suddenly changes, wireless communicationis
temporarily lost, or alimited number of nodes run out of battery power or
function improperly.

Communication Protocols for Wirel ess Sensor
Networks

There are literally thousands of different types of sensors and actuators. To
further complicate matters, WSNs are becoming increasingly heterogeneous,
with more sophisticated interactions. This heterogeneity is manifested ina
variety of ways. For instance, WSNSs are seeing transitions from homogenous
wirel ess networks made up of mostly a single type of sensor to networks made
up of multiple types of sensors that can even be a hybridized mix of many
cheap sensors with afew expensive ones used for very specific high-precision
functions. WSNs are al so evolving from single-purpose networks to more
flexible multi purpose networks that can use specific sensor types for multiple
different applications at any given time. Imagine a WSN that has multiple types
of sensors, and one of those types is a temperature sensor that can be flexibly
used concurrently for environmental applications, weather applications, and
smart farming applications.

Coordinated communi cati on with sophi sti cated i nteractions by constrai ned
devices within such a heterogeneous environment is quite a challenge. The
protocol s governing the communi cation for WSNs must deal with the inherent
defining characteristics of WSNs and the constrai ned devices within them. For
Instance, any communi cation protocol must be able to scale to a large number
of nodes. Likewise, when sel ecting a communi cation protocol, you must
carefully take into account the requirements of the specific application and
consider any trade-offs the communi cation protocol offers between power
consumpti on, maxi mum transmi ssion speed, range, tol erance for packet 10ss,
topol ogy optimization, security, and so on. The fact that WSNs are often
deployed outdoors in harsh and unpredi ctabl e environments adds yet another
variable to consider because obviously not all communication protocols are



designed to be equally rugged. In addition to the aforementi oned technical
capabilities, they must also enable, as needed, the overlay of autonomous
techniques (for exampl e, self-organi zati on, self-healing, self-configuration)
mentioned in the previous section.

Wirel ess sensor networks interact with their environment. Sensors often
produce | arge amounts of sensing and measurement data that needs to be
processed. This data can be processed locally by the nodes of a \WSN or
across zero or more hierarchical levelsinloT networks. (These hierarchical
levels are discussed indetail in Chapter 2.) Communication protocol s need to
facilitate routing and message handling for this data flow between sensor
nodes as well as from sensor nodes to optional gateways, edge compute, or
centralized cloud compute. I0T communi cation protocol s for WSNs thus
straddl e the entire protocol stack. Ultimately, they are used to provide a
platformfor avariety of loT smart services.

As with any other networking application, in order to interoperate in
multivendor environments, these communi cation protocol s must be
standardized. Thisisacritical dependency for 10T and one of the most
significant success factors. 10T is one of those rare technol ogies that i mpacts
all verticals and industries, which means standardizati on of communication
protocolsis acomplicated task, requiring protocol definition across multiple
layers of the stack, as well as a great deal of coordination across multiple
standards devel opment organi zations.

Recently there have been focused efforts to standardi ze communi cation
protocols for 10T, but, as with the adoption of any significant technol ogy
movement, there has been some market fragmentation. While there isnd a
single protocol solution, there is beginning to be some clear market
convergence around several key communi cation protocol s. We do not spend
time here discussing these specific protocol s and their detailed operation
because |arge chunks of this book are specifically dedicated to such
discussion, including Chapters 4, 5, and 6.

Summary

Wirel ess sensor and actuator networks are a unique computing platform that
can be highly distributed and depl oyed in unigque environments where
traditional computing platforms are not typically found. This offers unique
advantages and opportunities to interact with and i nfl uence those environments.



Thisisthe basis of 10T, and it opens up aworld of possibility, embedding
sensors and/or actuators in everyday objects and networking themto enable
sophisticated and well-coordinated automations that improves and simplifies
our lives.

This chapter introduces the fithingso that are the building blocks of 10T. It
includes descriptions and practical examples of sensors and how they are able
to measure their environment. It provides the same sort of discussion for
actuators, which use environmental sensing information in a complementary
way to act ontheir surroundings. This chapter aso highlights recent
manufacturing trends (such as MEMYS) toward making sensors and actuators
ever smaller and more embeddabl e in everyday objects. This chapter also
covers smart objects, which are typically highly constrained devices with
sensor(s) and/or actuator(s) along with very limited power, transmission, and
compute capabilities.

As discussed inthis chapter, we unlock the power of 10T by networking smart
objects. Sensor and actuator networks (SANETS) are discussed, with
particular attention and detail given to the overwhel mingly ubiquitous use case
of wireless sensor networks (WSNSs). The last topic discussed in this chapter
IS communi cati on protocol s for WSANS, which sets you up for the next
chapter, on connecting smart objects.



Chapter 4. Connecting Smart Objects

loT devices and sensors must be connected to the network for their datato be
utilized. In addition to the wide range of sensors, actuators, and smart objects
that make up 10T, there are also a number of different protocols used to connect
them. This chapter takes alook at the characteristics and communi cations
criteriathat are important for the technologies that smart objects employ for
their connectivity, along with a deeper dive into some of the major

technol ogi es bei ng depl oyed today.

Two main sections divide this chapter. The first main section,

ACommuni cations Criteria,0 describes the characteristics and attri butes you
should consider when sel ecting and dealing with connecting smart objects. The
various technol ogies used for connecting sensors can differ greatly depending
on the criteria used to anal yze them. The following subsections ook closely at
these criteria:

m Range: This section examines the importance of signal propagation and
distance.

m Frequency Bands: This section describes licensed and unlicensed
spectrum, including sub-GHz frequencies.

m Power Consumption: This section discusses the considerations
required for devices connected to a stable power source compared to
those that are battery powered.

m Topology: This section highlights the various layouts that may be
supported for connecting multi ple smart objects.

m Constrained Devices: This section details the limitations of certain
smart obj ects from a connectivity perspective.

m Constrained-Node Networks: This section highlights the challenges
that are often encountered with networks connecting smart obj ects.

The second main section of this chapter, AloT Access Technol ogies,0 provides
an in-depth ook at some of the technol ogies that are considered when

connecti ng smart objects. Currently, the number of technol ogies connecting
smart objects is quite extensive, but you should expect consolidation, with
certain protocol s eventually winning out over othersinthe various loT market




segments. This section intentionally limits the discussion of technol ogies for
connecting sensors to the ones that seem to be most promising going forward in
the 10T marketplace. Other technol ogies are mentioned in context when
applicable. The following subsections cover technol ogies for connecting smart
obj ects:

m |EEE 802.15.4: This section highlights IEEE 802.15.4, an older but
foundational wireless protocol for connecting smart objects.

m |EEE 802.15.4g and |EEE 802.15.4e: This section discusses
improvements to 802.15.4 that are targeted to utilities and smart cities
depl oyments.

m |[EEE 1901.2a: This section discusses |[EEE 1901.2a, whichisa
technol ogy for connecting smart objects over power lines.

m |EEE 802.11ah: This section discusses IEEE 802.11ah, a technol ogy
built on the well-known 802.11 Wi-Fi standards that is specifically for
smart obj ects.

m LoRaWAN: This section discusses LoRaWAN, a scal abl e technol ogy
designed for longer distances with low power requirements inthe
unlicensed spectrum.

m NB-loT and Other LTE Variations: This section discusses NB-loT
and other LTE variations, which are often the choi ce of mobile service
providers looking to connect smart objects over longer distances inthe
licensed spectrum.

This chapter covers quite a few fundamental 10T technologies and is critical
for truly understanding how smart obj ects handle data transport to and from the
network. We encourage you to pay special attention to the protocol s and
technol ogi es di scussed here because they are applied and referenced in many
of the other chapters of this book.

Communications Criteria

Inthe world of connecting fithings,0 a large number of wired and wireless
access technologies are available or under devel opment. Before reviewing
some of these access technologies, it isimportant to talk about the criteriato
use in eval uating them for various use cases and system sol utions.

Wireless communicationis prevalent in the world of smart object connectivity,
mainly because it eases deployment and allows smart objects to be mobile,



changi ng locati on without | osing connectivity. The foll owing sections take this
Into account as they discuss various criteria. In addition, wired connectivity
considerations are menti oned when applicable.

Range

How far does the signal need to be propagated? That is, what will be the area
of coverage for a selected wirel ess technol ogy? Should indoor versus outdoor
depl oyments be differenti ated? \Very often, these are the first questions asked
when discussing wired and wirel ess access technol ogies. The simplest
approach to answering these types of questions is to categorize these

technol ogies as shown in Figure 4-1, breaking them down into the following

ranges:

@ @ @ Long Range

802.15.4
gle

éelcyhﬁ Short Range

Fiéure 4-1 Wireless Access Landscape

Note

Figure 4-1 focuses onthe loT technologies discussed inthis
chapter. To avoid adding too much confusion by tal king about all
of the multitude of I0T technologies in the market today, this
chapter discusses only the ones that appear to have the strongest
foothol d.

m Short range: The classical wired exampleisaseria cable. Wireless



short-range technol ogies are often considered as an alternative to a serial
cable, supporting tens of meters of maxi mum distance between two
devices. Exampl es of short-range wirel ess technologies are IEEE
802.15.1 Bluetooth and IEEE 802.15.7 Visible Light Communi cations
(VLC). These short-range communi cation methods are found inonly a
minority of 10T installations. In some cases, they are not mature enough
for production depl oyment. For more i nformeation on these IEEE

exampl es, see hitp://standards.i eee.org/about/get/802/802.15.htm .

m Mediumrange: Thisrangeisthe main category of 0T access
technol ogies. In the range of tens to hundreds of meters, many
specifications and i mpl ementati ons are avail able. The maxi mum distance
is generally less than 1 mile between two devices, athough RF
technol ogies do not have real maxi mum di stances defined, as long as the
radio signal is transmitted and received in the scope of the applicable
specification. Examples of medium-range wirel ess technol ogies include
|EEE 802.11 Wi-Fi, IEEE 802.15.4, and 802.15.4g WPAN. Wired
technol ogies such as IEEE 802.3 Ethernet and IEEE 1901.2 Narrowband
Power Line Communications (PLC) may also be classified as medium
range, depending ontheir physical media characteristics. (All the
medi um-range protocol s just mentioned are covered in more detail |ater
inthis chapter.)

m Long range: Distances greater than 1 mile between two devices require
|ong-range technol ogies. Wireless examples are cellular (2G, 3G, 4G)
and some applications of outdoor IEEE 802.11 Wi-Fi and Low-Power
Wide-Area (LPWA) technologies. LPWA communi cations have the
ability to communicate over alarge area without consuming much power.
These technol ogies are therefore ideal for battery-powered 0T sensors.
(LPWA and the other examples just mentioned are discussed in more
detail later inthis chapter.) Found mainly inindustrial networks, IEEE
802.3 over optical fiber and IEEE 1901 Broadband Power Line
Communications are classified as long range but are not really
considered 0T access technol ogies. For more i nformati on on these
standards, see
http://standards.i eee.org/about/get/802/802.3.html andhttps: //standards.i e
2010.html .

For wirel ess depl oyments, the maximum coverage, as expressed in




specifications or product descriptions, is often derived from optimal estimated
conditions. Inthe real world, you should perform proper radio planning using
the appropriate tools, followed by a field radio survey to better understand the
actual conditions over agiven area. You al so need to consider environmental
factors, such as interference and noise, and specific product characteristics
such as antenna design and transmit power. Finally, you should be aware of
potential |andscape and topol ogy changes in the field, such as new buildings,
that may interfere with signal transmission.

Frequency Bands

Radio spectrumis regulated by countries and/or organizations, such as the
International Telecommuni cation Union (ITU) and the Federal Communi cations
Commission (FCC). These groups define the regul ations and transmission
requirements for various frequency bands. For example, portions of the
spectrum are all ocated to types of tel ecommuni cations such as radio,
television, military, and so on.

Around the world, the spectrum for various communi cations uses is often
viewed as acritical resource. For example, you can see the val ue of these
frequencies by examining the cost that mobile operators pay for licensesin the
cellular spectrum.

Focusing on loT access technol ogies, the frequency bands leveraged by
wireless communications are split between licensed and unlicensed bands.
Licensed spectrumis generally applicable to 10T long-range access

technol ogies and all ocated to communi cati ons i nfrastructures depl oyed by
services providers, public services (for example, first responders, military),
broadcasters, and utilities.

Animportant consideration for 10T access infrastructures that wish to utilize
licensed spectrumis that users must subscribe to services when connecting
their 10T devices. This adds more complexity to a deployment involving large
numbers of sensors and other 10T devices, but in exchange for the subscription
fee, the network operator can guarantee the exclusivity of the frequency usage
over the target area and can therefore sell a better guarantee of service.

Improvements have been made in handling the complexity that is inherent when
deploying large numbers of devices in the licensed spectrum. Thanks to the
development of 10T platforms, such as the Cisco Jasper Control Center,
automati ng the provisioning, depl oyment, and management of |arge numbers of



devices has become much easier. Examples of licensed spectrum commonly
used for 10T access are cellular, WIMAX, and Narrowband [oT (NB-10T)
technol ogies.

Note

Exceptions exist in the licensed spectrum. For exampl e, the
Digital Enhanced Cordless Telecommunications (DECT) wireless
technol ogy operates in licensed bands centered on 1.9 GHz, but
no royalty fees apply. Therefore, DECT Ultra Low Energy (ULE)
Is defined as an loT wireless communi cation standard in the
licensed spectrum, but it does not require a service provider.

The ITU has also defined unlicensed spectrum for the industrial, scientific, and
medical (ISM) portions of the radio bands. These frequencies are used in many
communi cati ons technol ogi es for short-range devices (SRDs). Unlicensed
means that no guarantees or protections are offered in the ISM bands for
device communications. For |0T access, these are the most well-known ISM
bands:

m 2.4 GHz band as used by IEEE 802.11b/g/n Wi-Fi

m |[EEE 802.15.1 Bluetooth

m |[EEE 802.15.4 WPAN

Note

The low range of IEEE 802.15.1 Bluetooth limits its usefulness in
most 10T deployments.

An unlicensed band, such as those in the ISM range of frequencies, is not
unregul ated. National and regional regul ations exist for each of the all ocated
frequency bands (much as with the licensed bands). These regul ations mandate
device compliance on parameters such as transmit power, duty cycle and dwell
time, channel bandwidth, and channel hopping.

Unlicensed spectrumis usually simpler to deploy than licensed because it does
not require a service provider. However, it can suffer from more interference
because other devices may be competing for the same frequency in a specific
area. This becomes akey element in decisions for 10T deployments. Should an



loT infrastructure utilize unlicensed spectrum available for private networks or
licensed frequencies that are dependent on a service provider? Various LPWA
technol ogi es are taking on a greater importance when it comes to answering
thi s question. In addition to meeting low power requirements, LPWA

communi cations are abl e to cover long distances that in the past required the
licensed bands offered by service providers for cellular devices.

Some communi cati ons within the ISM bands operate in the sub-GHz range.
Sub-GHz bands are used by protocol s such as IEEE 802.15.4, 802.15.4¢g, and
802.11ah, and LPWA technol ogi es such as LoRa and Sigfox. (All these
technol ogies are discussed in more detail later in this chapter.)

The frequency of transmission directly impacts how a signal propagates and its
practical maximum range. (Range and its importance to 10T access are
discussed earlier inthis chapter.) Either for indoor or outdoor deployments,
the sub-GHz frequency bands allow greater distances between devices. These
bands have a better ability than the 2.4 GHz ISM band to penetrate building
infrastructures or go around obstacl es, while keeping the transmit power
within regul ation.

The disadvantage of sub-GHz frequency bands is their lower rate of data
delivery compared to higher frequencies. However, most I0T sensors do not
need to send data at high rates. Therefore, the lower transmi ssion speeds of
sub-GHz technol ogies are usually not a concern for 10T sensor depl oyments.

For example, in most European countries, the 169 MHz band is often
considered best suited for wireless water and gas metering applications. This
IS due to its good deep building basement signal penetration. In addition, the
low data rate of this frequency matches the low volume of data that needs to be
transmitted.

Several sub-GHz ranges have been defined in the ISM band. The most well-
known ranges are centered on 169 MHz, 433 MHz, 868 MHz, and 915 MHz.
However, most 0T access technol ogies tend to focus on the two sub-GHz
frequency regions around 868 MHz and 915 MHz. These main bands are
commonly found throughout the world and are applicable to nearly all
countries.

Note

Countries may al so specify other unlicensed bands. For exampl e,
China has provisioned the 7791 787 MHz spectrum as documented



inthe LoRaAWAN 1.0 specifications and |EEE 802.15.4g standard.

The European Conference of Postal and Tel ecommuni cations Administrations
(CEPT), inthe European Radi ocommuni cations Committee (ERC)
Recommendation 70-03, defines the 868 MHz frequency band. CEPT was
established in 1959 as a coordinating body for European state

tel ecommuni cati ons and postal organi zations. European countries generally
apply Recommendation 70-03 to their national tel ecommuni cations regul ations,
but the 868 MHz definitionis also applicable to regions and countries outside
Europe. For example, India, the Middle East, Africa, and Russia have adopted
the CEPT definitions, some of them making minor revisions. Recommendati on
70-03 mostly characterizes the use of the 863i 870 MHz band, the allowed
transmit power, or EIRP (effective isotropic radiated power), and duty cycle
(that is, the percentage of time a device can be active intransmission). EIRPis
the amount of power that an antenna would emit to produce the peak power
density observed in the direction of maxi mum antenna gain. The 868 MHz band
Is applicable to 10T access technol ogies such as |IEEE 802.15.4 and 802.15.4g,
802.11ah, and LoRaWAN. (These protocols are covered later in this chapter.)

Note

In the latest version of ERC Recommendation 70-03 (from May
2015), CEPT introduced the new frequency band 8701 876 MHz.
Thisband isrelevant to 10T wireless access sol utions. However,
its adoptioninlocal country regulationsis still an ongoing
process. This new band is referenced inthe IEEE 802.15.4v draft
and the Wi-SUN 1.0 regional PHY layer parameters. (Wi-SUN
1.0 is discussed later in this chapter.)

Centered on 915 MHz, the 902i 928 MHz frequency band is the main
unlicensed sub-GHz band available in North America, and it conforms to FCC
regul ations (FCC-Part-15.247). Countries around the world that do not align
on the CEPT ERC 70-03 recommendation generally endorse the use of the
9021 928 MHz range or a subset of it intheir national regulations. For example,
Brazilian regulator ANATEL defines the use of 902i 907.5 and 915i 928 MHz
ranges (ANATEL506), the Japanese regulator ARIB provisions the 9201 928
MHz range (ARIB-T108), and in Australia, ACMA provides recommendati ons



for the 9151 928 MHz range. As mentioned previously, even though these bands
are unlicensed, they are regul ated. The regul ators document parameters, such
as channel bandwidth, channel hopping, transmit power or EIRP, and dwell
time.

In summary, you should take into account the frequencies and corresponding
regul ations of a country when implementing or deploying lIoT smart objects.
Smart objects running over unlicensed bands can be easily optimized interms
of hardware supporting the two main worldwide sub-GHz frequencies, 868
MHz and 915 MHz. However, parameters such as transmit power, antennas,
and EIRP must be properly designed to follow the settings required by each
countryGs regul ati ons.

Power Consumption

While the definition of 10T deviceisvery broad, thereis aclear delineation
between powered nodes and battery-powered nodes. A powered node has a
direct connection to a power source, and communi cations are usual ly not
limited by power consumption criteria. However, ease of deployment of
powered nodes is limited by the availability of a power source, which makes
mobility more complex.

Battery-powered nodes bring much more flexibility to 10T devices. These
nodes are often classified by the required lifetimes of their batteries. Does a
node need 10 to 15 years of battery life, such as on water or gas meters? Or is
a 5- to 7-year battery life sufficient for devices such as smart parking sensors?
Their batteries can be changed or the devices replaced when a street gets
resurfaced. For devices under regular mai ntenance, a battery life of 2to 3
yearsis an option.

loT wireless access technol ogi es must address the needs of low power
consumption and connectivity for battery-powered nodes. This has led to the
evolution of a new wireless environment known as Low-Power Wide-Area
(LPWA). Obviously, it is possible to run just about any wirel ess technol ogy on
batteries. However, inreality, no operational deployment will be acceptable if
hundreds of batteries must be changed every month.

Wired |oT access technol ogies consisting of powered nodes are not exempt
from power optimization. In the case of deployment of smart meters over PLC,
the radio interface on meters cand consume 5 to 10 watts of power, or thiswill
add up to a 20-million-meter deployment consuming 100 to 200 megawatts of



energy for communi cations.

Topol ogy

Among the access technol ogies available for connecting 10T devices, three
mai n topol ogy schemes are dominant: star, mesh, and peer-to-peer. For long-
range and short-range technol ogi es, a star topology is prevalent, as seenwith
cellular, LPWA, and Bluetooth networks. Star topologies utilize asingle
central base station or controller to allow communi cations with endpoints.

For medium-range technol ogies, a star, peer-to-peer, or mesh topology is
common, as shown in Figure 4-2. Peer-to-peer topol ogies allow any device to
communi cate with any other device as long as they are in range of each other.
Obviously, peer-to-peer topologies rely on multiple full-function devices.
Peer-to-peer topol ogies enable more compl ex formeati ons, such as a mesh
networking topol ogy.

Star Topology

Mesh Topology

Peer-to-Peer _ |
Topology @ Full Function Device
Reduced Function Device

Figure 4-2 Star, Peer-to-Peer, and Mesh Topol ogies

For example, indoor Wi-Fi deployments are mostly a set of nodes forming a
star topology around their access points (APs). Meanwhile, outdoor Wi-Fi may
consist of a mesh topology for the backbone of APs, with nodes connecting to
the APsinastar topology. Similarly, IEEE 802.15.4 and 802.15.4g and even



wired IEEE 1901.2a PLC are generally deployed as a mesh topol ogy. A mesh
topol ogy hel ps cope with low transmit power, searching to reach a greater
overall distance, and coverage by having intermediate nodes relaying traffic
for other nodes.

Mesh topol ogy requires the i mpl ementati on of a Layer 2 forwarding protocol
known as mesh-under or a Layer 3 forwarding protocol referred to as mesh-
over on each intermediate node. (See Chapter 5, flPas the 10T Network
Layer,0 for more information.) As discussed previously in Chapter 2, filoT
Network Architecture and Design,0 an intermediate node or full-function
device (FFD) is simply a node that i nterconnects other nodes. A node that
doesn& interconnect or relay the traffic of other nodes is known as aleaf node,
or reduced-function device (RFD). (More information on full-function and
reduced-function devicesis al so presented | ater inthis chapter.)

While well adapted to powered nodes, mesh topol ogy requires a properly

opti mized implementati on for battery-powered nodes. Battery-powered nodes
are often placed in a fisleep modeo to preserve battery life when not
transmitting. In the case of mesh topol ogy, either the battery-powered nodes act
as leaf nodes or as a filast resource patho to relay traffic when used as
intermediate nodes. Otherwise, battery lifetime is greatly shortened. For
battery-powered nodes, the topol ogy type and the rol e of the node inthe

topol ogy (for example, being an intermediate or |eaf node) are significant
factors for a successful implementati on.

Constrained Devices

The Internet Engineering Task Force (IETF) acknowledges in RFC 7228 that
different categories of 10T devices are deployed. While categorizing the class
of loT nodes is a perilous exercise, with computing, memory, storage, power,
and networking continuously evolving and improving, RFC 7228 gives some
definitions of constrained nodes. These definitions hel p differentiate

constrai ned nodes from unconstrai ned nodes, such as servers, desktop or

| aptop computers, and powerful mobile devices such as smart phones.

Constrained nodes have limited resources that impact their networking feature
set and capabilities. Therefore, some classes of 10T nodes do not i mplement an
|P stack. According to RFC 7228, constrained nodes can be broken down into
the classes defined in Table 4-1.



