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C om m and Syntax C onventions

The conventions used to present com m and syntax in this book are the sam e
conventions used in the IO S Com m and Reference. The Com m and Reference
describes these conventions as follow s:

 Boldface indicates com m ands and keyw ords that are entered literally as
show n. In actual configuration exam ples and output (not general
com m and syntax), boldface indicates com m ands that are m anually input
by the user (such as a show  com m and).
 Italic indicates argum ents for w hich you supply actual values.
 Vertical bars (|) separate alternative, m utually exclusive elem ents.
 Square brackets ([ ]) indicate an optional elem ent.
 Braces ({ }) indicate a required choice.
 Braces w ithin brackets ([{ }]) indicate a required choice w ithin an
optional elem ent.



Forew ord

G reetings from  the past. I am  w riting this forew ord in w hat is for you the
bygone technological era of February 2017. Back then (or now , to m e), m ost
cars still had hum an drivers. W e still needed traffic lights, and m ost of those
lights ran on tim ers, com pletely blind to the traffic on the streets. A s I w rite
this, m ost residential utility m eters are m echanical, and utility w orkers have to
w alk from  house to house to get readings. The vast m ajority of toasters canôt
tw eet.
I joined Cisco in 2013 and becam e the com panyôs Internet of Things leader in
2015. The scope and velocity of the technological change m y team  sees is
im m enseð so m uch so that book forew ords can have a short shelf life.
But w e can prepare for the changes and opportunities that are com ing at us. W e
w ill have to use different tools from  the ones w e used to build the current
Internet. W e need a rock-solid understanding of the fundam entals of the Internet
of Things: W here w e are today, the challenges w e face, and w here those
opportunities lie. Ciscoôs m ost know ledgeable engineers and top technical
talent w rote this book so w e could build tow ard this future together.
W here Things A re
I expect this book to be a useful tool for you, even if you donôt pick it up until
2020, w hen the num ber of ñInternet of Thingsò (if w e still call it that) devices
m ight have reached 50 billion, from  a paltry 6.4 billion in 2016. M anufacturing
plants w ill be sm arter and m ore efficient than theyôve ever been, thanks to their
capabilities to process, share, and react to sensor inform ation and other data.
Com plex m achines like cars w ill be com prehensively m etered, dow n to the
com ponent level, w ith their m assive data stream s fanning out into vast
analytics system s that serve life-safety, ecological, and financial servicesð
and even the m anufacturing plants that m ade them ð in real tim e. The things
w ill becom e so sm artð tractors, teacups, tape m easuresð that the product
com panies w ill be transform ed into services com panies.
It w ill have been the biggest technology transition the w orld has ever seen.
Currently, the netw orking protocols to collect and collate and analyze and
transm it that data are still evolvingð fast. W e have a robust and stable Internet,
but it w as built to connect people and general-purpose com puters, not billions



of highly specialized devices sending out constant stream s of m achine data.
O ur global netw ork is designed to m im ic point-to-point connectivity, and it is,
for the m ost part, neutral to the devices that connect to it and to the types of
data they are designed to send and receive. Currently, several com panies,
including Cisco, are com ing up w ith w ays to add a layer of m ediation betw een
the billions of devices com ing online and the data and analytical w arehouses
that w ill be the repositories of their data for business and other applications.
(W e call this layer ñthe edge,ò for now .)
Since a lot of the data and telem etry that devices create w ill need to be sent
w irelessly, w eôre also doing w hat w e can to im prove the reliability and speed
of data transfer, as w ell as to low er its latency and the pow er it takes to send
each bit. There are several em erging w ireless standards in this race. A nd in a
few  years, there w ill still be severalð because different types of devices and
applications w ill need different things from  their w ireless system s. Currently,
the m obile carriers are the big players that are being joined by the largest
consum ers of data services, like the energy and transportation com panies. The
next few  years are going to see a lot of com petition and innovation as old and
new  com panies com pete to be the transporters of all this inform ation.
W eôre also w orking to m ake sure that IoT devices them selves can strengthen
the security of the netw orks they use. Right now  (in your past), the netw ork
itself has very lim ited know ledge of w hat types of data it should be sending
and w hat it should not be. D evices can get hijacked to attack other devicesð or
the netw ork itself. By the tim e you read this, I am  confident that this security
problem  along w ith other IoT challenges, such as scalability and
interoperability issues, w ill be closer to getting solved. This book w ill help us
get there. It is an educational resource that captures the fundam entals of IoT in
a coherent and com prehensive m anner. IoT is poised to change our w orld, and
this book provides the necessary foundation for understanding and navigating
the shifting IoT landscape.
The A doption C urve
From  m y vantage point in 2017, itôs clear w e have a lot of w ork ahead of us to
m ake the Internet of Things into a fabric that all businesses can easily connect
to. Iôm  sure itôs going to get done, though. A nd soon. I know  this because w eôre
building the tools ourselves here at Cisco and because I talk all the tim e to
business leaders and entrepreneurs w ho are betting their com panies on IoT-
pow ered processes.



Building IoT solutions, keeping them  safe, m aking them  inexpensive and
m aintainable, and processing and profiting from  the data they generate are all
enorm ous opportunities. M y team ôs job is to m ake all these jobs easier for you,
and it all starts w ith educationð ours and yours.
ð  R ow an Trollope, SVP and G M  of IoT and A pplications G roups, Cisco



Introduction

A m ajor technology shift is happening in our w orld, and it is centered around
the Internet of Things (IoT). The IoT is all about connecting the unconnected.
M ost of the objects in our current w orld are not connected to a com puter
netw ork, but that paradigm  is rapidly changing. Previously unconnected objects
that are all around us are being provided w ith the ability to com m unicate w ith
other objects and people, w hich in turn drives new  services and efficiencies in
our daily lives. This is the basic prem ise behind IoT and illustrates w hy som e
theorize that it w ill be as transform ative as the Industrial Revolution.
W e, the authors of this book, have decades of com puter netw orking experience,
m uch of it focused on IoT and related technologies. O ur com bined experience
w ith IoT ranges from  early product deploym ents and testing, to netw ork design,
to im plem entation, training, and troubleshooting. This experience allow ed us to
take a pragm atic approach to w riting on this subject and distill the essential
elem ents that form  the foundation or fundam entals for this topic. This book
em bodies principal elem ents that you need for understanding IoT from  both a
technical perspective and an industry point of view .
This book leverages a three-part approach for teaching the fundam entals of
IoT. Part I provides a high-level overview  of IoT and w hat you need to know
from  a design perspective. Part II takes you through the technical building
blocks of IoT, including the pertinent technologies and protocols. Finally, Part
III steps you through com m on industry use cases so you can see how  IoT is
applied in the real w orld.
To successfully w ork in the IoT area, you m ust have a fundam ental
understanding of IoT principles and use cases. This book provides this
know ledge in a logical form at that m akes it not only a great general resource
for learning about IoT now  but also a handy reference for m ore specific IoT
questions you m ay have in the future.

W ho Should R ead This B ook?
This book w as w ritten for netw orking professionals looking for an
authoritative and com prehensive introduction to the topic of IoT. It is focused
on readers w ho have netw orking experience and are looking to m aster the



essential concepts and technologies behind IoT and how  they are applied,
resulting in basic proficiency. Therefore, readers should have a basic
understanding of com puter netw orking concepts and be fam iliar w ith basic
netw orking term inology. Readers m ay be advanced-level netw orking students
or hold titles or positions such as netw ork operator, adm inistrator, and
m anager; netw ork designer or architect; netw ork engineer; netw ork technician;
netw ork analyst or consultant; and netw ork database adm inistrator.

H ow  This B ook Is O rganized
Part I, ñIntroduction to IoTò
Part 1 helps you m ake sense of the IoT w ord. This w ord has often been
m isused and can cover m ultiple realities. This first part of the book helps you
understand w hat exactly IoT is and provides an overview  of the landscape of
sm art objects, from  those that control telescope m irrors w ith hundreds of
actions per seconds, to those that send rust inform ation once a m onth. This part
also show s you how  IoT netw orks are designed and constructed.

C hapter 1, ñW hat Is IoT?ò
This chapter provides an overview  of the history and beginnings of IoT. This
chapter also exam ines the convergence of operational technology (O T) and
inform ational technology (IT) and provides a reference m odel to position IoT
in the general netw ork landscape.

C hapter 2, ñIoT N etw ork A rchitecture and D esignò
M ultiple standards and industry organizations have defined specific
architectures for IoT, including ETSI/oneM 2M  and the IoT W orld Forum . This
chapter com pares those architectures and suggests a sim plified m odel that can
help you articulate the key functions of IoT w ithout the need for vertical-
specific elem ents. This chapter also guides you through the core IoT functional
stack and the data infrastructure stack.

Part II, ñEngineering IoT N etw orksò
O nce you understand the IoT landscape and the general principles of IoT
netw orks, Part II takes a deep dive into IoT netw ork engineering, from  sm art
objects and the netw ork that connects them  to applications, data analytics, and
security. This part covers in detail each layer of an IoT netw ork and exam ines
for each layer the protocols in place (those that have been there for a long tim e



and new  protocols that are gaining traction), use cases, and the different
architectures that define an efficient IoT solution.

C hapter 3, ñSm art O bjects: The óThingsô in IoTò
Sm art objects can be of m any types, from  things you w ear to things you install
in w alls, w indow s, bridges, trains, cars, or streetlights. This chapter guides
you through the different types of sm art objects, from  those that sim ply record
inform ation to those that are program m ed to perform  actions in response to
changes.

C hapter 4, ñC onnecting Sm art O bjectsò
O nce you deploy sm art objects, they need to connect to the netw ork. This
chapter guides you through the different elem ents you need to understand to
build a netw ork for IoT: connection technologies, such as 802.15.4, 802.15g,
802.15e 1901.2a, 802.11ah, LoRaW A N , N B-IoT, and other LTE variations;
w ireless bands and ranges; pow er considerations; and topologies.

C hapter 5, ñIP as the IoT N etw ork Layerò
Early IoT protocols did not rely on an O SI netw ork layer. This chapter show s
you how , as IoT netw orks now  include m illions of sensors, IP has becom e the
protocol of choice for netw ork connectivity. This chapter also details how  IP
w as optim ized, w ith enhancem ents like 6LoW PA N , 6TiSCH , and RPL, to
adapt to the low -pow er and lossy netw orks (LLN s) w here IoT usually
operates.

C hapter 6, ñA pplication Protocols for IoTò
Sm art objects need to com m unicate over the netw ork w ith applications to
report on environm ental readings or receive inform ation, configurations, and
instructions. This chapter guides you through the different com m on application
protocols, from  M Q TT, CoA P, and SCA D A to generic and w eb-based
protocols. This chapter also provides architecture recom m endations to
optim ize your IoT netw ork application and com m unication efficiency.

C hapter 7, ñD ata and A nalytics for IoTò
Som ew here in a data center or in the cloud, data com ing from  m illions of
sensors is analyzed and correlated w ith data com ing from  m illions of others.
Big data and m achine learning are keyw ords in this w orld. This chapter details
w hat big data is and how  m achine learning w orks, and it explains the tools



used to m ake intelligence of large am ount of data and to analyze in real tim e
netw ork flow s and stream s.

C hapter 8, ñSecuring IoTò
H acking an IoT sm art object can provide very deep access into your netw ork
and data. This chapter explains the security practices for IT and O T and details
how  security is applied to an IoT environm ent. This chapter also describes
tools to conduct a form al risk analysis on an IoT infrastructure.

Part III, ñIoT in Industryò
O nce you know  how  to architect an IoT netw ork, Part III helps you apply that
know ledge to key industries that IoT is revolutionizing. For each of the seven
verticals covered in this part, you w ill learn how  IoT can be used and w hat
IoT architecture is recom m ended to increase safety, operational efficiency, and
user experience.

C hapter 9, ñM anufacturingò
A ny gain in productivity can have a large im pact on m anufacturing, and IoT has
introduced a very disruptive change in this w orld. This chapter explains
connected m anufacturing and data processing for this environm ent, and it
details the architecture and com ponents of a converged factory, including IA CS
and CPw E. This chapter also exam ines the process autom ation protocols,
including EtherN et/IP, PRO FIN ET, and M odbus/TCP.

C hapter 10, ñO il and G asò
O il and gas are am ong the m ost critical resources used by m odern society. This
chapter show s how  IoT is m assively leveraged in this vertical to im prove
operational efficiency. This chapter also addresses the sensitive topic of O T
security and provides architectural recom m endations for IoT in the oil and gas
w orld.

C hapter 11, ñU tilitiesò
Utility com panies provide the services that run our cities, businesses, and
entire econom y. IoT in this vertical, and the ability to visualize and control
energy consum ption, is critical for the utility com panies and also for end users.
This chapter guides you through the G ridBlocks reference m odel, the
substation and control system s, and the FA N  G ridBlocks, to help you
understand the sm art grid and how  IoT is used in this vertical.



C hapter 12, ñSm art and C onnected C itiesò
Sm art and connected cities include street lighting, sm art parking, traffic
optim ization, w aste collection and m anagem ent, and sm art environm ent. These
various use cases are m ore and m ore being com bined into organized cityw ide
IoT solutions w here data and sm art objects serve m ultiple purposes. This
chapter discusses the various IoT solutions for sm art and connected cities.

C hapter 13, ñTransportationò
This chapter talks about roadw ays, rail, m ass transit, and fleet m anagem ent.
You w ill learn how  IoT is used to allow  for com m unication betw een vehicles
and the infrastructure through protocols like D SRC and W AVE and how  IoT
increases the efficiency and safety of the transportation infrastructure.

C hapter 14, ñM iningò
The m ining industry is often described as ñgigantic vehicles m oving gigantic
volum es of m aterial.ò IoT is becom ing a key com ponent in this w orld to
m aintain com petiveness w hile ensuring safety. From  self-driving haulers to
radar-guided 350-m etric-ton shovels, this chapter show s you the various use
cases of IoT in m ining. This chapter also suggests an architectural IoT strategy
for deploying sm art objects in an ever-changing and often extrem e
environm ent.

C hapter 15, ñPublic Safetyò
The prim ary objective of public safety organizations is to keep citizens,
com m unities, and public spaces safe. These organizations have long been at the
forefront of new  technology adoption, and IoT has becom e a key com ponent of
their operations. This chapter describes the em ergency response IoT
architecture and details how  public safety operators leverage IoT to better
exchange inform ation and leverage big data to respond m ore quickly and
efficiently to em ergencies.
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C hapter 1. W hat Is IoT ?

Im agine a w orld w here just about anything you can think of is online and
com m unicating to other things and people in order to enable new  services that
enhance our lives. From  self-driving drones delivering your grocery order to
sensors in your clothing m onitoring your health, the w orld you know  is set to
undergo a m ajor technological shift forw ard. This shift is know n collectively
as the Internet of Things (IoT).
The basic prem ise and goal of IoT is to ñconnect the unconnected.ò This m eans
that objects that are not currently joined to a com puter netw ork, nam ely the
Internet, w ill be connected so that they can com m unicate and interact w ith
people and other objects. IoT is a technology transition in w hich devices w ill
allow  us to sense and control the physical w orld by m aking objects sm arter
and connecting them  through an intelligent netw ork.1

W hen objects and m achines can be sensed and controlled rem otely across a
netw ork, a tighter integration betw een the physical w orld and com puters is
enabled. This allow s for im provem ents in the areas of efficiency, accuracy,
autom ation, and the enablem ent of advanced applications.
The w orld of IoT is broad and m ultifaceted, and you m ay even find it
som ew hat com plicated at first due to the plethora of com ponents and protocols
that it encom passes. Instead of view ing IoT as a single technology dom ain, it is
good to view  it as an um brella of various concepts, protocols, and
technologies, all of w hich are at tim es som ew hat dependent on a particular
industry. W hile the w ide array of IoT elem ents is designed to create num erous
benefits in the areas of productivity and autom ation, at the sam e tim e it
introduces new  challenges, such as scaling the vast num bers of devices and
am ounts of data that need to be processed.
This chapter seeks to further define IoT and its various elem ents at a high
level. H aving this inform ation w ill prepare you to tackle m ore in-depth IoT
subjects in the follow ing chapters. Specifically, this chapter explores the
follow ing topics:

 G enesis of IoT: This section highlights IoTôs place in the evolution and
developm ent of the Internet.
 IoT and D igitization: This section details the differences betw een IoT



and digitization and defines a fram ew ork for better understanding their
relationship.
 IoT Im pact: This section shares a few  high-level scenarios and
exam ples to dem onstrate the influence IoT w ill have on our w orld.
 C onvergence of IT and O T: This section explores how  IoT is bringing
together inform ation technology (IT) and operational technology (O T).
 IoT C hallenges: This section provides a brief overview  of the
difficulties involved in transitioning to an IoT-enabled w orld.

G enesis of IoT
The age of IoT is often said to have started betw een the years 2008 and 2009.
D uring this tim e period, the num ber of devices connected to the Internet
eclipsed the w orldôs population. W ith m ore ñthingsò connected to the Internet
than people in the w orld, a new  age w as upon us, and the Internet of Things
w as born.
The person credited w ith the creation of the term  ñInternet of Thingsò is K evin
A shton. W hile w orking for Procter &  G am ble in 1999, K evin used this phrase
to explain a new  idea related to linking the com panyôs supply chain to the
Internet.
K evin has subsequently explained that IoT now  involves the addition of senses
to com puters. H e w as quoted as saying: ñIn the tw entieth century, com puters
w ere brains w ithout sensesð they only knew  w hat w e told them .ò Com puters
depended on hum ans to input data and know ledge through typing, bar codes,
and so on. IoT is changing this paradigm ; in the tw enty-first century, com puters
are sensing things for them selves.2

It is w idely accepted that IoT is a m ajor technology shift, but w hat is its scale
and im portance? W here does it fit in the evolution of the Internet?
A s show n in Figure 1-1, the evolution of the Internet can be categorized into
four phases. Each of these phases has had a profound im pact on our society and
our lives. These four phases are further defined in Table 1-1.



Figure 1-1 Evolutionary Phases of the Internet

Table 1-1 Evolutionary Phases of the Internet

Each of these evolutionary phases builds on the previous one. W ith each
subsequent phase, m ore value becom es available for businesses, governm ents,
and society in general.
The first phase, Connectivity, began in the m id-1990s. Though it m ay be hard
to rem em ber, or even im agine if you are younger, the w orld w as not alw ays
connected as it is today. In the beginning, em ail and getting on the Internet w ere
luxuries for universities and corporations. G etting the average person online
involved dial-up m odem s, and even basic connectivity often seem ed like a
sm all m iracle.



Even though connectivity and its speed continued to im prove, a saturation point
w as reached w here connectivity w as no longer the m ajor challenge. The focus
w as now  on leveraging connectivity for efficiency and profit. This inflection
point m arked the beginning of the second phase of the Internet evolution, called
the N etw orked Econom y.
W ith the N etw orked Econom y, e-com m erce and digitally connected supply
chains becam e the rage, and this caused one of the m ajor disruptions of the past
100 years. Vendors and suppliers becam e closely interlinked w ith producers,
and online shopping experienced incredible grow th. The victim s of this shift
w ere traditional brick-and-m ortar retailers. The econom y itself becam e m ore
digitally intertw ined as suppliers, vendors, and consum ers all becam e m ore
directly connected.
The third phase, Im m ersive Experiences, is characterized by the em ergence of
social m edia, collaboration, and w idespread m obility on a variety of devices.
Connectivity is now  pervasive, using m ultiple platform s from  m obile phones to
tablets to laptops and desktop com puters. This pervasive connectivity in turn
enables com m unication and collaboration as w ell as social m edia across
m ultiple channels, via em ail, texting, voice, and video. In essence, person-to-
person interactions have becom e digitized.
The latest phase is the Internet of Things. D espite all the talk and m edia
coverage of IoT, in m any w ays w e are just at the beginning of this phase. W hen
you think about the fact that 99%  of ñthingsò are still unconnected, you can
better understand w hat this evolutionary phase is all about. M achines and
objects in this phase connect w ith other m achines and objects, along w ith
hum ans. Business and society have already started dow n this path and are
experiencing huge increases in data and know ledge. In turn, this is now  leading
to previously unrecognized insights, along w ith increased autom ation and new
process efficiencies. IoT is poised to change our w orld in new  and exciting
w ays, just as the past Internet phases already have.

IoT and D igitization
IoT and digitization are term s that are often used interchangeably. In m ost
contexts, this duality is fine, but there are key differences to be aw are of.
A t a high level, IoT focuses on connecting ñthings,ò such as objects and
m achines, to a com puter netw ork, such as the Internet. IoT is a w ell-understood
term  used across the industry as a w hole. O n the other hand, digitization can



m ean different things to different people but generally encom passes the
connection of ñthingsò w ith the data they generate and the business insights that
result.
For exam ple, in a shopping m all w here W i-Fi location tracking has been
deployed, the ñthingsò are the W i-Fi devices. W i-Fi location tracking is sim ply
the capability of know ing w here a consum er is in a retail environm ent through
his or her sm art phoneôs connection to the retailerôs W i-Fi netw ork. W hile the
value of connecting W i-Fi devices or ñthingsò to the Internet is obvious and
appreciated by shoppers, tracking real-tim e location of W i-Fi clients provides
a specific business benefit to the m all and shop ow ners. In this case, it helps
the business understand w here shoppers tend to congregate and how  m uch tim e
they spend in different parts of a m all or store. A nalysis of this data can lead to
significant changes to the locations of product displays and advertising, w here
to place certain types of shops, how  m uch rent to charge, and even w here to
station security guards.

N ote
For several years the term  Internet of Everything, or IoE, w as
used extensively. O ver tim e, the term  IoE has been replaced by
the term  digitization. A lthough technical term s tend to evolve over
tim e, the w ords IoE and digitization have roughly the sam e
definition. IoT has alw ays been a part of both, but it is im portant
to note that IoT is a subset of both IoE and digitization.

D igitization, as defined in its sim plest form , is the conversion of inform ation
into a digital form at. D igitization has been happening in one form  or another
for several decades. For exam ple, the w hole photography industry has been
digitized. Pretty m uch everyone has digital cam eras these days, either
standalone devices or built into their m obile phones. A lm ost no one buys film
and takes it to a retailer to get it developed. The digitization of photography
has com pletely changed our experience w hen it com es to capturing im ages.
O ther exam ples of digitization include the video rental industry and
transportation. In the past, people w ent to a store to rent or purchase
videotapes or D VD s of m ovies. W ith digitization, just about everyone is
stream ing video content or purchasing m ovies as dow nloadable files.
The transportation industry is currently undergoing digitization in the area of



taxi services. Businesses such as Uber and Lyft use digital technologies to
allow  people to get a ride using a m obile phone app. This app identifies the
car, the driver, and the fare. The rider then pays the fare by using the app. This
digitization is a m ajor disruptive force to com panies providing traditional taxi
services.
In the context of IoT, digitization brings together things, data, and business
process to m ake netw orked connections m ore relevant and valuable. A good
exam ple of this that m any people can relate to is in the area of hom e
autom ation w ith popular products, such as N est. W ith N est, sensors determ ine
your desired clim ate settings and also tie in other sm art objects, such as sm oke
alarm s, video cam eras, and various third-party devices. In the past, these
devices and the functions they perform  w ere m anaged and controlled
separately and could not provide the holistic experience that is now  possible.
N est is just one exam ple of digitization and IoT increasing the relevancy and
value of netw orked, intelligent connections and m aking a positive im pact on
our lives.
Com panies today look at digitization as a differentiator for their businesses,
and IoT is a prim e enabler of digitization. Sm art objects and increased
connectivity drive digitization, and this is one of the m ain reasons that m any
com panies, countries, and governm ents are em bracing this grow ing trend.

IoT Im pact
Projections on the potential im pact of IoT are im pressive. A bout 14 billion, or
just 0.06% , of ñthingsò are connected to the Internet today. Cisco System s
predicts that by 2020, this num ber w ill reach 50 billion. A UK  governm ent
report speculates that this num ber could be even higher, in the range of 100
billion objects connected. Cisco further estim ates that these new  connections
w ill lead to $19 trillion in profits and cost savings.3 Figure 1-2 provides a
graphical look at the grow th in the num ber of devices being connected.



Figure 1-2 The Rapid G row th in the N um ber of D evices Connected to the
Internet

W hat these num bers m ean is that IoT w ill fundam entally shift the w ay people
and businesses interact w ith their surroundings. M anaging and m onitoring
sm art objects using real-tim e connectivity enables a w hole new  level of data-
driven decision m aking. This in turn results in the optim ization of system s and
processes and delivers new  services that save tim e for both people and
businesses w hile im proving the overall quality of life.
The follow ing exam ples illustrate som e of the benefits of IoT and their im pact.
These exam ples w ill provide you w ith a high-level view  of practical IoT use
cases to clearly illustrate how  IoT w ill affect everyday life. For m ore in-depth
use cases, please refer to the chapters in Part III, ñIoT in Industry.ò

C onnected R oadw ays
People have been fantasizing about the self-driving car, or autonom ous vehicle,
in literature and film  for decades. W hile this fantasy is now  becom ing a reality
w ith w ell-know n projects like G oogleôs self-driving car, IoT is also a
necessary com ponent for im plem enting a fully connected transportation
infrastructure.
IoT is going to allow  self-driving vehicles to better interact w ith the



transportation system  around them  through bidirectional data exchanges w hile
also providing im portant data to the riders. Self-driving vehicles need alw ays-
on, reliable com m unications and data from  other transportation-related sensors
to reach their full potential. Connected roadw ays is the term  associated w ith
both the driver and driverless cars fully integrating w ith the surrounding
transportation infrastructure. Figure 1-3 show s a self-driving car designed by
G oogle.

Figure 1-3 G oogleôs Self-D riving Car

Basic sensors reside in cars already. They m onitor oil pressure, tire pressure,
tem perature, and other operating conditions, and provide data around the core
car functions. From  behind the steering w heel, the driver can access this data
w hile also controlling the car using equipm ent such as a steering w heel,
pedals, and so on. The need for all this sensory inform ation and control is
obvious. The driver m ust be able to understand, handle, and m ake critical
decisions w hile concentrating on driving safely. The Internet of Things is
replicating this concept on a m uch larger scale.
Today, w e are seeing autom obiles produced w ith thousands of sensors, to
m easure everything from  fuel consum ption to location to the entertainm ent your
fam ily is w atching during the ride. A s autom obile m anufacturers strive to



reinvent the driving experience, these sensors are becom ing IP-enabled to
allow  easy com m unication w ith other system s both inside and outside the car.
In addition, new  sensors and com m unication technologies are being developed
to allow  vehicles to ñtalkò to other vehicles, traffic signals, school zones, and
other elem ents of the transportation infrastructure. W e are now  starting to
realize a truly connected transportation solution.
M ost connected roadw ays solutions focus on resolving todayôs transportation
challenges. These challenges can be classified into the three categories
highlighted in Table 1-2.

Table 1-2 Current Challenges Being A ddressed by Connected Roadw ays
By addressing the challenges in Table 1-2, connected roadw ays w ill bring
m any benefits to society. These benefits include reduced traffic jam s and urban
congestion, decreased casualties and fatalities, increased response tim e for
em ergency vehicles, and reduced vehicle em issions.
For exam ple, w ith IoT-connected roadw ays, a concept know n as Intersection
M ovem ent A ssist (IM A ) is possible. This application w arns a driver (or



triggers the appropriate response in a self-driving car) w hen it is not safe to
enter an intersection due to a high probability of a collisionð perhaps because
another car has run a stop sign or strayed into the w rong lane. Thanks to the
com m unications system  betw een the vehicles and the infrastructure, this sort of
scenario can be handled quickly and safely. See Figure 1-4 for a graphical
representation of IM A .

Figure 1-4 A pplication of Intersection M ovem ent A ssist

IM A is one of m any possible roadw ay solutions that em erge w hen w e start to
integrate IoT w ith both traditional and self-driving vehicles. O ther solutions
include autom ated vehicle tracking, cargo m anagem ent, and road w eather
com m unications.
W ith autom ated vehicle tracking, a vehicleôs location is used for notification of
arrival tim es, theft prevention, or highw ay assistance. Cargo m anagem ent
provides precise positioning of cargo as it is en route so that notification alerts
can be sent to a dispatcher and routes can be optim ized for congestion and
w eather. Road w eather com m unications use sensors and data from  satellites,
roads, and bridges to w arn vehicles of dangerous conditions or inclem ent
w eather on the current route.
Todayôs typical road car utilizes m ore than a m illion lines of codeð and this
only scratches the surface of the data potential. A s cars continue to becom e
m ore connected and capable of generating continuous data stream s related to



location, perform ance, driver behavior, and m uch m ore, the data generation
potential of a single car is staggering. It is estim ated that a fully connected car
w ill generate m ore than 25 gigabytes of data per hour, m uch of w hich w ill be
sent to the cloud. To put this in perspective, thatôs equivalent to a dozen H D
m ovies sent to the cloud every hourð by your car! M ultiply that by the num ber
of hours a car is driven per year and again by the num ber of cars on the road,
and you see that the am ount of connected car data generated, transm itted, and
stored in the cloud w ill be in the zettabytes range per year (m ore than a billion
petabytes per year). Figure 1-5 provides an overview  of the sort of sensors
and connectivity that you w ill find in a connected car.

Figure 1-5 The Connected Car

A nother area w here connected roadw ays are undergoing m assive disruption is
in how  the data generated by a car w ill be used by third parties. Clearly, the
data generated by your car needs to be handled in a secure and reliable w ay,
w hich m eans the netw ork needs to be secure, it m ust provide authentication
and verification of the driver and car, and it needs to be highly available. But
w ho w ill use all this data? A utom obile data is extrem ely useful to a w ide
range of interested parties. For exam ple, tire com panies can collect data
related to use and durability of their products in a range of environm ents in
real tim e. A utom obile m anufacturers can collect inform ation from  sensors to
better understand how  the cars are being driven, w hen parts are starting to fail,
or w hether the car has broken dow nð details that w ill help them  build better
cars in the future. This becom es especially true as autonom ous vehicles are
introduced, w hich are sure to be driven in a com pletely different w ay than the



traditional fam ily car.
In the future, car sensors w ill be able to interact w ith third-party applications,
such as G PS/m aps, to enable dynam ic rerouting to avoid traffic, accidents, and
other hazards. Sim ilarly, Internet-based entertainm ent, including m usic,
m ovies, and other stream ings or dow nloads, can be personalized and
custom ized to optim ize a road trip.
This data w ill also be used for targeted advertising. A s G PS navigation
system s becom e m ore integrated w ith sensors and w ayfinding applications, it
w ill becom e possible for personalized routing suggestions to be m ade. For
exam ple, if it is know n that you prefer a certain coffee shop, through the use of
a cloud-based data connector, the navigation system  w ill be able to provide
routing suggestions that have you drive your car past the right coffee shop.
A ll these data opportunities bring into play a new  technology: the IoT data
broker. Im agine the m any different types of data generated by an autom obile
and the plethora of different parties interested in this data. This poses a
significant business opportunity. In a very real sense, the data generated by the
car and driver becom es a valuable com m odity that can be bought and sold.
W hile the data transm itted from  the car w ill likely go to one initial location in
the cloud, from  there the data can be separated and sold selectively by the data
broker. For exam ple, tire com panies w ill pay for inform ation from  sensors
related to your tires, but they w onôt get anything else. W hile inform ation
brokers have been around a long tim e, the technology used to aggregate and
separate the data from  connected cars in a secure and governed m anner is
rapidly developing and w ill continue to be a m ajor focus of the IoT industry
for years to com e.
Connected roadw ays are likely to be one of the biggest grow th areas for
innovation. A utom obiles and the roads they use have seen incredible change
over the past century, but the changes ahead of us are going to be just as
astonishing. In the past few  years alone, w e have seen highw ay system s around
the w orld adopt sophisticated sensors system s that can detect seism ic
vibrations, car accidents, severe w eather conditions, traffic congestion, and
m ore. Recent advancem ents in roadw ay fiber-optic sensing technology is now
able to record not only how  m any cars are passing but their speed and type.
D ue to the m any reasons already discussed, connected cars and roadw ays are
early adopters of IoT technology. For a m ore in-depth discussion of IoT use
cases and architectures in the transportation industry, see Chapter 13,



ñTransportation.ò

C onnected Factory
For years, traditional factories have been operating at a disadvantage, im peded
by production environm ents that are ñdisconnectedò or, at the very least,
ñstrictly gatedò to corporate business system s, supply chains, and custom ers
and partners. M anagers of these traditional factories are essentially ñflying
blindò and lack visibility into their operations. These operations are com posed
of plant floors, front offices, and suppliers operating in independent silos.
Consequently, rectifying dow ntim e issues, quality problem s, and the root
causes of various m anufacturing inefficiencies is often difficult.
The m ain challenges facing m anufacturing in a factory environm ent today
include the follow ing:

 A ccelerating new  product and service introductions to m eet custom er
and m arket opportunities
 Increasing plant production, quality, and uptim e w hile decreasing cost
 M itigating unplanned dow ntim e (w hich w astes, on average, at least 5%
of production)
 Securing factories from  cyber threats
 D ecreasing high cabling and re-cabling costs (up to 60%  of deploym ent
costs)
 Im proving w orker productivity and safety4

A dding another level of com plication to these challenges is the fact that they
often need to be addressed at various levels of the m anufacturing business. For
exam ple, executive m anagem ent is looking for new  w ays to m anufacture in a
m ore cost-effective m anner w hile balancing the rising energy and m aterial
costs. Product developm ent has tim e to m arket as the top priority. Plant
m anagers are entirely focused on gains in plant efficiency and operational
agility. The controls and autom ation departm ent looks after the plant netw orks,
controls, and applications and therefore requires com plete visibility into all
these system s.
Industrial enterprises around the w orld are retooling their factories w ith
advanced technologies and architectures to resolve these problem s and boost
m anufacturing flexibility and speed. These im provem ents help them  achieve



new  levels of overall equipm ent effectiveness, supply chain responsiveness,
and custom er satisfaction. A convergence of factory-based operational
technologies and architectures w ith global IT netw orks is starting to occur, and
this is referred to as the connected factory.
A s w ith the IoT solutions for the connected roadw ays previously discussed,
there are already large num bers of basic sensors on factory floors. H ow ever,
w ith IoT, these sensors not only becom e m ore advanced but also attain a new
level of connectivity. They are sm arter and gain the ability to com m unicate,
m ainly using the Internet Protocol (IP) over an Ethernet infrastructure.
In addition to sensors, the devices on the plant floor are becom ing sm arter in
their ability to transm it and receive large quantities of real-tim e inform ational
and diagnostic data. Ethernet connectivity is becom ing pervasive and
spreading beyond just the m ain controllers in a factory to devices such as the
robots on the plant floor. In addition, m ore IP-enabled devices, including video
cam eras, diagnostic sm art objects, and even personal m obile devices, are
being added to the m anufacturing environm ent.
For exam ple, a sm elting facility extracts m etals from  their ores. The facility
uses both heat and chem icals to decom pose the ore, leaving behind the base
m etal. This is a m ultistage process, and the data and controls are all accessed
via various control room s in a facility. O perators m ust go to a control room
that is often hundreds of m eters aw ay for data and production changes. H ours
of operator tim e are often lost to the m ultiple trips to the control room  needed
during a shift. W ith IoT and a connected factory solution, true ñm achine-to-
peopleò connections are im plem ented to bring sensor data directly to operators
on the floor via m obile devices. Tim e is no longer w asted m oving back and
forth betw een the control room s and the plant floor. In addition, because the
operators now  receive data in real tim e, decisions can be m ade im m ediately to
im prove production and fix any quality problem s.
A nother exam ple of a connected factory solution involves a real-tim e location
system  (RTLS). A n RTLS utilizes sm all and easily deployed W i-Fi RFID  tags
that attach to virtually any m aterial and provide real-tim e location and status.
These tags enable a facility to track production as it happens. These IoT
sensors allow  com ponents and m aterials on an assem bly line to ñtalkò to the
netw ork. If each assem bly lineôs output is tracked in real tim e, decisions can
be m ade to speed up or slow  production to m eet targets, and it is easy to
determ ine how  quickly em ployees are com pleting the various stages of



production. Bottlenecks at any point in production and quality problem s are
also quickly identified.
W hile w e tend to look at IoT as an evolution of the Internet, it is also sparking
an evolution of industry. In 2016 the W orld Econom ic Forum  referred to the
evolution of the Internet and the im pact of IoT as the ñfourth Industrial
Revolution.ò5 The first Industrial Revolution occurred in Europe in the late
eighteenth century, w ith the application of steam  and w ater to m echanical
production. The second Industrial Revolution, w hich took place betw een the
early 1870s and the early tw entieth century, saw  the introduction of the
electrical grid and m ass production. The third revolution cam e in the late
1960s/early 1970s, as com puters and electronics began to m ake their m ark on
m anufacturing and other industrial system s. The fourth Industrial Revolution is
happening now , and the Internet of Things is driving it. Figure 1-6 sum m arizes
these four Industrial Revolutions as Industry 1.0 through Industry 4.0.

Figure 1-6 The Four Industrial Revolutions
The IoT w ave of Industry 4.0 takes m anufacturing from  a purely autom ated
assem bly line m odel of production to a m odel w here the m achines are
intelligent and com m unicate w ith one another. IoT in m anufacturing brings w ith
it the opportunity for inserting intelligence into factories. This starts w ith
creating sm art objects, w hich involves em bedding sensors, actuators, and



controllers into just about everything related to production. Connections tie it
all together so that people and m achines w ork together to analyze the data and
m ake intelligent decisions. Eventually this leads to m achines predicting
failures and self-healing and points to a w orld w here hum an m onitoring and
intervention are no longer necessary.

Sm art C onnected B uildings
A nother place IoT is m aking a disruptive im pact is in the sm art connected
buildings space. In the past several decades, buildings have becom e
increasingly com plex, w ith system s overlaid one upon another, resulting in
com plex intersections of structural, m echanical, electrical, and IT com ponents.
O ver tim e, these operational netw orks that support the building environm ent
have m atured into sophisticated system s; how ever, for the m ost part, they are
deployed and m anaged as separate system s that have little to no interaction
w ith each other.
The function of a building is to provide a w ork environm ent that keeps the
w orkers com fortable, efficient, and safe. W ork areas need to be w ell lit and
kept at a com fortable tem perature. To keep w orkers safe, the fire alarm  and
suppression system  needs to be carefully m anaged, as do the door and physical
security alarm  system s. W hile intelligent system s for m odern buildings are
being deployed and im proved for each of these functions, m ost of these
system s currently run independently of each otherð and they rarely take into
account w here the occupants of the building actually are and how  m any of them
are present in different parts of the building. H ow ever, m any buildings are
beginning to deploy sensors throughout the building to detect occupancy. These
tend to be m otion sensors or sensors tied to video cam eras. M otion detection
occupancy sensors w ork great if everyone is m oving around in a crow ded
room  and can autom atically shut the lights off w hen everyone has left, but w hat
if a person in the room  is out of sight of the sensor? It is a frustrating m atter to
be at the m ercy of an unintelligent sensor on the w all that w ants to turn off the
lights on you.
Sim ilarly, sensors are often used to control the heating, ventilation, and air-
conditioning (H VA C) system . Tem perature sensors are spread throughout the
building and are used to influence the building m anagem ent system ôs (BM Sôs)
control of air flow  into a room .
A nother interesting aspect of the sm art building is that it m akes them  easier and



cheaper to m anage. Considering the m assive costs involved in operating such
com plex structures, not to m ention how  m any people spend their w orking lives
inside a building, m anagers have becom e increasingly interested in w ays to
m ake buildings m ore efficient and cheaper to m anage. H ave you ever heard
people com plain that they had too little w orking space in their office, or that
the office space w asnôt being used efficiently? W hen people go to their
m anagers and ask for a change to the floor plan, such as asking for an increase
in the am ount of space they w ork in, they are often asked to prove their case.
But w orkplace floor efficiency and usage evidence tends to be anecdotal at
best. W hen sm art building sensors and occupancy detection are com bined w ith
the pow er of data analytics (discussed in Chapter 7, ñD ata and A nalytics for
IoTò), it becom es easy to dem onstrate floor plan usage and prove your case.
A lternatively, the building m anager can use a sim ilar approach to see w here
the floor is not being used efficiently and use this inform ation to optim ize the
available space. This has brought about the age of building autom ation,
em pow ered by IoT.
W hile m any technical solutions exist for looking after building system s, until
recently they have all required separate overlay netw orks, each responsible for
its assigned task. In an attem pt to connect these system s into a single
fram ew ork, the building autom ation system  (BA S) has been developed to
provide a single m anagem ent system  for the H VA C, lighting, fire alarm , and
detection system s, as w ell as access control. A ll these system s m ay support
different types of sensors and connections to the BA S. H ow  do you connect
them  together so the building can be m anaged in a coherent w ay? This
highlights one of the biggest challenges in IoT, w hich is discussed throughout
this book: the heterogeneity of IoT system s.
Before you can bring together heterogeneous system s, they need to converge at
the netw ork layer and support a com m on services layer that allow s application
integration. The value of converged netw orks is w ell docum ented. For
exam ple, in the early 2000s, Cisco and several other com panies cham pioned
the convergence of voice and video onto single IP netw orks that w ere shared
w ith other IT applications. The econom ies of scale and operational
efficiencies gained w ere so m assive that VoIP and collaboration technologies
are now  the norm . H ow ever, the convergence to IP and a com m on services
fram ew ork for buildings has been slow er.
For exam ple, the de facto com m unication protocol responsible for building



autom ation is know n as BA Cnet (Building A utom ation and Control N etw ork).
In a nutshell, the BA Cnet protocol defines a set of services that allow  Ethernet-
based com m unication betw een building devices such as H VA C, lighting,
access control, and fire detection system s. The sam e building Ethernet
sw itches used for IT m ay also be used for BA Cnet. This standardization also
m akes possible an intersection point to the IP netw ork (w hich is run by the IT
departm ent) through the use of a gatew ay device. In addition, BA Cnet/IP has
been defined to allow  the ñthingsò in the building netw ork to com m unicate
over IP, thus allow ing closer consolidation of the building m anagem ent system
on a single netw ork. Figure 1-7 illustrates the conversion of building protocols
to IP over tim e.

Figure 1-7 Convergence of Building Technologies to IP

A nother prom ising IoT technology in the sm art connected building, and one that
is seeing w idespread adoption, is the ñdigital ceiling.ò The digital ceiling is
m ore than just a lighting control system . This technology encom passes several
of the buildingôs different netw orksð including lighting, H VA C, blinds, CCTV
(closed-circuit television), and security system sð and com bines them  into a
single IP netw ork. Figure 1-8 provides a fram ew ork for the digital ceiling.



Figure 1-8 A Fram ew ork for the D igital Ceiling
Central to digital ceiling technology is the lighting system . A s you are probably
aw are, the lighting m arket is currently going through a m ajor shift tow ard light-
em itting diodes (LED s). Com pared to traditional lighting, LED s offer low er
energy consum ption and far longer life. The low er pow er requirem ents of LED
fixtures allow  them  to run on Pow er over Ethernet (PoE), perm itting them  to be
connected to standard netw ork sw itches.
In a digital ceiling environm ent, every lum inaire or lighting fixture is directly
netw ork-attached, providing control and pow er over the sam e infrastructure.
This transition to LED  lighting m eans that a single converged netw ork is now
able to encom passes lum inaires that are part of consolidated building
m anagem ent as w ell as elem ents m anaged by the IT netw ork, supporting voice,
video, and other data applications.
The next tim e you look at the ceiling in your office building, count the num ber
of lights. The quantity of lights easily outnum bers the num ber of physical w ired
portsð by a hefty m argin. O bviously, supporting the larger num ber of Ethernet
ports and density of IP addresses requires som e redesign of the netw ork, and it
also requires a quiet, fanless PoE-capable sw itch in the ceiling. That being
said, the long-term  business case supporting reduced energy costs from  LED
lum inaries versus traditional fluorescent or halogen lights is so significant that
the added initial investm ent in the netw ork is alm ost inconsequential. The



business case for the digital ceiling becom es even stronger w hen a building is
being renovated or a new  structure is being built. In these cases, the cost
benefit of running CAT 6/5e cables in the ceiling versus plenum -rated
electrical w iring to every light is substantial.
The energy savings value of PoE-enabled LED  lighting in the ceiling is clear.
H ow ever, having an IP-enabled sensor device in the ceiling at every point
people m ay be present opens up an entirely new  set of possibilities. For
exam ple, m ost m odern LED  ceiling fixtures support occupancy sensors. These
sensors provide high-resolution occupancy data collection, w hich can be used
to turn the lights on and off, and this sam e data can be com bined w ith advanced
analytics to control other system s, such as H VA C and security. Unlike
traditional sensors that use rudim entary m otion detection, m odern lighting
sensors integrate a variety of occupancy-sensing technologies, including
Bluetooth low  energy (BLE) and W i-Fi. The science here is sim ple: Because
alm ost every person these days carries a sm art device that supports BLE and
W i-Fi, all the sensor has to do is detect BLE or W i-Fi beacons from  a nearby
device. W hen som eone w alks near a light, the personôs location is detected,
and the w ireless system  can send inform ation to control the air flow  from  the
H VA C system  into that zone in real tim e, m axim izing the com fort of the office
w orker. Figure 1-9 show s an exam ple of an occupancy sensor in a digital
ceiling light.



Figure 1-9 A n LED  D igital Ceiling Light w ith O ccupancy Sensor
(Photo by Bill M acG owan)
You can begin to im agine the possibilities that IoT sm art lighting brings to a
w orkplace setting. N ot only does it provide for optim ized levels of lighting
based on actual occupancy and building usage, it allow s granular control of
tem perature, m anagem ent of sm oke and fire detection, video cam eras, and
building access control. IoT allow s all this to run through a single netw ork,
requiring less installation tim e and a low er total cost of system  ow nership.

Sm art C reatures
W hen you think about IoT, you probably picture only inanim ate objects and
m achines being connected. H ow ever, IoT also provides the ability to connect
living things to the Internet. Sensors can be placed on anim als and even insects
just as easily as on m achines, and the benefits can be just as im pressive.
O ne of the m ost w ell-know n applications of IoT w ith respect to anim als
focuses on w hat is often referred to as the ñconnected cow .ò Sparked, a D utch
com pany, developed a sensor that is placed in a cow ôs ear. The sensor
m onitors various health aspects of the cow  as w ell as its location and transm its
the data w irelessly for analysis by the farm er.
The data from  each of these sensors is approxim ately 200 M B per year, and
you obviously need a netw ork infrastructure to m ake the connection w ith the
sensors and store the inform ation. O nce the data is being collected, how ever,
you get a com plete view  of the herd, w ith statistics on every cow . You can
learn how  environm ental factors m ay be affecting the herd as a w hole and
about changes in diet. This enables early detection of disease as cow s tend to
eat less days before they show  sym ptom s. These sensors even allow  the
detection of pregnancy in cow s.
A nother application of IoT to organism s involves the placem ent of sensors on
roaches. W hile the topic of roaches is a little unsettling to m any folks, the
potential benefits of IoT-enabled roaches could m ake a life-saving difference
in disaster situations.
Researchers at N orth Carolina State University are w orking w ith M adagascar
hissing cockroaches in the hopes of helping em ergency personnel rescue
survivors after a disaster. A s show n in Figure 1-10, an electronic backpack
attaches to a roach. This backpack com m unicates w ith the roach through parts



of its body. Low -level electrical pulses to an antenna on one side m akes the
roach turn to the opposite side because it believes it is encountering an
obstacle. The cerci of the roach are sensory organs on the abdom en that detect
danger through changing air currents. W hen the backpack stim ulates the cerci,
the roach m oves forw ard because it thinks a predator is approaching.

Figure 1-10 IoT-Enabled Roach Can A ssist in Finding Survivors A fter a
D isaster (Photo courtesy of A lper Bozkurt, N C State University)

The electronic backpack uses w ireless com m unication to a controller and can
be ñdrivenò rem otely. Im agine a fleet of these roaches being used in a disaster
scenario, such as searching for survivors in a collapsed building after an
earthquake. The roaches are naturally designed to efficiently m ove around
objects in confined spaces. Technology has also been tested to keep the
roaches in the disaster area; it is sim ilar to the invisible fencing that is often
used to keep dogs in a yard. The use of roaches in this m anner allow s for the
m apping of spaces that rescue personnel cannot access, w hich helps search for
survivors.
To help w ith finding a person trapped in the rubble of a collapsed building, the
electronic backpack is equipped w ith directional m icrophones that allow  for
the detection of certain sounds and the direction from  w hich they are com ing.



Softw are can analyze the sounds to ensure that they are from  a person rather
than from , say, a leaking pipe. Roaches can then be steered tow ard the sounds
that m ay indicate people w ho are trapped. In addition, the m icrophones
provide the ability for rescue personnel to listen in on w hatever sounds are
detected.
These exam ples show  that IoT often goes beyond just adding sensors and m ore
intelligence to nonliving ñthings.ò Living ñthingsò can also be connected to the
Internet and this connection can provide im portant results.

C onvergence of IT and O T
Until recently, inform ation technology (IT) and operational technology (O T)
have for the m ost part lived in separate w orlds. IT supports connections to the
Internet along w ith related data and technology system s and is focused on the
secure flow  of data across an organization. O T m onitors and controls devices
and processes on physical operational system s. These system s include
assem bly lines, utility distribution netw orks, production facilities, roadw ay
system s, and m any m ore. Typically, IT did not get involved w ith the production
and logistics of O T environm ents.
Specifically, the IT organization is responsible for the inform ation system s of a
business, such as em ail, file and print services, databases, and so on. In
com parison, O T is responsible for the devices and processes acting on
industrial equipm ent, such as factory m achines, m eters, actuators, electrical
distribution autom ation devices, SCA D A (supervisory control and data
acquisition) system s, and so on. Traditionally, O T has used dedicated netw orks
w ith specialized com m unications protocols to connect these devices, and these
netw orks have run com pletely separately from  the IT netw orks.
M anagem ent of O T is tied to the lifeblood of a com pany. For exam ple, if the
netw ork connecting the m achines in a factory fails, the m achines cannot
function, and production m ay com e to a standstill, negatively im pacting
business on the order of m illions of dollars. O n the other hand, if the em ail
server (run by the IT departm ent) fails for a few  hours, it m ay irritate people,
but it is unlikely to im pact business at anyw here near the sam e level. Table 1-3
highlights som e of the differences betw een IT and O T netw orks and their
various challenges.



Table 1-3 Com paring O perational Technology (O T) and Inform ation
Technology (IT)

W ith the rise of IoT and standards-based protocols, such as IPv6, the IT and
O T w orlds are converging or, m ore accurately, O T is beginning to adopt the
netw ork protocols, technology, transport, and m ethods of the IT organization,
and the IT organization is beginning to support the operational requirem ents
used by O T. W hen IT and O T begin using the sam e netw orks, protocols, and
processes, there are clear econom ies of scale. N ot only does convergence
reduce the am ount of capital infrastructure needed but netw orks becom e easier
to operate, and the flexibility of open standards allow s faster grow th and
adaptability to new  technologies.
H ow ever, as you can see from  Table 1-3, the convergence of IT and O T to a



single consolidated netw ork poses several challenges. There are fundam ental
cultural and priority differences betw een these tw o organizations. IoT is
forcing these groups to w ork together, w hen in the past they have operated
rather autonom ously. For exam ple, the O T organization is baffled w hen IT
schedules a w eekend shutdow n to update softw are w ithout regard to
production requirem ents. O n the other hand, the IT group does not understand
the prevalence of proprietary or specialized system s and solutions deployed by
O T.
Take the case of deploying quality of service (Q oS) in a netw ork. W hen the IT
team  deploys Q oS, voice and video traffic are alm ost universally treated w ith
the highest level of service. H ow ever, w hen the O T system  shares the sam e
netw ork, a very strong argum ent can be m ade that the real-tim e O T traffic
should be given a higher priority than even voice because any disruption in the
O T netw ork could im pact the business.
W ith the m erging of O T and IT, im provem ents are being m ade to both system s.
O T is looking m ore tow ard IT technologies w ith open standards, such as
Ethernet and IP. A t the sam e tim e, IT is becom ing m ore of a business partner
w ith O T by better understanding business outcom es and operational
requirem ents.
The overall benefit of IT and O T w orking together is a m ore efficient and
profitable business due to reduced dow ntim e, low er costs through econom y of
scale, reduced inventory, and im proved delivery tim es. W hen IT/O T
convergence is m anaged correctly, IoT becom es fully supported by both
groups. This provides a ñbest of both w orldsò scenario, w here solid industrial
control system s reside on an open, integrated, and secure technology
foundation.6

IoT C hallenges
W hile an IoT-enabled future paints an im pressive picture, it does not com e
w ithout significant challenges. M any parts of IoT have becom e reality, but
certain obstacles need to be overcom e for IoT to becom e ubiquitous throughout
industry and our everyday life. Table 1-4 highlights a few  of the m ost
significant challenges and problem s that IoT is currently facing.





Table 1-4 IoT Challenges

Sum m ary
This chapter provides an introductory look at the Internet of Things and
answ ers the question ñW hat is IoT?ò IoT is about connecting the unconnected,
enabling sm art objects to com m unicate w ith other objects, system s, and
people. The end result is an intelligent netw ork that allow s m ore control of the
physical w orld and the enablem ent of advanced applications.
This chapter also provides a historical look at IoT, along w ith a current view
of IoT as the next evolutionary phase of the Internet. This chapter details a few
high-level use cases to show  the im pact of IoT and som e of the w ays it w ill be
changing our w orld.
A num ber of IoT concepts and term s are defined throughout this chapter. The
differences betw een IoT and digitization are discussed, as w ell as the
convergence betw een IT and O T. The last section details the challenges faced



by IoT.
This chapter should leave you w ith a clearer understanding of w hat IoT is all
about. In addition, this chapter serves as the foundational block from  w hich
you can dive further into IoT in the follow ing chapters.

R eferences
1. Lindsay H iebert, Public Safety Blog Series-Connecting the U nconnected in Public
Safety Response, https://blogs.cisco.com /governm ent/connecting-the-unconnected-in-
public-safety-response, O ctober 25, 2013.

2. Arik G abbai, ñK evin Ashton describes the Internet of Things,ò Sm ithsonian M agazine,
January 2015, www.sm ithsonianm ag.com /innovation/kevin-ashton-describes-the-
internet-of-things-180953749/.

3. U K  G overnm ent Chief Scientific Adviser, The Internet of Things: M aking the M ost of
the Second D igital Revolution, Accessed D ecem ber 2016,
www.gov.uk/governm ent/uploads/system /uploads/attachm ent_data/file/389315/14-
1230-internet-of-things-review.pdf.

4. Cisco, The Cisco Connected Factory: Powering a Renaissance in M anufacturing
(white paper), Accessed D ecem ber 2016, www.cisco.com /c/dam /m /es_la/|internet-of-
everything-ioe/industrial/assets/pdfs/cisco-connected-factory.pdf.

5. K laus Schwab, The Fourth Industrial Revolution: W hat It M eans, H ow to Respond,
https://www.weforum .org/agenda/2016/01/the-fourth-industrial-revolution-what-it-
m eans-and-how-to-respond/

6. Adapted from  Rockwell/Cisco presentation,
https://salesconnect.cisco.com /#/content-detail/a5c09760-7260-4870-9019-
0fb6a4a98af0 (Login required).



C hapter 2. IoT N etw ork A rchitecture and
D esign

Im agine that one day you decide to build a house. You drive over to the local
construction supply store and try to figure out w hat m aterials you w ill need.
You buy the lum ber, nails and screw s, cem ent m ix for the foundation, roofing
m aterials, and so on. A truck com es by and drops off all the m aterials at the
site of your future hom e. You stare at the piles of m aterials sitting on w hat you
hope w ill one day becom e your front law n and realize you have no idea w here
to start. Som ething im portant is m issing: You donôt have architectural plans for
the new  house! Unfortunately, your plans to build a beautiful new  hom e w ill
have to w ait until you get the help of an architect.
A s m ost hom e builders know , even the sim plest construction projects require
careful planning and an architecture that adheres to certain standards. W hen
projects becom e m ore com plex, detailed architectural plans are not only a
good idea, they are, in m ost places, required by law .
To successfully com plete a construction project, tim e and effort are required to
design each phase, from  the foundation to the roof. Your plans m ust include
detailed designs for the electrical, plum bing, heating, and security system s.
Strong architectural blueprints (and the required engineering to support them )
are necessary in all construction projects, from  the sim ple to the very com plex.
In the sam e vein, a com puter netw ork should never be built w ithout careful
planning, thorough security policies, and adherence to w ell-understood design
practices. Failure to carefully architect a netw ork according to sound design
principles w ill likely result in som ething that is difficult to scale, m anage,
adapt to organizational changes, and, w orst of all, troubleshoot w hen things go
w rong.
M ost CIO s and CTO s understand that the netw ork runs the business. If the
netw ork fails, com pany operations can be seriously im paired. Just as a house
m ust be designed w ith the strength to w ithstand potential natural disasters, such
as seism ic events and hurricanes, inform ation technology (IT) system s need to
be designed to w ithstand ñnetw ork earthquakes,ò such as distributed denial of
service (D D oS) attacks, future grow th requirem ents, netw ork outages, and
even hum an error. To address these challenges, the art of netw ork architecture



has gained trem endous influence in IT organizations over the past tw o decades.
In fact, for m any com panies, the responsibility of overseeing netw ork
architecture is often seen as one of the m ost senior positions in the IT and
operational technology (O T) organizations. For exam ple, the title chief
enterprise architect (CEA ) has gained so m uch traction in recent years that the
position is often equated to the responsibilities of a CTO , and in m any
instances, the CEA reports directly to the CEO .
Enterprise IT netw ork architecture has m atured significantly over the past tw o
decades and is generally w ell understood; how ever, the discipline of IoT
netw ork architecture is new  and requires a fresh perspective. It is im portant to
note that w hile som e sim ilarities betw een IT and IoT architectures do exist, for
the m ost part, the challenges and requirem ents of IoT system s are radically
different from  those of traditional IT netw orks. The term inology is also
different to the point w here IoT netw orks are often under the um brella of O T,
w hich is responsible for the m anagem ent and state of operational system s. In
contrast, IT netw orks are prim arily concerned w ith the infrastructure that
transports flow s of data, regardless of the data type.
This chapter exam ines som e of the unique challenges posed by IoT netw orks
and how  these challenges have driven new  architectural m odels. This chapter
explores the follow ing areas:

 D rivers Behind N ew  N etw ork A rchitectures: O T netw orks drive core
industrial business operations. They have unique characteristics and
constraints that are not easily supported by traditional IT netw ork
architectures.
 C om paring IoT A rchitectures: Several architectures have been
published for IoT, including those by ETSI and the IoT W orld Forum .
This section discusses and com pares these architectures.
 A Sim plified IoT A rchitecture: W hile several IoT architectures exist, a
sim plified m odel is presented in this section to lay a foundation for rest
of the m aterial discussed in this book.
 The C ore IoT Functional Stack: The IoT netw ork m ust be designed to
support its unique requirem ents and constraints. This section provides an
overview  of the full netw orking stack, from  sensors all the w ay to the
applications layer.
 IoT D ata M anagem ent and C om pute Stack: This section introduces



data m anagem ent, including storage and com pute resource m odels for
IoT, and involves edge, fog, and cloud com puting.

D rivers B ehind N ew  N etw ork A rchitectures
This chapter begins by com paring how  using an architectural blueprint to
construct a house is sim ilar to the approach w e take w hen designing a netw ork.
N ow , im agine an experienced architect w ho has built residential houses for his
w hole career. H e is an expert in this field and know s exactly w hat it takes to
not only m ake a house architecturally attractive but also to be functional and
livable and m eet the construction codes m andated by local governm ent. O ne
day, this architect is asked to take on a new  project: Construct a m assive
stadium  that w ill be a show piece for the city and w hich w ill support a variety
of sporting team s, concerts, and com m unity events, and w hich has a seating
capacity of 60,000+.
W hile the architect has extensive experience in designing hom es, those skills
w ill clearly not be enough to m eet the dem ands of this new  project. The scale
of the stadium  is several m agnitudes larger, the use is com pletely different, and
the w ear and tear w ill be at a com pletely different level. The architect needs a
new  architectural approach that m eets the requirem ents for building the
stadium .
The difference betw een IT and IoT netw orks is m uch like the difference
betw een residential architecture and stadium  architecture. W hile traditional
netw ork architectures for IT have served us w ell for m any years, they are not
w ell suited to the com plex requirem ents of IoT. Chapter 1, ñW hat Is IoT?ò
introduces som e of the differences betw een IT and O T, as w ell as som e of the
inherent challenges posed by IoT. These differences and challenges are driving
fundam entally new  architectures for IoT system s.
The key difference betw een IT and IoT is the data. W hile IT system s are
m ostly concerned w ith reliable and continuous support of business
applications such as em ail, w eb, databases, CRM  system s, and so on, IoT is
all about the data generated by sensors and how  that data is used. The essence
of IoT architectures thus involves how  the data is transported, collected,
analyzed, and ultim ately acted upon.
Table 2-1 takes a closer look at som e of the differences betw een IT and IoT
netw orks, w ith a focus on the IoT requirem ents that are driving new  netw ork
architectures, and considers w hat adjustm ents are needed.





Table 2-1 IoT A rchitectural D rivers
The follow ing sections expand on the requirem ents driving specific
architectural changes for IoT.

Scale
The scale of a typical IT netw ork is on the order of several thousand devices
ð typically printers, m obile w ireless devices, laptops, servers, and so on. The
traditional three-layer cam pus netw orking m odel, supporting access,
distribution, and core (w ith subarchitectures for W A N , W i-Fi, data center,
etc.), is w ell understood. But now  consider w hat happens w hen the scale of a
netw ork goes from  a few  thousand endpoints to a few  m illion. H ow  m any IT
engineers have ever designed a netw ork that is intended to support m illions of
routable IP endpoints? This kind of scale has only previously been seen by the
Tier 1 service providers. IoT introduces a m odel w here an average-sized
utility, factory, transportation system , or city could easily be asked to support a
netw ork of this scale. Based on scale requirem ents of this order, IPv6 is the
natural foundation for the IoT netw ork layer.

Security



It has often been said that if W orld W ar III breaks out, it w ill be fought in
cyberspace. W e have already seen evidence of targeted m alicious attacks using
vulnerabilities in netw orked m achines, such as the outbreak of the Stuxnet
w orm , w hich specifically affected Siem ens program m able logic controller
(PLC) system s.
The frequency and im pact of cyber attacks in recent years has increased
dram atically. Protecting corporate data from  intrusion and theft is one of the
m ain functions of the IT departm ent. IT departm ents go to great lengths to
protect servers, applications, and the netw ork, setting up defense-in-depth
m odels w ith layers of security designed to protect the cyber crow n jew els of
the corporation. H ow ever, despite all the efforts m ustered to protect netw orks
and data, hackers still find w ays to penetrate trusted netw orks. In IT netw orks,
the first line of defense is often the perim eter firew all. It w ould be unthinkable
to position critical IT endpoints outside the firew all, visible to anyone w ho
cared to look. H ow ever, IoT endpoints are often located in w ireless sensor
netw orks that use unlicensed spectrum  and are not only visible to the w orld
through a spectrum  analyzer but often physically accessible and w idely
distributed in the field.
A s m ore O T system s becom e connected to IP netw orks, their capabilities
increase, but so does their potential vulnerability. For exam ple, at 3:30 p.m . on
D ecem ber 23, 2015, the Ukrainian pow er grid experienced an unprecedented
cyber attack that affected approxim ately 225,000 custom ers. This attack w asnôt
sim ply carried out by a group of opportunistic thieves; it w as a sophisticated,
w ell-planned assault on the Ukrainian pow er grid that targeted the SCA D A
(supervisory control and data acquisition) system , w hich governs
com m unication to grid autom ation devices.
Traditional m odels of IT security are sim ply not designed for the new  attack
vectors introduced by highly dispersed IoT system s. IoT system s require
consistent m echanism s of authentication, encryption, and intrusion prevention
techniques that understand the behavior of industrial protocols and can respond
to attacks on critical infrastructure. For optim um  security, IoT system s m ust:

 Be able to identify and authenticate all entities involved in the IoT
service (that is, gatew ays, endpoint devices, hom e netw orks, roam ing
netw orks, service platform s)
 Ensure that all user data shared betw een the endpoint device and back-
end applications is encrypted



 Com ply w ith local data protection legislation so that all data is
protected and stored correctly
 Utilize an IoT connectivity m anagem ent platform  and establish rules-
based security policies so im m ediate action can be taken if anom alous
behavior is detected from  connected devices
 Take a holistic, netw ork-level approach to security

See Chapter 8, ñSecuring IoT,ò for m ore inform ation on IoT security.

C onstrained D evices and N etw orks
M ost IoT sensors are designed for a single job, and they are typically sm all
and inexpensive. This m eans they often have lim ited pow er, CPU, and m em ory,
and they transm it only w hen there is som ething im portant. Because of the
m assive scale of these devices and the large, uncontrolled environm ents w here
they are usually deployed, the netw orks that provide connectivity also tend to
be very lossy and support very low  data rates. This is a com pletely different
situation from  IT netw orks, w hich enjoy m ulti-gigabit connection speeds and
endpoints w ith pow erful CPUs. If an IT netw ork has perform ance constraints,
the solution is sim ple: Upgrade to a faster netw ork. If too m any devices are on
one VLA N  and are im pacting perform ance, you can sim ply carve out a new
VLA N  and continue to scale as m uch as you need. H ow ever, this approach
cannot m eet the constrained nature of IoT system s. IoT requires a new  breed of
connectivity technologies that m eet both the scale and constraint lim itations.
For m ore detailed inform ation on constrained devices and netw orks, see
Chapter 5, ñIP as the IoT N etw ork Layer.ò

D ata
IoT devices generate a m ountain of data. In general, m ost IT shops donôt really
care m uch about the unstructured chatty data generated by devices on the
netw ork. H ow ever, in IoT the data is like gold, as it is w hat enables businesses
to deliver new  IoT services that enhance the custom er experience, reduce cost,
and deliver new  revenue opportunities. A lthough m ost IoT-generated data is
unstructured, the insights it provides through analytics can revolutionize
processes and create new  business m odels. Im agine a sm art city w ith a few
hundred thousand sm art streetlights, all connected through an IoT netw ork.
A lthough m ost of the inform ation com m unicated betw een the lighting netw ork



m odules and the control center is of little interest to anyone, patterns in this
data can yield extrem ely useful insights that can help predict w hen lights need
to be replaced or w hether they can be turned on or off at certain tim es, thus
saving operational expense. H ow ever, w hen all this data is com bined, it can
becom e difficult to m anage and analyze effectively. Therefore, unlike IT
netw orks, IoT system s are designed to stagger data consum ption throughout the
architecture, both to filter and reduce unnecessary data going upstream  and to
provide the fastest possible response to devices w hen necessary.

L egacy D evice Support
Supporting legacy devices in an IT organization is not usually a big problem . If
som eoneôs com puter or operating system  is outdated, she sim ply upgrades. If
som eone is using a m obile device w ith an outdated W i-Fi standard, such as
802.11b or 802.11g, you can sim ply deny him  access to the w ireless netw ork,
and he w ill be forced to upgrade. In O T system s, end devices are likely to be
on the netw ork for a very long tim eð som etim es decades. A s IoT netw orks are
deployed, they need to support the older devices already present on the
netw ork, as w ell as devices w ith new  capabilities. In m any cases, legacy
devices are so old that they donôt even support IP. For exam ple, a factory m ay
replace m achines only once every 20 yearsð or perhaps even longer! It does
not w ant to upgrade m ulti-m illion-dollar m achines just so it can connect them
to a netw ork for better visibility and control. H ow ever, m any of these legacy
m achines m ight support older protocols, such as serial interfaces, and use RS-
232. In this case, the IoT netw ork m ust either be capable of som e type of
protocol translation or use a gatew ay device to connect these legacy endpoints
to the IoT netw ork. Chapter 6, ñA pplication Protocols for IoT,ò takes a closer
look at the transport of legacy IoT protocols.

C om paring IoT A rchitectures
The aforem entioned challenges and requirem ents of IoT system s have driven a
w hole new  discipline of netw ork architecture. In the past several years,
architectural standards and fram ew orks have em erged to address the challenge
of designing m assive-scale IoT netw orks.
The foundational concept in all these architectures is supporting data, process,
and the functions that endpoint devices perform . Tw o of the best-know n
architectures are those supported by oneM 2M  and the IoT W orld Forum



(IoTW F), discussed in the follow ing sections.

The oneM 2M  IoT Standardized A rchitecture
In an effort to standardize the rapidly grow ing field of m achine-to-m achine
(M 2M ) com m unications, the European Telecom m unications Standards Institute
(ETSI) created the M 2M  Technical Com m ittee in 2008. The goal of this
com m ittee w as to create a com m on architecture that w ould help accelerate the
adoption of M 2M  applications and devices. O ver tim e, the scope has expanded
to include the Internet of Things.
O ther related bodies also began to create sim ilar M 2M  architectures, and a
com m on standard for M 2M  becam e necessary. Recognizing this need, in 2012
ETSI and 13 other founding m em bers launched oneM 2M  as a global initiative
designed to prom ote efficient M 2M  com m unication system s and IoT. The goal
of oneM 2M  is to create a com m on services layer, w hich can be readily
em bedded in field devices to allow  com m unication w ith application servers.1
oneM 2M ôs fram ew ork focuses on IoT services, applications, and platform s.
These include sm art m etering applications, sm art grid, sm art city autom ation,
e-health, and connected vehicles.
O ne of the greatest challenges in designing an IoT architecture is dealing w ith
the heterogeneity of devices, softw are, and access m ethods. By developing a
horizontal platform  architecture, oneM 2M  is developing standards that allow
interoperability at all levels of the IoT stack. For exam ple, you m ight w ant to
autom ate your H VA C system  by connecting it w ith w ireless tem perature
sensors spread throughout your office. You decide to deploy sensors that use
LoRaW A N  technology (discussed in Chapter 4, ñConnecting Sm art O bjectsò).
The problem  is that the LoRaW A N  netw ork and the BA Cnet system  that your
H VA C and BM S run on are com pletely different system s and have no natural
connection point. This is w here the oneM 2M  com m on services architecture
com es in. oneM 2M ôs horizontal fram ew ork and RESTful A PIs allow  the
LoRaW A N  system  to interface w ith the building m anagem ent system  over an
IoT netw ork, thus prom oting end-to-end IoT com m unications in a consistent
w ay, no m atter how  heterogeneous the netw orks.
Figure 2-1 illustrates the oneM 2M  IoT architecture.



Figure 2-1 The M ain Elem ents of the oneM 2M  IoT A rchitecture
The oneM 2M  architecture divides IoT functions into three m ajor dom ains: the
application layer, the services layer, and the netw ork layer. W hile this
architecture m ay seem  sim ple and som ew hat generic at first glance, it is very
rich and prom otes interoperability through IT-friendly A PIs and supports a
w ide range of IoT technologies. Letôs exam ine each of these dom ains in turn:

 A pplications layer: The oneM 2M  architecture gives m ajor attention to
connectivity betw een devices and their applications. This dom ain
includes the application-layer protocols and attem pts to standardize
northbound A PI definitions for interaction w ith business intelligence (BI)
system s. A pplications tend to be industry-specific and have their ow n
sets of data m odels, and thus they are show n as vertical entities.
 Services layer: This layer is show n as a horizontal fram ew ork across
the vertical industry applications. A t this layer, horizontal m odules
include the physical netw ork that the IoT applications run on, the
underlying m anagem ent protocols, and the hardw are. Exam ples include
backhaul com m unications via cellular, M PLS netw orks, VPN s, and so
on. Riding on top is the com m on services layer. This conceptual layer
adds A PIs and m iddlew are supporting third-party services and
applications. O ne of the stated goals of oneM 2M  is to ñdevelop technical
specifications w hich address the need for a com m on M 2M  Service Layer
that can be readily em bedded w ithin various hardw are and softw are
nodes, and rely upon connecting the m yriad of devices in the field area



netw ork to M 2M  application servers, w hich typically reside in a cloud
or data center.ò A critical objective of oneM 2M  is to attract and actively
involve organizations from  M 2M -related business dom ains, including
telem atics and intelligent transportation, healthcare, utility, industrial
autom ation, and sm art hom e applications, to nam e just a few .2

 N etw ork layer: This is the com m unication dom ain for the IoT devices
and endpoints. It includes the devices them selves and the
com m unications netw ork that links them . Em bodim ents of this
com m unications infrastructure include w ireless m esh technologies, such
as IEEE 802.15.4, and w ireless point-to-m ultipoint system s, such as
IEEE 801.11ah. A lso included are w ired device connections, such as
IEEE 1901 pow er line com m unications. Chapter 4 provides m ore details
on these connectivity technologies.
In m any cases, the sm art (and som etim es not-so-sm art) devices
com m unicate w ith each other. In other cases, m achine-to-m achine
com m unication is not necessary, and the devices sim ply com m unicate
through a field area netw ork (FA N ) to use-case-specific apps in the IoT
application dom ain. Therefore, the device dom ain also includes the
gatew ay device, w hich provides com m unications up into the core
netw ork and acts as a dem arcation point betw een the device and netw ork
dom ains.

Technical Specifications and Technical Reports published by oneM 2M
covering IoT functional architecture and other aspects can be found at
w w w .onem 2m .org.

The IoT W orld Forum  (IoTW F) Standardized
A rchitecture
In 2014 the IoTW F architectural com m ittee (led by Cisco, IBM , Rockw ell
A utom ation, and others) published a seven-layer IoT architectural reference
m odel. W hile various IoT reference m odels exist, the one put forth by the IoT
W orld Forum  offers a clean, sim plified perspective on IoT and includes edge
com puting, data storage, and access. It provides a succinct w ay of visualizing
IoT from  a technical perspective. Each of the seven layers is broken dow n into
specific functions, and security encom passes the entire m odel. Figure 2-2
details the IoT Reference M odel published by the IoTW F.



Figure 2-2 IoT Reference M odel Published by the IoT W orld Forum
A s show n in Figure 2-2, the IoT Reference M odel defines a set of levels w ith
control flow ing from  the center (this could be either a cloud service or a
dedicated data center), to the edge, w hich includes sensors, devices, m achines,
and other types of intelligent end nodes. In general, data travels up the stack,
originating from  the edge, and goes northbound to the center. Using this
reference m odel, w e are able to achieve the follow ing:

 D ecom pose the IoT problem  into sm aller parts
 Identify different technologies at each layer and how  they relate to one
another
 D efine a system  in w hich different parts can be provided by different
vendors
 H ave a process of defining interfaces that leads to interoperability
 D efine a tiered security m odel that is enforced at the transition points
betw een levels

The follow ing sections look m ore closely at each of the seven layers of the IoT
Reference M odel.

Layer 1: Physical D evices and C ontrollers Layer
The first layer of the IoT Reference M odel is the physical devices and
controllers layer. This layer is hom e to the ñthingsò in the Internet of Things,



including the various endpoint devices and sensors that send and receive
inform ation. The size of these ñthingsò can range from  alm ost m icroscopic
sensors to giant m achines in a factory. Their prim ary function is generating data
and being capable of being queried and/or controlled over a netw ork.

Layer 2: C onnectivity Layer
In the second layer of the IoT Reference M odel, the focus is on connectivity.
The m ost im portant function of this IoT layer is the reliable and tim ely
transm ission of data. M ore specifically, this includes transm issions betw een
Layer 1 devices and the netw ork and betw een the netw ork and inform ation
processing that occurs at Layer 3 (the edge com puting layer).
A s you m ay notice, the connectivity layer encom passes all netw orking
elem ents of IoT and doesnôt really distinguish betw een the last-m ile netw ork
(the netw ork betw een the sensor/endpoint and the IoT gatew ay, discussed later
in this chapter), gatew ay, and backhaul netw orks. Functions of the connectivity
layer are detailed in Figure 2-3.

Figure 2-3 IoT Reference M odel Connectivity Layer Functions

Layer 3: Edge C om puting Layer
Edge com puting is the role of Layer 3. Edge com puting is often referred to as
the ñfogò layer and is discussed in the section ñFog Com puting,ò later in this
chapter. A t this layer, the em phasis is on data reduction and converting netw ork
data flow s into inform ation that is ready for storage and processing by higher



layers. O ne of the basic principles of this reference m odel is that inform ation
processing is initiated as early and as close to the edge of the netw ork as
possible. Figure 2-4 highlights the functions handled by Layer 3 of the IoT
Reference M odel.

Figure 2-4 IoT Reference M odel Layer 3 Functions

A nother im portant function that occurs at Layer 3 is the evaluation of data to
see if it can be filtered or aggregated before being sent to a higher layer. This
also allow s for data to be reform atted or decoded, m aking additional
processing by other system s easier. Thus, a critical function is assessing the
data to see if predefined thresholds are crossed and any action or alerts need to
be sent.

U pper Layers: Layers 4ï7
The upper layers deal w ith handling and processing the IoT data generated by
the bottom  layer. For the sake of com pleteness, Layers 4ï7 of the IoT
Reference M odel are sum m arized in Table 2-2.



Table 2-2 Sum m ary of Layers 4ï7 of the IoTW F Reference M odel

IT and O T R esponsibilities in the IoT R eference M odel
A n interesting aspect of visualizing an IoT architecture this w ay is that you can
start to organize responsibilities along IT and O T lines. Figure 2-5 illustrates a
natural dem arcation point betw een IT and O T in the IoT Reference M odel
fram ew ork.



Figure 2-5 IoT Reference M odel Separation of IT and O T

A s dem onstrated in Figure 2-5, IoT system s have to cross several boundaries
beyond just the functional layers. The bottom  of the stack is generally in the
dom ain of O T. For an industry like oil and gas, this includes sensors and
devices connected to pipelines, oil rigs, refinery m achinery, and so on. The top
of the stack is in the IT area and includes things like the servers, databases, and
applications, all of w hich run on a part of the netw ork controlled by IT. In the
past, O T and IT have generally been very independent and had little need to
even talk to each other. IoT is changing that paradigm .
A t the bottom , in the O T layers, the devices generate real-tim e data at their
ow n rateð som etim es vast am ounts on a daily basis. N ot only does this result
in a huge am ount of data transiting the IoT netw ork, but the sheer volum e of
data suggests that applications at the top layer w ill be able to ingest that m uch
data at the rate required. To m eet this requirem ent, data has to be buffered or
stored at certain points w ithin the IoT stack. Layering data m anagem ent in this
w ay throughout the stack helps the top four layers handle data at their ow n
speed.
A s a result, the real-tim e ñdata in m otionò close to the edge has to be organized
and stored so that it becom es ñdata at restò for the applications in the IT tiers.
The IT and O T organizations need to w ork together for overall data
m anagem ent.

A dditional IoT R eference M odels
In addition to the tw o IoT reference m odels already presented in this chapter,
several other reference m odels exist. These m odels are endorsed by various
organizations and standards bodies and are often specific to certain industries
or IoT applications. Table 2-3 highlights these additional IoT reference
m odels.



Table 2-3 A lternative IoT Reference M odels

A Sim plified IoT A rchitecture
A lthough considerable differences exist betw een the aforem entioned reference
m odels, they each approach IoT from  a layered perspective, allow ing
developm ent of technology and standards som ew hat independently at each
level or dom ain. The com m onality betw een these fram ew orks is that they all
recognize the interconnection of the IoT endpoint devices to a netw ork that
transports the data w here it is ultim ately used by applications, w hether at the



data center, in the cloud, or at various m anagem ent points throughout the stack.
It is not the intention of this book to prom ote or endorse any one specific IoT
architectural fram ew ork. In fact, it can be noted that IoT architectures m ay
differ som ew hat depending on the industry use case or technology being
deployed, and each has m erit in solving the IoT heterogeneity problem
discussed earlier. Thus, in this book w e present an IoT fram ew ork that
highlights the fundam ental building blocks that are com m on to m ost IoT
system s and w hich is intended to help you in designing an IoT netw ork. This
fram ew ork is presented as tw o parallel stacks: The IoT D ata M anagem ent and
Com pute Stack and the Core IoT Functional Stack. Reducing the fram ew ork
dow n to a pair of three-layer stacks in no w ay suggests that the m odel lacks the
detail necessary to develop a sophisticated IoT strategy. Rather, the intention is
to sim plify the IoT architecture into its m ost basic building blocks and then to
use it as a foundation to understand key design and deploym ent principles that
are applied to industry-specific use cases. A ll the layers of m ore com plex
m odels are still covered, but they are grouped here in functional blocks that are
easy to understand. Figure 2-6 illustrates the sim plified IoT m odel presented in
this book.

Figure 2-6 Sim plified IoT A rchitecture
N early every published IoT m odel includes core layers sim ilar to those show n
on the left side of Figure 2-6, including ñthings,ò a com m unications netw ork,
and applications. H ow ever, unlike other m odels, the fram ew ork presented here
separates the core IoT and data m anagem ent into parallel and aligned stacks,



allow ing you to carefully exam ine the functions of both the netw ork and the
applications at each stage of a com plex IoT system . This separation gives you
better visibility into the functions of each layer.
The presentation of the Core IoT Functional Stack in three layers is m eant to
sim plify your understanding of the IoT architecture into its m ost foundational
building blocks. O f course, such a sim ple architecture needs to be expanded
on. The netw ork com m unications layer of the IoT stack itself involves a
significant am ount of detail and incorporates a vast array of technologies.
Consider for a m om ent the heterogeneity of IoT sensors and the m any different
w ays that exist to connect them  to a netw ork. The netw ork com m unications
layer needs to consolidate these together, offer gatew ay and backhaul
technologies, and ultim ately bring the data back to a central location for
analysis and processing.
M any of the last-m ile technologies used in IoT are chosen to m eet the specific
requirem ents of the endpoints and are unlikely to ever be seen in the IT
dom ain. H ow ever, the netw ork betw een the gatew ay and the data center is
com posed m ostly of traditional technologies that experienced IT professionals
w ould quickly recognize. These include tunneling and VPN  technologies, IP-
based quality of service (Q oS), conventional Layer 3 routing protocols such as
BG P and IP-PIM , and security capabilities such as encryption, access control
lists (A CLs), and firew alls.
Unlike w ith m ost IT netw orks, the applications and analytics layer of IoT
doesnôt necessarily exist only in the data center or in the cloud. D ue to the
unique challenges and requirem ents of IoT, it is often necessary to deploy
applications and data m anagem ent throughout the architecture in a tiered
approach, allow ing data collection, analytics, and intelligent controls at
m ultiple points in the IoT system . In the m odel presented in this book, data
m anagem ent is aligned w ith each of the three layers of the Core IoT Functional
Stack. The three data m anagem ent layers are the edge layer (data m anagem ent
w ithin the sensors them selves), the fog layer (data m anagem ent in the gatew ays
and transit netw ork), and the cloud layer (data m anagem ent in the cloud or
central data center). The IoT D ata M anagem ent and Com pute Stack is
exam ined in greater detail later in this chapter. Figure 2-7 highlights an
expanded view  of the IoT architecture presented in this book.



Figure 2-7 Expanded View  of the Sim plified IoT A rchitecture
A s show n in Figure 2-7, the Core IoT Functional Stack can be expanded into
sublayers containing greater detail and specific netw ork functions. For
exam ple, the com m unications layer is broken dow n into four separate
sublayers: the access netw ork, gatew ays and backhaul, IP transport, and
operations and m anagem ent sublayers.
The applications layer of IoT netw orks is quite different from  the application
layer of a typical enterprise netw ork. Instead of sim ply using business
applications, IoT often involves a strong big data analytics com ponent. O ne
m essage that is stressed throughout this book is that IoT is not just about the
control of IoT devices but, rather, the useful insights gained from  the data
generated by those devices. Thus, the applications layer typically has both
analytics and industry-specific IoT control system  com ponents.
You w ill notice that security is central to the entire architecture, both from
netw ork connectivity and data m anagem ent perspectives. The chapters in Part
II, ñEngineering IoT N etw orks,ò discuss security at each layer. Chapter 8 is
dedicated to the subject of securing IoT system s. The industry chapters in Part
III, ñIoT in Industry,ò highlight how  lessons learned in Parts I, ñIntroduction to
IoT,ò and II can be applied to specific industries. Each of the Part III chapters
exam ines the issue of IoT security for a particular sector.
The architectural fram ew ork presented in Figure 2-7 reflects the flow  of the
chapters in this book. To help navigate your w ay through this book, chapter
num bers are highlighted next to the various layers of the stack.
The rem ainder of this chapter provides a high-level exam ination of each layer



of this m odel and lays the foundation for a detailed exam ination of the
technologies involved at each layer presented in Part II, and it gives you the
tools you need to understand how  these technologies are applied in key
industries in Part III.

The C ore IoT Functional Stack
IoT netw orks are built around the concept of ñthings,ò or sm art objects
perform ing functions and delivering new  connected services. These objects are
ñsm artò because they use a com bination of contextual inform ation and
configured goals to perform  actions. These actions can be self-contained (that
is, the sm art object does not rely on external system s for its actions); how ever,
in m ost cases, the ñthingò interacts w ith an external system  to report
inform ation that the sm art object collects, to exchange w ith other objects, or to
interact w ith a m anagem ent platform . In this case, the m anagem ent platform  can
be used to process data collected from  the sm art object and also guide the
behavior of the sm art object. From  an architectural standpoint, several
com ponents have to w ork together for an IoT netw ork to be operational:

 ñThingsò layer: A t this layer, the physical devices need to fit the
constraints of the environm ent in w hich they are deployed w hile still
being able to provide the inform ation needed.
 C om m unications netw ork layer: W hen sm art objects are not self-
contained, they need to com m unicate w ith an external system . In m any
cases, this com m unication uses a w ireless technology. This layer has
four sublayers:
 A ccess netw ork sublayer: The last m ile of the IoT netw ork is the
access netw ork. This is typically m ade up of w ireless technologies
such as 802.11ah, 802.15.4g, and LoRa. The sensors connected to the
access netw ork m ay also be w ired.
 G atew ays and backhaul netw ork sublayer: A com m on
com m unication system  organizes m ultiple sm art objects in a given
area around a com m on gatew ay. The gatew ay com m unicates directly
w ith the sm art objects. The role of the gatew ay is to forw ard the
collected inform ation through a longer-range m edium  (called the
backhaul) to a headend central station w here the inform ation is
processed. This inform ation exchange is a Layer 7 (application)
function, w hich is the reason this object is called a gatew ay. O n IP



netw orks, this gatew ay also forw ards packets from  one IP netw ork to
another, and it therefore acts as a router.
 N etw ork transport sublayer: For com m unication to be successful,
netw ork and transport layer protocols such as IP and UD P m ust be
im plem ented to support the variety of devices to connect and m edia to
use.
 IoT netw ork m anagem ent sublayer: A dditional protocols m ust be in
place to allow  the headend applications to exchange data w ith the
sensors. Exam ples include CoA P and M Q TT.

 A pplication and analytics layer: A t the upper layer, an application
needs to process the collected data, not only to control the sm art objects
w hen necessary, but to m ake intelligent decision based on the
inform ation collected and, in turn, instruct the ñthingsò or other system s
to adapt to the analyzed conditions and change their behaviors or
param eters.

The follow ing sections exam ine these elem ents and help you architect your IoT
com m unication netw ork.

L ayer 1: Things: Sensors and A ctuators L ayer
M ost IoT netw orks start from  the object, or ñthing,ò that needs to be connected.
Chapter 3, ñSm art O bjects: The óThingsô in IoT,ò provides m ore in-depth
inform ation about sm art objects. From  an architectural standpoint, the variety
of sm art object types, shapes, and needs drive the variety of IoT protocols and
architectures. There are m yriad w ays to classify sm art objects. O ne
architectural classification could be:

 Battery-pow ered or pow er-connected: This classification is based on
w hether the object carries its ow n energy supply or receives continuous
pow er from  an external pow er source. Battery-pow ered things can be
m oved m ore easily than line-pow ered objects. H ow ever, batteries lim it
the lifetim e and am ount of energy that the object is allow ed to consum e,
thus driving transm ission range and frequency.
 M obile or static: This classification is based on w hether the ñthingò
should m ove or alw ays stay at the sam e location. A sensor m ay be
m obile because it is m oved from  one object to another (for exam ple, a
viscosity sensor m oved from  batch to batch in a chem ical plant) or



because it is attached to a m oving object (for exam ple, a location sensor
on m oving goods in a w arehouse or factory floor). The frequency of the
m ovem ent m ay also vary, from  occasional to perm anent. The range of
m obility (from  a few  inches to m iles aw ay) often drives the possible
pow er source.
 Low  or high reporting frequency: This classification is based on how
often the object should report m onitored param eters. A rust sensor m ay
report values once a m onth. A m otion sensor m ay report acceleration
several hundred tim es per second. H igher frequencies drive higher
energy consum ption, w hich m ay create constraints on the possible pow er
source (and therefore the object m obility) and the transm ission range.
 Sim ple or rich data: This classification is based on the quantity of data
exchanged at each report cycle. A hum idity sensor in a field m ay report a
sim ple daily index value (on a binary scale from  0 to 255), w hile an
engine sensor m ay report hundreds of param eters, from  tem perature to
pressure, gas velocity, com pression speed, carbon index, and m any
others. Richer data typically drives higher pow er consum ption. This
classification is often com bined w ith the previous to determ ine the
object data throughput (low  throughput to high throughput). You m ay w ant
to keep in m ind that throughput is a com bined m etric. A m edium -
throughput object m ay send sim ple data at rather high frequency (in
w hich case the flow  structure looks continuous), or m ay send rich data at
rather low  frequency (in w hich case the flow  structure looks bursty).
 R eport range: This classification is based on the distance at w hich the
gatew ay is located. For exam ple, for your fitness band to com m unicate
w ith your phone, it needs to be located a few  m eters aw ay at m ost. The
assum ption is that your phone needs to be at visual distance for you to
consult the reported data on the phone screen. If the phone is far aw ay,
you typically do not use it, and reporting data from  the band to the phone
is not necessary. By contrast, a m oisture sensor in the asphalt of a road
m ay need to com m unicate w ith its reader several hundred m eters or even
kilom eters aw ay.
 O bject density per cell: This classification is based on the num ber of
sm art objects (w ith a sim ilar need to com m unicate) over a given area,
connected to the sam e gatew ay. A n oil pipeline m ay utilize a single
sensor at key locations every few  m iles. By contrast, telescopes like the



SETI Colossus telescope at the W hipple O bservatory deploy hundreds,
and som etim es thousands, of m irrors over a sm all area, each w ith
m ultiple gyroscopes, gravity, and vibration sensors.

From  a netw ork architectural standpoint, your initial task is to determ ine w hich
technology should be used to allow  sm art objects to com m unicate. This
determ ination depends on the w ay the ñthingsò are classified. H ow ever, som e
industries (such as m anufacturing and utilities) m ay include objects in various
categories, m atching different needs. Figure 2-8 provides som e exam ples of
applications m atching the com bination of m obility and throughput
requirem ents.

Figure 2-8 Exam ple of Sensor A pplications Based on M obility and
Throughput

The categories used to classify things can influence other param eters and can
also influence one another. For exam ple, a battery-operated highly m obile
object (like a heart rate m onitor, for exam ple) likely has a sm all form  factor. A
sm all sensor is easier to m ove or integrate into its environm ent. A t the sam e
tim e, a sm all and highly m obile sm art object is unlikely to require a large
antenna and a pow erful pow er source. This constraint w ill lim it the
transm ission range and, therefore, the type of netw ork protocol available for
its connections. The criticality of data m ay also influence the form  factor and,
therefore, the architecture. For exam ple, a m issing m onthly report from  an



asphalt m oisture sensor m ay sim ply flag an indicator for sensor (or battery)
replacem ent. A m ulti-m irror gyroscope report m issing for m ore than 100 m s
m ay render the entire system  unstable or unusable. These sensors either need to
have a constant source of pow er (resulting in lim ited m obility) or need to be
easily accessible for battery replacem ent (resulting in lim ited transm ission
range). A first step in designing an IoT netw ork is to exam ine the requirem ents
in term s of m obility and data transm ission (how  m uch data, how  often).

L ayer 2: C om m unications N etw ork L ayer
O nce you have determ ined the influence of the sm art object form  factor over its
transm ission capabilities (transm ission range, data volum e and frequency,
sensor density and m obility), you are ready to connect the object and
com m unicate.
Com pute and netw ork assets used in IoT can be very different from  those in IT
environm ents. The difference in the physical form  factors betw een devices
used by IT and O T is obvious even to the m ost casual of observers. W hat
typically drives this is the physical environm ent in w hich the devices are
deployed. W hat m ay not be as inherently obvious, how ever, is their
operational differences. The operational differences m ust be understood in
order to apply the correct handling to secure the target assets.
Tem perature variances are an easily understood m etric. The cause for the
variance is easily attributed to external w eather forces and internal operating
conditions. Rem ote external locations, such as those associated w ith m ineral
extraction or pipeline equipm ent can span from  the heat of the A rabian G ulf to
the cold of the A laskan N orth Slope. Controls near the furnaces of a steel m ill
obviously require heat tolerance, and controls for cold food storage require the
opposite. In som e cases, these controls m ust handle extrem e fluctuations as
w ell. These extrem es can be seen w ithin a single deploym ent. For exam ple,
portions of the Tehachapi, California, w ind farm s are located in the M ojave
D esert, w hile others are at an altitude of 1800 m  in the surrounding m ountains.
A s you can im agine, the w ide variance in tem perature takes a special piece of
hardw are that is capable of w ithstanding such harsh environm ents.
H um idity fluctuations can im pact the long-term  success of a system  as w ell.
W ell heads residing in the delta of the N iger River w ill see very different
conditions from  those in the m iddle of the A rabian D esert. In som e conditions,
the system s could be exposed to direct liquid contact such as m ay be found



w ith outdoor w ireless devices or m arine condition deploym ents.
Less obvious are the operating extrem es related to kinetic forces. Shock and
vibration needs vary based on the deploym ent scenario. In som e cases, the
focus is on low -am plitude but constant vibrations, as m ay be expected on a
bushing-m ounted m anufacturing system . In other cases, it could be a sudden
acceleration or deceleration, such as m ay be experienced in peak ground
acceleration of an earthquake or an im pact on a m obile system  such as high-
speed rail or heavy-duty earth m oving equipm ent.
Solid particulates can also im pact the gear. M ost IT environm ents m ust contend
w ith dust build-up that can becom e highly concentrated due to the effect of
cooling fans. In less-controlled IT environm ents, that phenom enon can be
accelerated due to higher concentrations of particulates. A deterrent to
particulate build-up is to use fanless cooling, w hich necessitates a higher
surface area, as is the case w ith heat transfer fins.
H azardous location design m ay also cause corrosive im pact to the equipm ent.
Caustic m aterials can im pact connections over w hich pow er or
com m unications travel. Furtherm ore, they can result in reduced therm al
efficiency by potentially coating the heat transfer surfaces.
In som e scenarios, the concern is not how  the environm ent can im pact the
equipm ent but how  the equipm ent can im pact the environm ent. For exam ple, in
a scenario in w hich volatile gases m ay be present, spark suppression is a
critical design criterion.
There is another class of device differentiators related to the external
connectivity of the device for m ounting or industrial function. D evice m ounting
is one obvious difference betw een O T and IT environm ents. W hile there are
rack m ount environm ents in som e industrial spaces, they are m ore frequently
found am ong IT type assets. W ithin industrial environm ents, m any com pute and
com m unication assets are placed w ithin an enclosed space, such as a control
cabinet w here they w ill be vertically m ounted on a D IN  (D eutsches Institut f¿r
N orm ung) rail inside. In other scenarios, the devices m ight be m ounted
horizontally directly on a w all or on a fence.
In contrast to m ost IT-based system s, industrial com pute system s often transm it
their state or receive inputs from  external devices through an alarm  channel.
These m ay drive an indicator light (stack lights) to display the status of a
process elem ent from  afar. This sam e elem ent can also receive inputs to
initiate actions w ithin the system  itself.



Pow er supplies in O T system s are also frequently different from  those
com m only seen on standard IT equipm ent. A w ider range of pow er variations
are com m on attributes of industrial com pute com ponents. D C pow er sources
are also com m on in m any environm ents. G iven the criticality of m any system s,
it is often required that redundant pow er supplies be built into the device itself.
Extraneous pow er supplies, especially those not inherently m ounted, are
frow ned upon, given the potential for accidental unplugging. In som e utility
cases, the system  m ust be able to handle brief pow er outages and still continue
to operate.

A ccess N etw ork Sublayer
There is a direct relationship betw een the IoT netw ork technology you choose
and the type of connectivity topology this technology allow s. Each technology
w as designed w ith a certain num ber of use cases in m ind (w hat to connect,
w here to connect, how  m uch data to transport at w hat interval and over w hat
distance). These use cases determ ined the frequency band that w as expected to
be m ost suitable, the fram e structure m atching the expected data pattern (packet
size and com m unication intervals), and the possible topologies that these use
cases illustrate.
A s IoT continues to grow  exponentially, you w ill encounter a w ide variety of
applications and special use cases. For each of them , an access technology
w ill be required. IoT som etim es reuses existing access technologies w hose
characteristics m atch m ore or less closely the IoT use case requirem ents.
W hereas som e access technologies w ere developed specifically for IoT use
cases, others w ere not.
O ne key param eter determ ining the choice of access technology is the range
betw een the sm art object and the inform ation collector. Figure 2-9 lists som e
access technologies you m ay encounter in the IoT w orld and the expected
transm ission distances.



Figure 2-9 A ccess Technologies and D istances
N ote that the ranges in Figure 2-9 are inclusive. For exam ple, cellular is
indicated for transm issions beyond 5 km , but you could achieve a successful
cellular transm ission at shorter range (for exam ple, 100 m ). By contrast,
ZigBee is expected to be efficient over a range of a few  tens of m eters, but you
w ould not expect a successful ZigBee transm ission over a range of 10 km .
Range estim ates are grouped by category nam es that illustrate the environm ent
or the vertical w here data collection over that range is expected. Com m on
groups are as follow s:

 PA N  (personal area netw ork): Scale of a few  m eters. This is the
personal space around a person. A com m on w ireless technology for this
scale is Bluetooth.
 H A N  (hom e area netw ork): Scale of a few  tens of m eters. A t this
scale, com m on w ireless technologies for IoT include ZigBee and
Bluetooth Low  Energy (BLE).
 N A N  (neighborhood area netw ork): Scale of a few  hundreds of
m eters. The term  N A N  is often used to refer to a group of house units



from  w hich data is collected.
 FA N  (field area netw ork): Scale of several tens of m eters to several
hundred m eters. FA N  typically refers to an outdoor area larger than a
single group of house units. The FA N  is often seen as ñopen spaceò (and
therefore not secured and not controlled). A FA N  is som etim es view ed
as a group of N A N s, but som e verticals see the FA N  as a group of H A N s
or a group of sm aller outdoor cells. A s you can see, FA N  and N A N  m ay
som etim es be used interchangeably. In m ost cases, the vertical context is
clear enough to determ ine the grouping hierarchy.
 LA N  (local area netw ork): Scale of up to 100 m . This term  is very
com m on in netw orking, and it is therefore also com m only used in the IoT
space w hen standard netw orking technologies (such as Ethernet or IEEE
802.11) are used. O ther netw orking classifications, such as M A N
(m etropolitan area netw ork, w ith a range of up to a few  kilom eters) and
W A N  (w ide area netw ork, w ith a range of m ore than a few  kilom eters),
are also com m only used.

N ote that for all these places in the IoT netw ork, a ñW ò can be added to
specifically indicate w ireless technologies used in that space. For exam ple,
H om ePlug is a w ired technology found in a H A N  environm ent, but a H A N  is
often referred to as a W H A N  (w ireless hom e area netw ork) w hen a w ireless
technology, like ZigBee, is used in that space.
Sim ilar achievable distances do not m ean sim ilar protocols and sim ilar
characteristics. Each protocol uses a specific fram e form at and transm ission
technique over a specific frequency (or band). These characteristics introduce
additional differences. For exam ple, Figure 2-10 dem onstrates four
technologies representing W H A N  to W LA N  ranges and com pares the
throughput and range that can be achieved in each case. Figure 2-10 supposes
that the sensor uses the sam e fram e size, transm it pow er, and antenna gain. The
slope of throughput degradation as distance increases varies vastly from  one
technology to the other. This difference lim its the am ount of data throughput
that each technology can achieve as the distance from  the sensor to the receiver
increases.



Figure 2-10 Range Versus Throughput for Four W H A N  to W LA N
Technologies

Increasing the throughput and achievable distance typically com es w ith an
increase in pow er consum ption. Therefore, after determ ining the sm art object
requirem ents (in term s of m obility and data transfer), a second step is to
determ ine the target quantity of objects in a single collection cell, based on the
transm ission range and throughput required. This param eter in turn determ ines
the size of the cell.
It m ay be tem pting to sim ply choose the technology w ith the longest range and



highest throughput. H ow ever, the cost of the technology is a third determ ining
factor. Figure 2-11 com bines cost, range, pow er consum ption, and typical
available bandw idth for com m on IoT access technologies.

Figure 2-11 Com parison Betw een Com m on Last-M ile Technologies in
Term s of Range Versus Cost, Pow er, and Bandw idth

The am ount of data to carry over a given tim e period along w ith correlated
pow er consum ption (driving possible lim itations in m obility and range)
determ ines the w ireless cell size and structure.
Sim ilar ranges also do not m ean sim ilar topologies. Som e technologies offer
flexible connectivity structure to extend com m unication possibilities:

 Point-to-point topologies: These topologies allow  one point to
com m unicate w ith another point. This topology in its strictest sense is
uncom m on for IoT access, as it w ould im ply that a single object can
com m unicate only w ith a single gatew ay. H ow ever, several technologies
are referred to as ñpoint-to-pointò w hen each object establishes an
individual session w ith the gatew ay. The ñpoint-to-pointò concept, in that
case, often refers to the com m unication structure m ore than the physical
topology.
 Point-to-m ultipoint topologies: These topologies allow  one point to
com m unicate w ith m ore than one other point. M ost IoT technologies
w here one or m ore than one gatew ays com m unicate w ith m ultiple sm art



objects are in this category. H ow ever, depending on the features
available on each com m unicating m ode, several subtypes need to be
considered. A particularity of IoT netw orks is that som e nodes (for
exam ple, sensors) support both data collection and forw arding functions,
w hile som e other nodes (for exam ple, som e gatew ays) collect the sm art
object data, som etim es instruct the sensor to perform  specific operations,
and also interface w ith other netw orks or possibly other gatew ays. For
this reason, som e technologies categorize the nodes based on the
functions (described by a protocol) they im plem ent.

A n exam ple of a technology that categorizes nodes based on their function is
IEEE 802.15.4, w hich is covered in depth in Chapter 4. A lthough 802.15.4 is
used as an exam ple in this section, the sam e principles m ay apply to m any
other technologies. A pplications leveraging IEEE 802.15.4 com m only rely on
the concept of an end device (a sensor) collecting data and transm itting the
data to a collector. Sensors need to be sm all and are often m obile (or
m ovable). W hen m obile, these sensors are therefore com m only battery
operated.
To form  a netw ork, a device needs to connect w ith another device. W hen both
devices fully im plem ent the protocol stack functions, they can form  a peer-to-
peer netw ork. H ow ever, in m any cases, one of the devices collects data from
the others. For exam ple, in a house, tem perature sensors m ay be deployed in
each room  or each zone of the house, and they m ay com m unicate w ith a central
point w here tem perature is displayed and controlled. A room  sensor does not
need to com m unicate w ith another room  sensor. In that case, the control point
is at the center of the netw ork. The netw ork form s a star topology, w ith the
control point at the hub and the sensors at the spokes.
In such a configuration, the central point can be in charge of the overall
netw ork coordination, taking care of the beacon transm issions and connection
to each sensor. In the IEEE 802.15.4 standard, the central point is called a
coordinator for the netw ork. W ith this type of deploym ent, each sensor is not
intended to do anything other than com m unicate w ith the coordinator in a
m aster/slave type of relationship. The sensor can im plem ent a subset of
protocol functions to perform  just a specialized part (com m unication w ith the
coordinator). Such a device is called a reduced-function device (RFD ). A n
RFD  cannot be a coordinator. A n RFD  also cannot im plem ent direct
com m unications to another RFD .



The coordinator that im plem ents the full netw ork functions is called, by
contrast, a full-function device (FFD ). A n FFD  can com m unicate directly w ith
another FFD  or w ith m ore than one FFD , form ing m ultiple peer-to-peer
connections. Topologies w here each FFD  has a unique path to another FFD  are
called cluster tree topologies. FFD s in the cluster tree m ay have RFD s,
resulting in a cluster star topology. Figure 2-12 illustrates these topologies.

Figure 2-12 Star and Clustered Star Topologies

O ther point-to-m ultipoint technologies allow  a node to have m ore than one
path to another node, form ing a m esh topology. This redundancy m eans that
each node can com m unicate w ith m ore than just one other node. This
com m unication can be used to directly exchange inform ation betw een nodes
(the receiver directly consum es the inform ation received) or to extend the
range of the com m unication link. In this case, an interm ediate node acts as a
relay betw een tw o other nodes. These tw o other nodes w ould not be able to
com m unicate successfully directly w hile respecting the constraints of pow er
and m odulation dictated by the PH Y layer protocol. Range extension typically
com es at the price of slow er com m unications (as interm ediate nodes need to
spend tim e relaying other nodesô m essages). A n exam ple of a technology that
im plem ents a m esh topology is W i-Fi m esh.
A nother property of m esh netw orks is redundancy. The disappearance of one
node does not necessarily interrupt netw ork com m unications. D ata m ay still be
relayed through other nodes to reach the intended destination.



Figure 2-13 show s a m esh topology. N odes A and D  are too far apart to
com m unicate directly. In this case, com m unication can be relayed through
nodes B or C. N ode B m ay be used as the prim ary relay. H ow ever, the loss of
node B does not prevent the com m unication betw een nodes A and D . H ere,
com m unication is rerouted through another node, node C.

Figure 2-13 M esh Topology

N ote
Figure 2-13 show s a partial m esh topology, w here a node can
com m unicate w ith m ore than one other node, but not all nodes
com m unicate directly w ith all other nodes. In a full m esh topology
each node com m unicates w ith each other node. In the topology
show n in Figure 2-13, w hich has 17 nodes, a full m esh structure
w ould m ean that each node w ould have 16 connections (one to
each other node). Full m esh structures are com putationally
expensive (as each node needs to m aintain a connection to each
other node). In the IoT space, full m esh deploym ents are
uncom m on. In m ost cases, inform ation has to travel to a target
destination rather than being directly distributed to all other
nodes. Full m esh topologies also lim it the acceptable distance
betw een nodes (as all nodes m ust be in range of all other nodes).

N ote
D o not confuse topology and range. Topology describes the



organization of the nodes, w hile range is dictated by factors such
as the frequency or operation, the signal structure, and operational
bandw idth. For exam ple, both IEEE 802.15.4 and LoRaW A N
im plem ent star topologies, but the range of IEEE 802.15.4 is a
few  tens of m eters, w hile LoRaW A N  can achieve a successful
signal over m any kilom eters. The bandw idth and signal structure
(m odulation) are very different. Figure 2-11 helps you com pare
the use cases and im plem entation considerations (range, cost,
available bandw idth) for com m on IoT access technologies.
Chapter 4 describes in detail IEEE 802.15.4, LTE, LoRaW A N ,
and other com peting IoT technologies. H ow ever, keep in m ind
that m any technologies that w ere not initially designed for IoT
usage can be leveraged by specific applications. For exam ple,
rem ote sites m ay need to leverage satellite com m unications w hen
standard IoT w ireless technologies cannot achieve the range
required. A lso, the adoption of technology can vary w idely over
tim e, based on use cases, technology m aturity, and other factors.
For exam ple, cellular technologies w ere initially designed for
voice com m unications. The burst of data traffic that accom panied
the explosion of m obile devices in the early 2000s brought the
developm ent of enhanced standards for cellular com m unications
(w ith LTE). In turn, this enhancem ent allow ed LTE to grow
rapidly as a m ajor connection technology for FA N s.

G atew ays and Backhaul Sublayer
D ata collected from  a sm art object m ay need to be forw arded to a central
station w here data is processed. A s this station is often in a different location
from  the sm art object, data directly received from  the sensor through an access
technology needs to be forw arded to another m edium  (the backhaul) and
transported to the central station. The gatew ay is in charge of this inter-m edium
com m unication.
In m ost cases, the sm art objects are static or m obile w ithin a lim ited area. The
gatew ay is often static. H ow ever, som e IoT technologies do not apply this
m odel. For exam ple, dedicated short-range com m unication (D SRC) allow s
vehicle-to-vehicle and vehicle-to-infrastructure com m unication. In this m odel,
the sm art objectôs position relative to the gatew ay is static. The car includes



sensors and one gatew ay. Com m unication betw een the sensors and the gatew ay
m ay involve w ired or w ireless technologies. Sensors m ay also be integrated
into the road infrastructure and connect over a w ired or w ireless technology to
a gatew ay on the side of the road. A w ireless technology (D SRC operates in
the upper 5 G H z range) is used for backhaul com m unication, peer-to-peer, or
m esh com m unication betw een vehicles.
In the D SRC case, the entire ñsensor fieldò is m oving along w ith the gatew ay,
but the general principles of IoT netw orking rem ain the sam e. The range at
w hich D SRC can com m unicate is lim ited. Sim ilarly, for all other IoT
architectures, the choice of a backhaul technology depends on the
com m unication distance and also on the am ount of data that needs to be
forw arded. W hen the sm art objectôs operation is controlled from  a local site,
and w hen the environm ent is stable (for exam ple, factory or oil and gas field),
Ethernet can be used as a backhaul. In unstable or changing environm ents (for
exam ple, open m ines) w here cables cannot safely be run, a w ireless
technology is used. W i-Fi is com m on in this case, often w ith m ultiple hops
betw een the sensor field and the operation center. M esh is a com m on topology
to allow  com m unication flexibility in this type of dynam ic environm ent.
H ow ever, throughput decreases as node-to-node distance increases, and it also
decreases as the num ber of hops increases. In a typical W i-Fi m esh netw ork,
throughput halves for each additional hop. Som e technologies, like 802.11ah,
im plem ent W i-Fi in a low er band (low er than 1 G H z instead of 2.4 G H z/5
G H z for classical W i-Fi) w ith special provisions adapted to IoT, to achieve a
longer range (up to about 2 km ). Beyond that range, other technologies are
needed.
W iM A X  (802.16) is an exam ple of a longer-range technology. W iM A X  can
achieve ranges of up to 50 kilom eters w ith rates of up to 70 M bps. O bviously,
you cannot achieve m axim um  rate at m axim um  range; you could expect up to 70
M bps at short range and 2 to 3 M bps at m axim um  range. 802.16d (also called
Fixed W iM A X ) describes the backhaul im plem entation of the protocol.
Im provem ents to this aspect have been published (802.16.1), but m ost W iM A X
netw orks still im plem ent a variation of 802.16d. 802.16 can operate in
unlicensed bands, but its backhaul function is often deployed in m ore-reliable
licensed bands, w here interferences from  other system s are better controlled.
A s licensed bands im ply the paym ent of a usability fee, other cellular
technologies also grew  as com petitive solutions for the backhaul part to



achieve sim ilar range. The choice of W iM A X  or a cellular technology depends
on the vertical and the location (local preferences, local costs). Chapter 4
offers an in-depth look at the m ost com m only deployed protocols for this
segm ent, and Table 2-4 com pares the m ain solutions from  an architectural
angle.

Table 2-4 A rchitectural Considerations for W iM A X  and Cellular
Technologies

N etw ork Transport Sublayer
The previous section describes a hierarchical com m unication architecture in
w hich a series of sm art objects report to a gatew ay that conveys the reported
data over another m edium  and up to a central station. H ow ever, practical
im plem entations are often flexible, w ith m ultiple transversal com m unication
paths. For exam ple, consider the case of IoT for the energy grid. Your house
m ay have a m eter that reports the energy consum ption to a gatew ay over a



w ireless technology. O ther houses in your neighborhood (N A N ) m ake the sam e
report, likely to one or several gatew ays. The data to be transported is sm all
and the interval is large (for exam ple, four tim es per hour), resulting in a low -
m obility, low -throughput type of data structure, w ith transm ission distances up
to a m ile. Several technologies (such as 802.11ah, 802.15.4, or LPW A ) can be
used for this collection segm ent. O ther neighborhoods m ay also connect the
sam e w ay, thus form ing a FA N .
For exam ple, the pow er utilityôs headend application server m ay be regional,
and the gatew ay m ay relay to a w ired or w ireless backhaul technology. The
structure appears to be hierarchical. Practically, how ever, this IoT system  m ay
achieve m ore than basic upstream  reporting. If your pow er consum ption
becom es unusually high, the utility headend application server m ay need on-
dem and reporting from  your m eter at short intervals to follow  the consum ption
trend. From  a standard vertical push m odel, the transport structure changes and
becom es bidirectional (dow nstream  pull m odel instead of upstream  push).
D istribution autom ation (D A ) also allow s your m eter to com m unicate w ith
neighboring m eters or other devices in the electrical distribution grid. W ith
such com m unication, consum ption load balancing m ay be optim ized. For
exam ple, your air conditioning pulses fresh air at regular intervals. W ith D A ,
your neighborôs A C starts pulsing w hen your system  pauses; in this w ay, the air
in both houses is kept fresh, but the energy consum ed from  the netw ork is
stable instead of spiking up and dow n w ith uncoordinated start and stop points.
H ere again, the transport m odel changes. From  a vertical structure, you are
now  changing to a possible m esh structure w ith m ultiple peer-to-peer
exchanges.
Sim ilarly, your sm art m eter m ay com m unicate w ith your house appliances to
evaluate their type and energy dem and. W ith this schem e, your w ashing
m achine can be turned on in tim es of low er consum ption from  other system s,
such as at night, w hile pow er to your hom e theater system  w ill never be
deprived, alw ays turning on w hen you need it. O nce the system  learns your
consum ption pattern, charging of your electric car can start and stop at
intervals to achieve the sam e overnight charge w ithout creating spikes in
energy dem and. W hen these functions appear, the transport m odel changes
again. A m esh system  m ay appear at the scale of the house. M ore com m only, a
partial m esh appears, w ith som e central nodes connecting to m ultiple other
nodes. D ata m ay flow  locally, or it m ay have to be orchestrated by a central



application to coordinate the pow er budget betw een houses.
In this sm art system , your carôs charging system  is connected to your energy
account. A s you plug into a public charging station, your car logs into the
system  to be identified and uniquely links to your account. A t regular intervals,
the central system  m ay need to query all the charging stations for status update.
The transport structure loses its vertical organization a bit m ore in this m odel,
as you m ay be connecting from  anyw here. In a m anaged environm ent, the
headend system  needs to upgrade the softw are on your m eter, just as appliance
vendors m ay need to update your oven or w ashing m achine sm art energy
softw are. From  a bottom -up data transport flow , you now  im plem ent top-dow n
data flow s.
This com m unication structure thus m ay involve peer-to-peer (for exam ple,
m eter to m eter), point-to-point (m eter to headend station), point-to-m ultipoint
(gatew ay or head-end to m ultiple m eters), unicast and m ulticast
com m unications (softw are update to one or m ultiple system s). In a m ultitenant
environm ent (for exam ple, electricity and gas consum ption m anagem ent),
different system s m ay use the sam e com m unication pathw ays. This
com m unication occurs over m ultiple m edia (for exam ple, pow er lines inside
your house or a short-range w ireless system  like indoor W i-Fi and/or ZigBee),
a longer-range w ireless system  to the gatew ay, and yet another w ireless or
w ired m edium  for backhaul transm ission.
To allow  for such com m unication structure, a netw ork protocol w ith specific
characteristics needs to be im plem ented. The protocol needs to be open and
standard-based to accom m odate m ultiple industries and m ultiple m edia.
Scalability (to accom m odate thousands or m illions of sensors in a single
netw ork) and security are also com m on requirem ents. IP is a protocol that
m atches all these requirem ents. The advantages of IP are covered in depth in
Chapter 5.
The flexibility of IP allow s this protocol to be em bedded in objects of very
different natures, exchanging inform ation over very different m edia, including
low -pow er, lossy, and low -bandw idth netw orks. For exam ple, RFC 2464
describes how  an IPv6 packet gets encapsulated over an Ethernet fram e and is
also used for IEEE 802.11 W i-Fi. Sim ilarly, the IETF 6LoW PA N  w orking
group specifies how  IPv6 packets are carried efficiently over lossy netw orks,
form ing an ñadaption layerò for IPv6, prim arily for IoT netw orks. Chapter 4
provides m ore details on 6LoW PA N  and its capabilities.



Finally, the transport layer protocols built above IP (UD P and TCP) can easily
be leveraged to decide w hether the netw ork should control the data packet
delivery (w ith TCP) or w hether the control task should be left to the
application (UD P). UD P is a m uch lighter and faster protocol than TCP.
H ow ever, it does not guarantee packet delivery. Both TCP and UD P can be
secured w ith TLS/SSL (TCP) or D TLS (UD P). Chapter 6 takes a closer look at
TCP and UD P for IoT netw orks.

IoT N etw ork M anagem ent Sublayer
IP, TCP, and UD P bring connectivity to IoT netw orks. Upper-layer protocols
need to take care of data transm ission betw een the sm art objects and other
system s. M ultiple protocols have been leveraged or created to solve IoT data
com m unication problem s. Som e netw orks rely on a push m odel (that is, a
sensor reports at a regular interval or based on a local trigger), w hereas others
rely on a pull m odel (that is, an application queries the sensor over the
netw ork), and m ultiple hybrid approaches are also possible.
Follow ing the IP logic, som e IoT im plem enters have suggested H TTP for the
data transfer phase. A fter all, H TTP has a client and server com ponent. The
sensor could use the client part to establish a connection to the IoT central
application (the server), and then data can be exchanged. You can find H TTP in
som e IoT applications, but H TTP is som ething of a fat protocol and w as not
designed to operate in constrained environm ents w ith low  m em ory, low  pow er,
low  bandw idth, and a high rate of packet failure. D espite these lim itations,
other w eb-derived protocols have been suggested for the IoT space. O ne
exam ple is W ebSocket. W ebSocket is part of the H TM L5 specification, and
provides a sim ple bidirectional connection over a single connection. Som e IoT
solutions use W ebSocket to m anage the connection betw een the sm art object
and an external application. W ebSocket is often com bined w ith other
protocols, such as M Q TT (described shortly) to handle the IoT-specific part of
the com m unication.
W ith the sam e logic of reusing w ell-know n m ethods, Extensible M essaging and
Presence Protocol (X M PP) w as created. X M PP is based on instant m essaging
and presence. It allow s the exchange of data betw een tw o or m ore system s and
supports presence and contact list m aintenance. It can also handle
publish/subscribe, m aking it a good choice for distribution of inform ation to
m ultiple devices. A lim itation of X M PP is its reliance on TCP, w hich m ay



force subscribers to m aintain open sessions to other system s and m ay be a
lim itation for m em ory-constrained objects.
To respond to the lim its of w eb-based protocols, another protocol w as created
by the IETF Constrained Restful Environm ents (CoRE) w orking group:
Constrained A pplication Protocol (CoA P). CoA P uses som e m ethods sim ilar
to those of H TTP (such as G et, Post, Put, and D elete) but im plem ents a shorter
list, thus lim iting the size of the header. CoA P also runs on UD P (w hereas
H TTP typically uses TCP). CoA P also adds a feature that is lacking in H TTP
and very useful for IoT: observation. O bservation allow s the stream ing of state
changes as they occur, w ithout requiring the receiver to query for these
changes.
A nother com m on IoT protocol utilized in these m iddle to upper layers is
M essage Q ueue Telem etry Transport (M Q TT). M Q TT uses a broker-based
architecture. The sensor can be set to be an M Q TT publisher (publishes a
piece of inform ation), the application that needs to receive the inform ation can
be set as the M Q TT subscriber, and any interm ediary system  can be set as a
broker to relay the inform ation betw een the publisher and the subscriber(s).
M Q TT runs over TCP. A consequence of the reliance on TCP is that an M Q TT
client typically holds a connection open to the broker at all tim es. This m ay be
a lim iting factor in environm ents w here loss is high or w here com puting
resources are lim ited.
Chapter 6 exam ines in m ore detail the various IoT application protocols,
including CoA P and M Q TT. From  an architectural standpoint, you need to
determ ine the requirem ents of your application protocol. Relying on TCP
im plies m aintaining sessions betw een endpoints. The advantage of reliability
com es w ith the cost of m em ory and processing resources consum ed for session
aw areness. Relying on UD P delegates the control to the upper layers. You also
need to determ ine the requirem ents for Q oS w ith different priority levels
betw een the various m essages. Finally, you need to evaluate the security of the
IoT application protocol to balance the level of security provided against the
overhead required. Chapter 8 describes how  to evaluate the security aspect of
IoT netw orks.

L ayer 3: A pplications and A nalytics L ayer
O nce connected to a netw ork, your sm art objects exchange inform ation w ith
other system s. A s soon as your IoT netw ork spans m ore than a few  sensors, the



pow er of the Internet of Things appears in the applications that m ake use of the
inform ation exchanged w ith the sm art objects.

A nalytics Versus C ontrol A pplications
M ultiple applications can help increase the efficiency of an IoT netw ork. Each
application collects data and provides a range of functions based on analyzing
the collected data. It can be difficult to com pare the features offered. Chapter
7, ñD ata and A nalytics for IoT,ò provides an in-depth analysis of the various
application fam ilies. From  an architectural standpoint, one basic classification
can be as follow s:

 A nalytics application: This type of application collects data from
m ultiple sm art objects, processes the collected data, and displays
inform ation resulting from  the data that w as processed. The display can
be about any aspect of the IoT netw ork, from  historical reports, statistics,
or trends to individual system  states. The im portant aspect is that the
application processes the data to convey a view  of the netw ork that
cannot be obtained from  solely looking at the inform ation displayed by a
single sm art object.
 C ontrol application: This type of application controls the behavior of
the sm art object or the behavior of an object related to the sm art object.
For exam ple, a pressure sensor m ay be connected to a pum p. A control
application increases the pum p speed w hen the connected sensor detects
a drop in pressure. Control applications are very useful for controlling
com plex aspects of an IoT netw ork w ith a logic that cannot be
program m ed inside a single IoT object, either because the configured
changes are too com plex to fit into the local system  or because the
configured changes rely on param eters that include elem ents outside the
IoT object.
A n exam ple of control system  architecture is SCA D A . SCA D A w as
developed as a universal m ethod to access rem ote system s and send
instructions. O ne exam ple w here SCA D A is w idely used is in the control
and m onitoring of rem ote term inal units (RTUs) on the electrical
distribution grid.

M any advanced IoT applications include both analytics and control m odules.
In m ost cases, data is collected from  the sm art objects and processed in the
analytics m odule. The result of this processing m ay be used to m odify the



behavior of sm art objects or system s related to the sm art objects. The control
m odule is used to convey the instructions for behavioral changes. W hen
evaluating an IoT data and analytics application, you need to determ ine the
relative depth of the control part needed for your use case and m atch it against
the type of analytics provided.

D ata Versus N etw ork A nalytics
A nalytics is a general term  that describes processing inform ation to m ake
sense of collected data. In the w orld of IoT, a possible classification of the
analytics function is as follow s:

 D ata analytics: This type of analytics processes the data collected by
sm art objects and com bines it to provide an intelligent view  related to
the IoT system . A t a very basic level, a dashboard can display an alarm
w hen a w eight sensor detects that a shelf is em pty in a store. In a m ore
com plex case, tem perature, pressure, w ind, hum idity, and light levels
collected from  thousands of sensors m ay be com bined and then
processed to determ ine the likelihood of a storm  and its possible path. In
this case, data processing can be very com plex and m ay com bine
m ultiple changing values over com plex algorithm s. D ata analytics can
also m onitor the IoT system  itself. For exam ple, a m achine or robot in a
factory can report data about its ow n m ovem ents. This data can be used
by an analytics application to report degradation in the m ovem ent
speeds, w hich m ay be indicative of a need to service the robot before a
part breaks.
 N etw ork analytics: M ost IoT system s are built around sm art objects
connected to the netw ork. A loss or degradation in connectivity is likely
to affect the efficiency of the system . Such a loss can have dram atic
effects. For exam ple, open m ines use w ireless netw orks to autom atically
pilot dum p trucks. A lasting loss of connectivity m ay result in an accident
or degradation of operations efficiency (autom ated dum p trucks typically
stop upon connectivity loss). O n a m ore m inor scale, loss of connectivity
m eans that data stops being fed to your data analytics platform , and the
system  stops m aking intelligent analyses of the IoT system . A sim ilar
consequence is that the control m odule cannot m odify local object
behaviors anym ore.

M ost analytics applications em ploy both data and netw ork analytics m odules.



W hen architecting an IoT system , you need to evaluate the need for each one.
N etw ork analytics is necessary for connected system s. H ow ever, the depth of
analysis depends on your use cases. A basic connectivity view  m ay be enough
if the sm art objects report occasional status, w ithout expectation for im m ediate
action based on this report. D etailed analysis and trending about netw ork
perform ance are needed if the central application is expected to pilot in near-
real-tim e connected system s.
D ata analytics is a w ider space w ith a larger gray area (in term s of needs) than
netw ork analytics. Basic system s analytics can provide view s of the system
state and state trend analysis. M ore advanced system s can refine the type of
data collected and display additional inform ation about the system . The type of
collected data and processing varies w idely w ith the use case.

D ata A nalytics Versus Business Benefits
D ata analytics is undoubtedly a field w here the value of IoT is boom ing.
A lm ost any object can be connected, and m ultiple types of sensors can be
installed on a given object. Collecting and interpreting the data generated by
these devices is w here the value of IoT is realized.
From  an architectural standpoint, you can define static IoT netw orks w here a
clear list of elem ents to m onitor and analytics to perform  are determ ined. Such
static system s are com m on in industrial environm ents w here the IoT charter is
about providing a clear view  of the state of the operation. H ow ever, a sm arter
architectural choice m ay be to allow  for an open system  w here the netw ork is
engineered to be flexible enough that other sensors m ay be added in the future,
and w here both upstream  and dow nstream  operations are allow ed. This
flexibility allow s for additional processing of the existing sensors and also
deeper and m ore efficient interaction w ith the connected objects. This
enhanced data processing can result in new  added value for businesses that are
not envisioned at the tim e w hen the system  is initially deployed.
A n exam ple of a flexible analytics and control application is Cisco Jasper,
w hich provides a turnkey cloud-based platform  for IoT m anagem ent and
m onetization. Consider the case of vending m achines deployed throughout a
city. A t a basic level, these m achines can be connected, and sensors can be
deployed to report w hen a m achine is in an error state. A repair person can be
sent to address the issue w hen such a state is identified. This type of alert is a
tim e saver and avoids the need for the repair team  to tour all the m achines in



turn w hen only one m ay be m alfunctioning.
This alert system  m ay also avoid delay betw een the tim e w hen a m achine goes
into the error state and the tim e w hen a repair team  visits the m achine location.
W ith a static platform , this use case is lim ited to this type of alert. W ith a
flexible platform  like Cisco Jasper, new  applications m ay be im agined and
developed over tim e. For exam ple, the m achine sensors can be im proved to
also report w hen an item  is sold. The central application can then be enhanced
to process this inform ation and analyze w hat item  is m ost sold, in w hat
location, at w hat tim es. This new  view  of the m achines m ay allow  for an
optim ization of the item s to sell in m achines in a given area. System s m ay be
im plem ented to adapt the goods to tim e, season, or locationð or m any other
param eters that m ay have been analyzed. In short, architecting open system s
opens the possibility for new  applications.

Sm art Services
The ability to use IoT to im prove operations is often term ed ñsm art services.ò
This term  is generic, and in m any cases the term  is used but its m eaning is often
stretched to include one form  of service or another w here an additional level
of intelligence is provided.
Fundam entally, sm art services use IoT and aim  for efficiency. For exam ple,
sensors can be installed on equipm ent to ensure ongoing conform ance w ith
regulations or safety requirem ents. This angle of efficiency can take m ultiple
form s, from  presence sensors in hazardous areas to w eight threshold violation
detectors on trucks.
Sm art services can also be used to m easure the efficiency of m achines by
detecting m achine output, speed, or other form s of usage evaluation. Entire
operations can be optim ized w ith IoT. In hospitality, for exam ple, presence and
m otion sensors can evaluate the num ber of guests in a lobby and redirect
personnel accordingly. The sam e type of action can be taken in a store w here a
custom er is detected as staying longer than the typical am ount of tim e in front
of a shelf. Personnel can be deployed to provide assistance. M ovem ent of
people and objects on factory floors can be analyzed to optim ize the
production flow .
Sm art services can be integrated into an IoT system . For exam ple, sensors can
be integrated in a light bulb. A sensor can turn a light on or off based on the
presence of a hum an in the room . A n even sm arter system  can com m unicate



w ith other system s in the house, learn the hum an m ovem ent pattern, and
anticipate the presence of a hum an, turning on the light just before the person
enters the room . A n even sm arter system  can use sm arter sensors that analyze
m ultiple param eters to detect hum an m ood and m odify accordingly the light
color to adapt to the learned preferences, or to convey either a m ore relaxing
or a m ore dynam ic environm ent.
Light bulbs are a sim ple exam ple. By connecting to other system s in the house,
efficiencies can be coordinated. For exam ple, the house entry alarm  system  or
the heating system  can coordinate w ith the presence detector in a light bulb to
adapt to detected changes. The alarm  system  can disable volum etric m ovem ent
alarm s in zones w here a know n person is detected. The heating system  can
adapt the tem perature to hum an presence or detected personal preferences.
Sim ilar efficiency can be extended to larger system s than a house. For
exam ple, sm art grid applications can coordinate the energy consum ption
betw een houses to regulate the energy dem and from  the grid. W e already
m entioned that your w ashing m achine m ay be turned on at night w hen the
energy dem and for heating and cooling is low er. Just as your air conditioning
pulses can be coordinated w ith your neighborôs, your w ashing m achine cycles
can be coordinated w ith the appliances in your house and in the neighborhood
to sm ooth the energy dem and spikes on the grid.
Efficiency also applies to M 2M  com m unications. In m ining environm ents,
vehicles can com m unicate to regulate the flow s betw een drills, draglines,
bulldozers, and dum p trucks, for exam ple, m aking sure that a dum p truck is
alw ays available w hen a bulldozer needs it. In sm art cities, vehicles
com m unicate. A traffic jam  is detected and anticipated autom atically by public
transportation, and the system  can tem porarily reroute buses or regulate the
num ber of buses servicing a specific line based on traffic and custom er
quantity, instantaneous or learned over trending.
Part III of this book provides detailed exam ples of how  IoT is shaping specific
industries. The lessons learned are alw ays that architecting open IoT system s
allow s for increased efficiency over tim e. N ew  applications and possibilities
for an IoT system  w ill appear in the upcom ing years. W hen building an IoT
netw ork, you should m ake sure to keep the system  open for the possibility of
new  sm art objects and m ore traffic on the system .

IoT D ata M anagem ent and C om pute Stack



O ne of the key m essages in the first tw o chapters of this book is that the
m assive scale of IoT netw orks is fundam entally driving new  architectures. For
instance, Figure 1-2 in Chapter 1 illustrates how  the ñthingsò connected to the
Internet are continuing to grow  exponentially, w ith a prediction by Cisco that
by 2020 there w ill be m ore than 50 billion devices connected to som e form  of
an IP netw ork. Clearly, traditional IT netw orks are not prepared for this
m agnitude of netw ork devices. H ow ever, beyond the netw ork architecture
itself, consider the data that is generated by these devices. If the num ber of
devices is beyond conventional num bers, surely the data generated by these
devices m ust also be of serious concern.
In fact, the data generated by IoT sensors is one of the single biggest challenges
in building an IoT system . In the case of m odern IT netw orks, the data sourced
by a com puter or server is typically generated by the client/server
com m unications m odel, and it serves the needs of the application. In sensor
netw orks, the vast m ajority of data generated is unstructured and of very little
use on its ow n. For exam ple, the m ajority of data generated by a sm art m eter is
nothing m ore than polling data; the com m unications system  sim ply determ ines
w hether a netw ork connection to the m eter is still active. This data on its ow n
is of very little value. The real value of a sm art m eter is the m etering data read
by the m eter m anagem ent system  (M M S). H ow ever, if you look at the raw
polling data from  a different perspective, the inform ation can be very useful.
For exam ple, a utility m ay have m illions of m eters covering its entire service
area. If w hole sections of the sm art grid start to show  an interruption of
connectivity to the m eters, this data can be analyzed and com bined w ith other
sources of data, such as w eather reports and electrical dem and in the grid, to
provide a com plete picture of w hat is happening. This inform ation can help
determ ine w hether the loss of connection to the m eters is truly a loss of pow er
or w hether som e other problem  has developed in the grid. M oreover, analytics
of this data can help the utility quickly determ ine the extent of the service
outage and repair the disruption in a tim ely fashion.
In m ost cases, the processing location is outside the sm art object. A natural
location for this processing activity is the cloud. Sm art objects need to connect
to the cloud, and data processing is centralized. O ne advantage of this m odel is
sim plicity. O bjects just need to connect to a central cloud application. That
application has visibility over all the IoT nodes and can process all the
analytics needed today and in the future.



H ow ever, this m odel also has lim itations. A s data volum e, the variety of
objects connecting to the netw ork, and the need for m ore efficiency increase,
new  requirem ents appear, and those requirem ents tend to bring the need for
data analysis closer to the IoT system . These new  requirem ents include the
follow ing:

 M inim izing latency: M illiseconds m atter for m any types of industrial
system s, such as w hen you are trying to prevent m anufacturing line
shutdow ns or restore electrical service. A nalyzing data close to the
device that collected the data can m ake a difference betw een averting
disaster and a cascading system  failure.
 C onserving netw ork bandw idth: O ffshore oil rigs generate 500 G B of
data w eekly. Com m ercial jets generate 10 TB for every 30 m inutes of
flight. It is not practical to transport vast am ounts of data from  thousands
or hundreds of thousands of edge devices to the cloud. N or is it
necessary because m any critical analyses do not require cloud-scale
processing and storage.
 Increasing local efficiency: Collecting and securing data across a w ide
geographic area w ith different environm ental conditions m ay not be
useful. The environm ental conditions in one area w ill trigger a local
response independent from  the conditions of another site hundreds of
m iles aw ay. A nalyzing both areas in the sam e cloud system  m ay not be
necessary for im m ediate efficiency.

A n im portant design consideration, therefore, is how  to design an IoT netw ork
to m anage this volum e of data in an efficient w ay such that the data can be
quickly analyzed and lead to business benefits. The volum e of data generated
by IoT devices can be so great that it can easily overrun the capabilities of the
headend system  in the data center or the cloud. For exam ple, it has been
observed that a m oderately sized sm art m eter netw ork of 1 m illion m eters w ill
generate close to 1 billion data points each day (including m eter reads and
other instrum entation data), resulting in 1 TB of data. For an IT organization
that is not prepared to contend w ith this volum e of data storage and real-tim e
analysis, this creates a w hole new  challenge.
The volum e of data also introduces questions about bandw idth m anagem ent.
A s the m assive am ount of IoT data begins to funnel into the data center, does
the netw ork have the capacity to sustain this volum e of traffic? D oes the
application server have the ability to ingest, store, and analyze the vast quantity



of data that is com ing in? This is som etim es referred to as the ñim pedance
m ism atchò of the data generated by the IoT system  and the m anagem ent
applicationôs ability to deal w ith that data.
A s illustrated in Figure 2-14, data m anagem ent in traditional IT system s is very
sim ple. The endpoints (laptops, printers, IP phones, and so on) com m unicate
over an IP core netw ork to servers in the data center or cloud. D ata is
generally stored in the data center, and the physical links from  access to core
are typically high bandw idth, m eaning access to IT data is quick.

Figure 2-14 The Traditional IT Cloud Com puting M odel
IoT system s function differently. Several data-related problem s need to be
addressed:

 Bandw idth in last-m ile IoT netw orks is very lim ited. W hen dealing w ith
thousands/m illions of devices, available bandw idth m ay be on order of
tens of K bps per device or even less.
 Latency can be very high. Instead of dealing w ith latency in the
m illiseconds range, large IoT netw orks often introduce latency of
hundreds to thousands of m illiseconds.
 N etw ork backhaul from  the gatew ay can be unreliable and often depends
on 3G /LTE or even satellite links. Backhaul links can also be expensive
if a per-byte data usage m odel is necessary.



 The volum e of data transm itted over the backhaul can be high, and m uch
of the data m ay not really be that interesting (such as sim ple polling
m essages).
 Big data is getting bigger. The concept of storing and analyzing all
sensor data in the cloud is im practical. The sheer volum e of data
generated m akes real-tim e analysis and response to the data alm ost
im possible.

Fog C om puting
The solution to the challenges m entioned in the previous section is to distribute
data m anagem ent throughout the IoT system , as close to the edge of the IP
netw ork as possible. The best-know n em bodim ent of edge services in IoT is
fog com puting. A ny device w ith com puting, storage, and netw ork connectivity
can be a fog node. Exam ples include industrial controllers, sw itches, routers,
em bedded servers, and IoT gatew ays. A nalyzing IoT data close to w here it is
collected m inim izes latency, offloads gigabytes of netw ork traffic from  the
core netw ork, and keeps sensitive data inside the local netw ork.

N ote
The concept of fog w as first developed by Flavio Bonom i and
Rodolfo M ilito of Cisco System s. In the w orld of IoT, fog gets its
nam e from  a relative com parison to com puting in the cloud layer.
Just as clouds exist in the sky, fog rests near the ground. In the
sam e w ay, the intention of fog com puting is to place resources as
close to the groundð that is, the IoT devicesð as possible. A n
interesting side note is that the term  ñfogò w as actually coined by
G inny N ichols, Rodolfoôs w ife. A lthough not w orking directly in
IoT, she had an excellent grasp of w hat her husband w as
developing and w as able to quickly draw  the com parison betw een
cloud and edge com puting. O ne day she m ade the suggestion of
sim ply calling it the ñfog layer.ò The nam e stuck.

A n advantage of this structure is that the fog node allow s intelligence gathering
(such as analytics) and control from  the closest possible point, and in doing so,
it allow s better perform ance over constrained netw orks. In one sense, this
introduces a new  layer to the traditional IT com puting m odel, one that is often



referred to as the ñfog layer.ò Figure 2-15 show s the placem ent of the fog layer
in the IoT D ata M anagem ent and Com pute Stack.

Figure 2-15 The IoT D ata M anagem ent and Com pute Stack w ith Fog
Com puting

Fog services are typically accom plished very close to the edge device, sitting
as close to the IoT endpoints as possible. O ne significant advantage of this is
that the fog node has contextual aw areness of the sensors it is m anaging
because of its geographic proxim ity to those sensors. For exam ple, there m ight
be a fog router on an oil derrick that is m onitoring all the sensor activity at that
location. Because the fog node is able to analyze inform ation from  all the
sensors on that derrick, it can provide contextual analysis of the m essages it is
receiving and m ay decide to send back only the relevant inform ation over the
backhaul netw ork to the cloud. In this w ay, it is perform ing distributed
analytics such that the volum e of data sent upstream  is greatly reduced and is
m uch m ore useful to application and analytics servers residing in the cloud.
In addition, having contextual aw areness gives fog nodes the ability to react to
events in the IoT netw ork m uch m ore quickly than in the traditional IT com pute



m odel, w hich w ould likely incur greater latency and have slow er response
tim es. The fog layer thus provides a distributed edge control loop capability,
w here devices can be m onitored, controlled, and analyzed in real tim e w ithout
the need to w ait for com m unication from  the central analytics and application
servers in the cloud.
The value of this m odel is clear. For exam ple, tire pressure sensors on a large
truck in an open-pit m ine m ight continually report m easurem ents all day long.
There m ay be only m inor pressure changes that are w ell w ithin tolerance
lim its, m aking continual reporting to the cloud unnecessary. Is it really useful to
continually send such data back to the cloud over a potentially expensive
backhaul connection? W ith a fog node on the truck, it is possible to not only
m easure the pressure of all tires at once but also com bine this data w ith
inform ation com ing from  other sensors in the engine, hydraulics, and so on.
W ith this approach, the fog node sends alert data upstream  only if an actual
problem  is beginning to occur on the truck that affects operational efficiency.
IoT fog com puting enables data to be preprocessed and correlated w ith other
inputs to produce relevant inform ation. This data can then be used as real-tim e,
actionable know ledge by IoT-enabled applications. Longer term , this data can
be used to gain a deeper understanding of netw ork behavior and system s for
the purpose of developing proactive policies, processes, and responses.
Fog applications are as diverse as the Internet of Things itself. W hat they have
in com m on is data reductionð m onitoring or analyzing real-tim e data from
netw ork-connected things and then initiating an action, such as locking a door,
changing equipm ent settings, applying the brakes on a train, zoom ing a video
cam era, opening a valve in response to a pressure reading, creating a bar chart,
or sending an alert to a technician to m ake a preventive repair.
The defining characteristic of fog com puting are as follow s:

 C ontextual location aw areness and low  latency: The fog node sits as
close to the IoT endpoint as possible to deliver distributed com puting.
 G eographic distribution: In sharp contrast to the m ore centralized
cloud, the services and applications targeted by the fog nodes dem and
w idely distributed deploym ents.
 D eploym ent near IoT endpoints: Fog nodes are typically deployed in
the presence of a large num ber of IoT endpoints. For exam ple, typical
m etering deploym ents often see 3000 to 4000 nodes per gatew ay router,



w hich also functions as the fog com puting node.
 W ireless com m unication betw een the fog and the IoT endpoint:
A lthough it is possible to connect w ired nodes, the advantages of fog are
greatest w hen dealing w ith a large num ber of endpoints, and w ireless
access is the easiest w ay to achieve such scale.
 U se for real-tim e interactions: Im portant fog applications involve
real-tim e interactions rather than batch processing. Preprocessing of data
in the fog nodes allow s upper-layer applications to perform  batch
processing on a subset of the data.

E dge C om puting
Fog com puting solutions are being adopted by m any industries, and efforts to
develop distributed applications and analytics tools are being introduced at an
accelerating pace. The natural place for a fog node is in the netw ork device
that sits closest to the IoT endpoints, and these nodes are typically spread
throughout an IoT netw ork. H ow ever, in recent years, the concept of IoT
com puting has been pushed even further to the edge, and in som e cases it now
resides directly in the sensors and IoT devices.

N ote
Edge com puting is also som etim es called ñm istò com puting. If
clouds exist in the sky, and fog sits near the ground, then m ist is
w hat actually sits on the ground. Thus, the concept of m ist is to
extend fog to the furthest point possible, right into the IoT
endpoint device itself.

IoT devices and sensors often have constrained resources, how ever, as
com pute capabilities increase. Som e new  classes of IoT endpoints have
enough com pute capabilities to perform  at least low -level analytics and
filtering to m ake basic decisions. For exam ple, consider a w ater sensor on a
fire hydrant. W hile a fog node sitting on an electrical pole in the distribution
netw ork m ay have an excellent view  of all the fire hydrants in a local
neighborhood, a node on each hydrant w ould have clear view  of a w ater
pressure drop on its ow n line and w ould be able to quickly generate an alert of
a localized problem . The fog node, on the other hand, w ould have a w ider



view  and w ould be able to ascertain w hether the problem  w as m ore than just
localized but w as affecting the entire area. A nother exam ple is in the use of
sm art m eters. Edge com puteïcapable m eters are able to com m unicate w ith
each other to share inform ation on sm all subsets of the electrical distribution
grid to m onitor localized pow er quality and consum ption, and they can inform
a fog node of events that m ay pertain to only tiny sections of the grid. M odels
such as these help ensure the highest quality of pow er delivery to custom ers.

The H ierarchy of E dge, Fog, and C loud
It is im portant to stress that edge or fog com puting in no w ay replaces the
cloud. Rather, they com plem ent each other, and m any use cases actually require
strong cooperation betw een layers. In the sam e w ay that low er courts do not
replace the suprem e court of a country, edge and fog com puting layers sim ply
act as a first line of defense for filtering, analyzing, and otherw ise m anaging
data endpoints. This saves the cloud from  being queried by each and every
node for each event.
This m odel suggests a hierarchical organization of netw ork, com pute, and data
storage resources. A t each stage, data is collected, analyzed, and responded to
w hen necessary, according to the capabilities of the resources at each layer. A s
data needs to be sent to the cloud, the latency becom es higher. The advantage
of this hierarchy is that a response to events from  resources close to the end
device is fast and can result in im m ediate benefits, w hile still having deeper
com pute resources available in the cloud w hen necessary.
It is im portant to note that the heterogeneity of IoT devices also m eans a
heterogeneity of edge and fog com puting resources. W hile cloud resources are
expected to be hom ogenous, it is fair to expect that in m any cases both edge
and fog resources w ill use different operating system s, have different CPU and
data storage capabilities, and have different energy consum ption profiles. Edge
and fog thus require an abstraction layer that allow s applications to
com m unicate w ith one another. The abstraction layer exposes a com m on set of
A PIs for m onitoring, provisioning, and controlling the physical resources in a
standardized w ay. The abstraction layer also requires a m echanism  to support
virtualization, w ith the ability to run m ultiple operating system s or service
containers on physical devices to support m ultitenancy and application
consistency across the IoT system . D efinition of a com m on com m unications
services fram ew ork is being addressed by groups such as oneM 2M , discussed



earlier. Figure 2-16 illustrates the hierarchical nature of edge, fog, and cloud
com puting across an IoT system .

Figure 2-16 D istributed Com pute and D ata M anagem ent A cross an IoT
System

From  an architectural standpoint, fog nodes closest to the netw ork edge receive
the data from  IoT devices. The fog IoT application then directs different types
of data to the optim al place for analysis:

 The m ost tim e-sensitive data is analyzed on the edge or fog node closest
to the things generating the data.
 D ata that can w ait seconds or m inutes for action is passed along to an
aggregation node for analysis and action.
 D ata that is less tim e sensitive is sent to the cloud for historical analysis,
big data analytics, and long-term  storage. For exam ple, each of thousands
or hundreds of thousands of fog nodes m ight send periodic sum m aries of
data to the cloud for historical analysis and storage.

In sum m ary, w hen architecting an IoT netw ork, you should consider the am ount
of data to be analyzed and the tim e sensitivity of this data. Understanding these
factors w ill help you decide w hether cloud com puting is enough or w hether



edge or fog com puting w ould im prove your system  efficiency. Fog com puting
accelerates aw areness and response to events by elim inating a round trip to the
cloud for analysis. It avoids the need for costly bandw idth additions by
offloading gigabytes of netw ork traffic from  the core netw ork. It also protects
sensitive IoT data by analyzing it inside com pany w alls.

Sum m ary
The requirem ents of IoT system s are driving new  architectures that address the
scale, constraints, and data m anagem ent aspects of IoT. To address these needs,
several IoT-specific reference m odels have arisen, including the oneM 2M  IoT
m odel and the IoT W orld Forum ôs IoT Reference M odel. The com m onalities
betw een these m odels are the interaction of IoT devices, the netw ork that
connects them , and the applications that m anage the endpoints.
This book presents an IoT fram ew ork that uses aspects of these various m odels
and applies them  to specific industry use cases. This chapter presents a m odel
based on com m on concepts in these architectures that breaks the IoT layers
into a sim plified architecture incorporating tw o parallel stacks: the Core IoT
Functional Stack and the IoT D ata M anagem ent and Com pute Stack. This
architecture sets the form at for the chapters that follow  in this book.
The Core IoT Functional Stack has three layers: the IoT sensors and actuators,
netw orking com ponents, and applications and analytics layers. The netw orking
com ponents and applications layers involve several sublayers corresponding
to different parts of the overall IoT system .
The IoT D ata M anagem ent and Com pute Stack deals w ith how  and w here data
is filtered, aggregated, stored, and analyzed. In traditional IT m odels, this
occurs in the cloud or the data center. H ow ever, due to the unique requirem ents
of IoT, data m anagem ent is distributed as close to the edge as possible,
including the edge and fog layers.
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C hapter 3. Sm art O bjects: T he ñT hingsò in
IoT

Im agine the IoT-enabled connected vehicle and roadw ay highlighted in Chapter
1, ñW hat Is IoT?ò That car has an im pressive ecosystem  of sensors that
provides an im m ense am ount of data that can be intelligently consum ed by a
variety of system s and services on the car itself as w ell as shared externally
w ith other vehicles, the connected roadw ay infrastructure, or even a w hole
host of other cloud-based diagnostic and consum er services. From  behind the
steering w heel, alm ost everything in the car can be checked (sensed) and
controlled. The car is filled w ith sensors of all types (for exam ple,
tem perature, location [G PS], pressure, velocity) that are m eant to provide a
w ealth of rich and relevant data to, am ong m any other things, im prove safety,
sim plify vehicle m aintenance, and enhance the driver experience.
Such sensors are fundam ental building blocks of IoT netw orks. In fact, they are
the foundational elem ents found in sm art objectsð the ñthingsò in the Internet of
Things. Sm art objects are any physical objects that contain em bedded
technology to sense and/or interact w ith their environm ent in a m eaningful w ay
by being interconnected and enabling com m unication am ong them selves or an
external agent.
This chapter provides a detailed analysis of sm art objects and their
architecture. It also provides an understanding of their design lim itations and
role w ithin IoT netw orks. Specifically, the follow ing sections are included:

 Sensors, A ctuators, and Sm art O bjects: This section defines sensors,
actuators, and sm art objects and describes how  they are the fundam ental
building blocks of IoT netw orks.
 Sensor N etw orks: This section covers the design, drivers for adoption,
and deploym ent challenges of sensor netw orks.

Sensors, A ctuators, and Sm art O bjects
The follow ing sections describe the capabilities, characteristics, and
functionality of sensors and actuators. They also detail how  the econom ic and
technical conditions are finally right for IoT to flourish. Finally, you w ill see



how  to bring these foundational elem ents together to form  sm art objects, w hich
are connected to form  the sensor and actuator netw orks that m ake m ost IoT use
cases possible.

Sensors
A sensor does exactly as its nam e indicates: It senses. M ore specifically, a
sensor m easures som e physical quantity and converts that m easurem ent reading
into a digital representation. That digital representation is typically passed to
another device for transform ation into useful data that can be consum ed by
intelligent devices or hum ans.
N aturally, a parallel can be draw n w ith hum ans and the use of their five senses
to learn about their surroundings. H um an senses do not operate independently
in silos. Instead, they com plem ent each other and com pute together,
em pow ering the hum an brain to m ake intelligent decisions. The brain is the
ultim ate decision m aker, and it often uses several sources of sensory input to
validate an event and com pensate for ñincom pleteò inform ation.
Sensors are not lim ited to hum an-like sensory data. They can m easure anything
w orth m easuring. In fact, they are able to provide an extrem ely w ide spectrum
of rich and diverse m easurem ent data w ith far greater precision than hum an
senses; sensors provide superhum an sensory capabilities. This additional
dim ension of data m akes the physical w orld an incredibly valuable source of
inform ation. Sensors can be readily em bedded in any physical objects that are
easily connected to the Internet by w ired or w ireless netw orks. Because these
connected host physical objects w ith m ultidim ensional sensing capabilities
com m unicate w ith each other and external system s, they can interpret their
environm ent and m ake intelligent decisions. Connecting sensing devices in this
w ay has ushered in the w orld of IoT and a w hole new  paradigm  of business
intelligence.
There are m yriad different sensors available to m easure virtually everything in
the physical w orld. There are a num ber of w ays to group and cluster sensors
into different categories, including the follow ing:

 A ctive or passive: Sensors can be categorized based on w hether they
produce an energy output and typically require an external pow er supply
(active) or w hether they sim ply receive energy and typically require no
external pow er supply (passive).



 Invasive or non-invasive: Sensors can be categorized based on w hether
a sensor is part of the environm ent it is m easuring (invasive) or external
to it (non-invasive).
 C ontact or no-contact: Sensors can be categorized based on w hether
they require physical contact w ith w hat they are m easuring (contact) or
not (no-contact).
 A bsolute or relative: Sensors can be categorized based on w hether they
m easure on an absolute scale (absolute) or based on a difference w ith a
fixed or variable reference value (relative).
 A rea of application: Sensors can be categorized based on the specific
industry or vertical w here they are being used.
 H ow  sensors m easure: Sensors can be categorized based on the
physical m echanism  used to m easure sensory input (for exam ple,
therm oelectric, electrochem ical, piezoresistive, optic, electric, fluid
m echanic, photoelastic).
 W hat sensors m easure: Sensors can be categorized based on their
applications or w hat physical variables they m easure.

N ote that this is by no m eans an exhaustive list, and there are m any other
classification and taxonom ic schem es for sensors, including those based on
m aterial, cost, design, and other factors. The m ost useful classification schem e
for the pragm atic application of sensors in an IoT netw ork, as described in this
book, is to sim ply classify based on w hat physical phenom enon a sensor is
m easuring. This type of categorization is show n in Table 3-1.





Table 3-1 Sensor Types

Sensors com e in all shapes and sizes and, as show n in Table 3-1, can m easure
all types of physical conditions. A fascinating use case to highlight the pow er
of sensors and IoT is in the area of precision agriculture (som etim es referred
to as sm art farm ing), w hich uses a variety of technical advances to im prove the



efficiency, sustainability, and profitability of traditional farm ing practices. This
includes the use of G PS and satellite aerial im agery for determ ining field
viability; robots for high-precision planting, harvesting, irrigation, and so on;
and real-tim e analytics and artificial intelligence to predict optim al crop yield,
w eather im pacts, and soil quality.
A m ong the m ost significant im pacts of precision agriculture are those dealing
w ith sensor m easurem ent of a variety of soil characteristics. These include
real-tim e m easurem ent of soil quality, pH  levels, salinity, toxicity levels,
m oisture levels for irrigation planning, nutrient levels for fertilization planning,
and so on. A ll this detailed sensor data can be analyzed to provide highly
valuable and actionable insight to boost productivity and crop yield. Figure 3-
1 show s biodegradable, passive m icrosensors to m easure soil and crop and
conditions. These sensors, developed at N orth D akota State University
(N D SU), can be planted directly in the soil and left in the ground to biodegrade
w ithout any harm  to soil quality.

Figure 3-1 Biodegradable Sensors D eveloped by N D SU for Sm art Farm ing
(Reprinted w ith perm ission from  N D SU.)

IoT and, by extension, netw orked sensors have been repeatedly nam ed am ong a
sm all num ber of em erging revolutionary technologies that w ill change the
global econom y and shape the future. The staggering proliferation of sensors is
the principal driver of this phenom enon. The astounding volum e of sensors is
in large part due to their sm aller size, their form  factor, and their decreasing
cost. These factors m ake possible the econom ic and technical feasibility of
having an increased density of sensors in objects of all types. Perhaps the m ost
significant accelerator for sensor deploym ents is m obile phones. M ore than a



billion sm art phones are sold each year, and each one has w ell over a dozen
sensors inside it (see Figure 3-2), and that num ber continues to grow  each year.
Im agine the exponential effect of extending sensors to practically every
technology, industry, and vertical. For exam ple, there are sm art hom es w ith
potentially hundreds of sensors, intelligent vehicles w ith 100+ sensors each,
connected cities w ith thousands upon thousands of connected sensors, and the
list goes on and on.

Figure 3-2 Sensors in a Sm art Phone

Itôs fascinating to think that that a trillion-sensor econom y is around the corner.
Figure 3-3 show s the explosive year-over-year increase over the past several
years and som e bold predictions for sensor num bers in the upcom ing years.
There is a strong belief in the sensor industry that this num ber w ill eclipse a
trillion in the next few  years. In fact, m any large players in the sensor industry
have com e together to form  industry consortia, such as the TSensors Sum m its
(w w w .tsensorssum m it.org), to create a strategy and roadm ap for a trillion-
sensor econom y. The trillion-sensor econom y w ill be of such an unprecedented
and unim aginable scale that it w ill change the w orld forever. This is the pow er
of IoT.



Figure 3-3 G row th and Predictions in the N um ber of Sensors

A ctuators
A ctuators are natural com plem ents to sensors. Figure 3-4 dem onstrates the
sym m etry and com plem entary nature of these tw o types of devices. A s
discussed in the previous section, sensors are designed to sense and m easure
practically any m easurable variable in the physical w orld. They convert their
m easurem ents (typically analog) into electric signals or digital representations
that can be consum ed by an intelligent agent (a device or a hum an). A ctuators,
on the others hand, receive som e type of control signal (com m only an electric
signal or digital com m and) that triggers a physical effect, usually som e type of
m otion, force, and so on.



Figure 3-4 H ow  Sensors and A ctuators Interact w ith the Physical W orld
The previous section draw s a parallel betw een sensors and the hum an senses.
This parallel can be extended to include actuators, as show n in Figure 3-5.
H um ans use their five senses to sense and m easure their environm ent. The
sensory organs convert this sensory inform ation into electrical im pulses that
the nervous system  sends to the brain for processing. Likew ise, IoT sensors are
devices that sense and m easure the physical w orld and (typically) signal their
m easurem ents as electric signals sent to som e type of m icroprocessor or
m icrocontroller for additional processing. The hum an brain signals m otor
function and m ovem ent, and the nervous system  carries that inform ation to the
appropriate part of the m uscular system . Correspondingly, a processor can
send an electric signal to an actuator that translates the signal into som e type of
m ovem ent (linear, rotational, and so on) or useful w ork that changes or has a
m easurable im pact on the physical w orld. This interaction betw een sensors,
actuators, and processors and the sim ilar functionality in biological system s is
the basis for various technical fields, including robotics and biom etrics.



Figure 3-5 Com parison of Sensor and A ctuator Functionality w ith H um ans
M uch like sensors, actuators also vary greatly in function, size, design, and so
on. Som e com m on w ays that they can be classified include the follow ing:

 Type of m otion: A ctuators can be classified based on the type of m otion
they produce (for exam ple, linear, rotary, one/tw o/three-axes).
 Pow er: A ctuators can be classified based on their pow er output (for
exam ple, high pow er, low  pow er, m icro pow er)
 Binary or continuous: A ctuators can be classified based on the num ber
of stable-state outputs.
 A rea of application: A ctuators can be classified based on the specific
industry or vertical w here they are used.
 Type of energy: A ctuators can be classified based on their energy type.

Categorizing actuators is quite com plex, given their variety, so this is by no
m eans an exhaustive list of classification schem es. The m ost com m only used
classification is based on energy type. Table 3-2 show s actuators classified by
energy type and som e exam ples for each type. A gain, this is not a com plete list,
but it does provide a reasonably com prehensive overview  that highlights the
diversity of function and design of actuators.



Table 3-2 A ctuator Classification by Energy Type
W hereas sensors provide the inform ation, actuators provide the action. The
m ost interesting use cases for IoT are those w here sensors and actuators w ork
together in an intelligent, strategic, and com plem entary fashion. This pow erful
com bination can be used to solve everyday problem s by sim ply elevating the
data that sensors provide to actionable insight that can be acted on by w ork-
producing actuators.
W e can build on the precision agriculture exam ple from  the previous section to
dem onstrate how  actuators can com plem ent and enhance a sensor-only
solution. For exam ple, the sm art sensors used to evaluate soil quality (by
m easuring a variety of soil, tem perature, and plant characteristics) can be
connected w ith electrically or pneum atically controlled valve actuators that
control w ater, pesticides, fertilizers, herbicides, and so on. Intelligently
triggering a high-precision actuator based on w ell-defined sensor readings of
tem perature, pH , soil/air hum idity, nutrient levels, and so on to deliver a highly
optim ized and custom  environm ent-specific solution is truly sm art farm ing.

M icro-E lectro-M echanical System s (M E M S)
O ne of the m ost interesting advances in sensor and actuator technologies is in
how  they are packaged and deployed. M icro-electro-m echanical system s
(M EM S), som etim es sim ply referred to as m icro-m achines, can integrate and
com bine electric and m echanical elem ents, such as sensors and actuators, on a
very sm all (m illim eter or less) scale. O ne of the keys to this technology is a



m icrofabrication technique that is sim ilar to w hat is used for m icroelectronic
integrated circuits. This approach allow s m ass production at very low  costs.
The com bination of tiny size, low  cost, and the ability to m ass produce m akes
M EM S an attractive option for a huge num ber of IoT applications.
M EM S devices have already been w idely used in a variety of different
applications and can be found in very fam iliar everyday devices. For exam ple,
inkjet printers use m icropum p M EM S. Sm art phones also use M EM S
technologies for things like accelerom eters and gyroscopes. In fact,
autom obiles w ere am ong the first to com m ercially introduce M EM S into the
m ass m arket, w ith airbag accelerom eters.
Figure 3-6 show s a torsional ratcheting actuator (TRA ) that w as developed by
Sandia N ational Laboratory as a low -voltage alternative to a m icro-engine.

Figure 3-6 Torsional Ratcheting A ctuator (TRA ) M EM S (Courtesy Sandia
N ational Laboratories, SUM M iTÊ  Technologies, w w w .sandia.gov/m stc.)

A s Figure 3-6 show s, this M EM S is only a few  hundred m icrom eters across; a
scanning electron m icroscope is needed to show  the level of detail visible in
the figure. M icro-scale sensors and actuators are im m ensely em beddable in
everyday objects, w hich is a defining characteristic of IoT. For this reason, it
is expected that IoT w ill trigger significant advances in M EM S technology, and



m anufacturing and w ill m ake them  pervasive across all industries and verticals
as they becom e broadly com m ercialized.

Sm art O bjects
Sm art objects are, quite sim ply, the building blocks of IoT. They are w hat
transform  everyday objects into a netw ork of intelligent objects that are able to
learn from  and interact w ith their environm ent in a m eaningful w ay. It canôt be
stressed enough that the real pow er of sm art objects in IoT com es from  being
netw orked together rather than being isolated as standalone objects. This
ability to com m unicate over a netw ork has a m ultiplicative effect and allow s
for very sophisticated correlation and interaction betw een disparate sm art
objects. For instance, recall the sm art farm ing sensors described previously. If
a sensor is a standalone device that sim ply m easures the hum idity of the soil, it
is interesting and useful, but it isnôt revolutionary. If that sam e sensor is
connected as part of an intelligent netw ork that is able to coordinate
intelligently w ith actuators to trigger irrigation system s as needed based on
those sensor readings, w e have som ething far m ore pow erful. Extending that
even further, im agine that the coordinated sensor/actuator set is intelligently
interconnected w ith other sensor/actuator sets to further coordinate
fertilization, pest control, and so onð and even com m unicate w ith an
intelligent backend to calculate crop yield potential. This now  starts to look
like a com plete system  that begins to unlock the pow er of IoT and provides the
intelligent autom ation w e have com e to expect from  such a revolutionary
technology.

Sm art O bjects: A D efinition
H istorically, the definition of a sm art object has been a bit nebulous because of
the different interpretations of the term  by varying sources. To add to the
overall confusion, the term  sm art object, despite som e sem antic differences, is
often used interchangeably w ith term s such as sm art sensor, sm art device, IoT
device, intelligent device, thing, sm art thing, intelligent node, intelligent thing,
ubiquitous thing, and intelligent product. In order to clarify som e of this
confusion, w e provide here the definition of sm art object as w e use it in this
book. A sm art object, as described throughout this book, is a device that has, at
a m inim um , the follow ing four defining characteristics (see Figure 3-7):

 Processing unit: A sm art object has som e type of processing unit for



acquiring data, processing and analyzing sensing inform ation received by
the sensor(s), coordinating control signals to any actuators, and
controlling a variety of functions on the sm art object, including the
com m unication and pow er system s. The specific type of processing unit
that is used can vary greatly, depending on the specific processing needs
of different applications. The m ost com m on is a m icrocontroller because
of its sm all form  factor, flexibility, program m ing sim plicity, ubiquity,
low  pow er consum ption, and low  cost.
 Sensor(s) and/or actuator(s): A sm art object is capable of interacting
w ith the physical w orld through sensors and actuators. A s described in
the previous sections, a sensor learns and m easures its environm ent,
w hereas an actuator is able to produce som e change in the physical
w orld. A sm art object does not need to contain both sensors and
actuators. In fact, a sm art object can contain one or m ultiple sensors
and/or actuators, depending upon the application.
 C om m unication device: The com m unication unit is responsible for
connecting a sm art object w ith other sm art objects and the outside w orld
(via the netw ork). Com m unication devices for sm art objects can be
either w ired or w ireless. O verw helm ingly, in IoT netw orks sm art
objects are w irelessly interconnected for a num ber of reasons, including
cost, lim ited infrastructure availability, and ease of deploym ent. There
are m yriad different com m unication protocols for sm art objects. In fact,
m uch of this book is dedicated to how  sm art objects com m unicate w ithin
an IoT netw ork, especially Chapter 4, ñConnecting Sm art O bjects,ò
Chapter 5, ñIP as the IoT N etw ork Layer,ò and Chapter 6, ñA pplication
Protocols for IoT.ò Thus, this chapter provides only a high-level
overview  and refers to those other chapters for a m ore detailed treatm ent
of the subject m atter.
 Pow er source: Sm art objects have com ponents that need to be pow ered.
Interestingly, the m ost significant pow er consum ption usually com es from
the com m unication unit of a sm art object. A s w ith the other three sm art
object building blocks, the pow er requirem ents also vary greatly from
application to application. Typically, sm art objects are lim ited in pow er,
are deployed for a very long tim e, and are not easily accessible. This
com bination, especially w hen the sm art object relies on battery pow er,
im plies that pow er efficiency, judicious pow er m anagem ent, sleep



m odes, ultra-low  pow er consum ption hardw are, and so on are critical
design elem ents. For long-term  deploym ents w here sm art objects are, for
all practical purposes, inaccessible, pow er is com m only obtained from
scavenger sources (solar, piezoelectric, and so on) or is obtained in a
hybridized m anner, also tapping into infrastructure pow er.

Figure 3-7 Characteristics of a Sm art O bject

Trends in Sm art O bjects
A s this definition reveals, it is perhaps variability that is the key characteristic
of sm art objects. They vary w ildly in function, technical requirem ents, form
factor, deploym ent conditions, and so on. N evertheless, there are certain
im portant m acro trends that w e can infer from  recent and planned future sm art



object deploym ents. O f course, these do not apply to all sm art objects because
there w ill alw ays be application-dependent variability, but these are broad
generalizations and trends im pacting IoT:

 Size is decreasing: A s discussed earlier, in reference to M EM S, there
is a clear trend of ever-decreasing size. Som e sm art objects are so sm all
they are not even visible to the naked eye. This reduced size m akes sm art
objects easier to em bed in everyday objects.
 Pow er consum ption is decreasing: The different hardw are com ponents
of a sm art object continually consum e less pow er. This is especially true
for sensors, m any of w hich are com pletely passive. Som e battery-
pow ered sensors last 10 or m ore years w ithout battery replacem ent.
 Processing pow er is increasing: Processors are continually getting
m ore pow erful and sm aller. This is a key advancem ent for sm art objects,
as they becom e increasingly com plex and connected.
 C om m unication capabilities are im proving: Itôs no big surprise that
w ireless speeds are continually increasing, but they are also increasing
in range. IoT is driving the developm ent of m ore and m ore specialized
com m unication protocols covering a greater diversity of use cases and
environm ents.
 C om m unication is being increasingly standardized: There is a strong
push in the industry to develop open standards for IoT com m unication
protocols. In addition, there are m ore and m ore open source efforts to
advance IoT.

These trends in sm art objects begin to paint a picture of increasingly
sophisticated devices that are able to perform  increasingly com plex tasks w ith
greater efficiency. A key enabler of this paradigm  is im proved com m unication
betw een interconnected sm art objects w ithin a system  and betw een that system
and external entities (for exam ple, edge com pute, cloud). The pow er of IoT is
truly unlocked w hen sm art objects are netw orked together in sensor/actuator
netw orks.

Sensor N etw orks
A sensor/actuator netw ork (SA N ET), as the nam e suggests, is a netw ork of
sensors that sense and m easure their environm ent and/or actuators that act on
their environm ent. The sensors and/or actuators in a SA N ET are capable of



com m unicating and cooperating in a productive m anner. Effective and w ell-
coordinated com m unication and cooperation is a prom inent challenge,
prim arily because the sensors and actuators in SA N ETs are diverse,
heterogeneous, and resource-constrained.
SA N ETs offer highly coordinated sensing and actuation capabilities. Sm art
hom es are a type of SA N ET that display this coordination betw een distributed
sensors and actuators. For exam ple, sm art hom es can have tem perature sensors
that are strategically netw orked w ith heating, ventilation, and air-conditioning
(H VA C) actuators. W hen a sensor detects a specified tem perature, this can
trigger an actuator to take action and heat or cool the hom e as needed.
W hile such netw orks can theoretically be connected in a w ired or w ireless
fashion, the fact that SA N ETs are typically found in the ñreal w orldò m eans
that they need an extrem e level of deploym ent flexibility. For exam ple, sm art
hom e tem perature sensors need to be expertly located in strategic locations
throughout the hom e, including at H VA C entry and exit points.
The follow ing are som e advantages and disadvantages that a w ireless-based
solution offers:

 A dvantages:
 G reater deploym ent flexibility (especially in extrem e environm ents or
hard-to-reach places)
 Sim pler scaling to a large num ber of nodes
 Low er im plem entation costs
 Easier long-term  m aintenance
 Effortless introduction of new  sensor/actuator nodes
 Better equipped to handle dynam ic/rapid topology changes

 D isadvantages:
 Potentially less secure (for exam ple, hijacked access points)
 Typically low er transm ission speeds
 G reater level of im pact/influence by environm ent

N ot only does w ireless allow  m uch greater flexibility, but it is also an
increasingly inexpensive and reliable technology across a very w ide spectrum
of conditionsð even extrem ely harsh ones. These characteristics are the key
reason that w ireless SA N ETs are the ubiquitous netw orking technology for IoT.



N ote
From  a term inology perspective, w ireless SA N ETs are typically
referred to as w ireless sensor and actuator netw orks (W SA N s).
Because m any IoT deploym ents are overw helm ingly sensors,
W SA N s are also often interchangeably referred to as w ireless
sensor netw orks (W SN s). In this book, w e com m only refer to
W SA N s as W SN s, w ith the understanding that actuators are often
part of the w ireless netw ork.

W ireless Sensor N etw orks (W SN s)
W ireless sensor netw orks are m ade up of w irelessly connected sm art objects,
w hich are som etim es referred to as m otes. The fact that there is no
infrastructure to consider w ith W SN s is surely a pow erful advantage for
flexible deploym ents, but there are a variety of design constraints to consider
w ith these w irelessly connected sm art objects. Figure 3-8 illustrates som e of
these assum ptions and constraints usually involved in W SN s.



Figure 3-8 D esign Constraints for W ireless Sm art O bjects
The follow ing are som e of the m ost significant lim itations of the sm art objects
in W SN s:

 Lim ited processing pow er
 Lim ited m em ory
 Lossy com m unication



 Lim ited transm ission speeds
 Lim ited pow er

These lim itations greatly influence how  W SN s are designed, deployed, and
utilized. The fact that individual sensor nodes are typically so lim ited is a
reason that they are often deployed in very large num bers. A s the cost of sensor
nodes continues to decline, the ability to deploy highly redundant sensors
becom es increasingly feasible. Because m any sensors are very inexpensive
and correspondingly inaccurate, the ability to deploy sm art objects redundantly
allow s for increased accuracy.

N ote
Sm art objects w ith lim ited processing, m em ory, pow er, and so on
are often referred to as constrained nodes. Constrained nodes are
discussed in m ore detail in Chapter 5.

Such large num bers of sensors perm it the introduction of hierarchies of sm art
objects. Such a hierarchy provides, am ong other organizational advantages, the
ability to aggregate sim ilar sensor readings from  sensor nodes that are in close
proxim ity to each other. Figure 3-9 show s an exam ple of such a data
aggregation function in a W SN  w here tem perature readings from  a logical
grouping of tem perature sensors are aggregated as an average tem perature
reading.



Figure 3-9 D ata A ggregation in W ireless Sensor N etw orks
These data aggregation techniques are helpful in reducing the am ount of overall
traffic (and energy) in W SN s w ith very large num bers of deployed sm art
objects. This data aggregation at the netw ork edges is w here fog and m ist
com puting, discussed in Chapter 2, ñIoT N etw ork A rchitecture and D esign,ò
are critical IoT architectural elem ents needed to deliver the scale and
perform ance required by so m any IoT use cases. W hile there are certain
instances in w hich sensors continuously stream  their m easurem ent data, this is



typically not the case. W irelessly connected sm art objects generally have one
of the follow ing tw o com m unication patterns:

 Event-driven: Transm ission of sensory inform ation is triggered only
w hen a sm art object detects a particular event or predeterm ined
threshold.
 Periodic: Transm ission of sensory inform ation occurs only at periodic
intervals.

The decision of w hich of these com m unication schem es is used depends
greatly on the specific application. For exam ple, in som e m edical use cases,
sensors periodically send postoperative vitals, such as tem perature or blood
pressure readings. In other m edical use cases, the sam e blood pressure or
tem perature readings are triggered to be sent only w hen certain critically low
or high readings are m easured.
A s W SN s grow  to very large num bers of sm art objects, there is a trend tow ard
ever-increasing levels of autonom y. For exam ple, m anual configuration of
potentially thousands of sm art objects is im practical and unw ieldy, so sm art
objects in a W SN  are typically self-configuring or autom ated by an IoT
m anagem ent platform  in the background. Likew ise, additional levels of
autonom ous functions are required to establish cohesive com m unication am ong
the m ultitudinous nodes of large-scale W SN s that are often ad hoc deploym ents
w ith no regard for uniform  node distribution and/or density. For exam ple, there
is an increasing trend tow ard ñsm art dustò applications, in w hich very sm all
sensor nodes (that is, M EM S) are scattered over a geographic area to detect
vibrations, tem perature, hum idity, and so on. This technology has practically
lim itless capabilities, such as m ilitary (for exam ple, detecting enem y troop
m ovem ent), environm ental (for exam ple, detecting earthquakes or forest fires),
and industrial (for exam ple, detecting m anufacturing anom alies, asset tracking).
Som e level of self-organization is required for netw orking the scads of
w ireless sm art objects such that these nodes autonom ously com e together to
form  a true netw ork w ith a com m on purpose. This capability to self-organize is
able to adapt and evolve the logical topology of a W SN  to optim ize
com m unication (am ong nodes as w ell as to centralized w ireless controllers),
sim plify the introduction of new  sm art objects, and im prove reliability and
access to services.
A dditional advantages of being able to deploy large num bers of w ireless low -
cost sm art objects are the inherent ability to provide fault tolerance, reliability,



and the capability to extend the life of a W SN , especially in scenarios w here
the sm art objects have lim ited battery life. A utonom ous techniques, such as
self-healing, self-protection, and self-optim ization, are often em ployed to
perform  these functions on behalf of an overall W SN  system . IoT applications
are often m ission critical, and in large-scale W SN s, the overall system  canôt
fail if the environm ent suddenly changes, w ireless com m unication is
tem porarily lost, or a lim ited num ber of nodes run out of battery pow er or
function im properly.

C om m unication Protocols for W ireless Sensor
N etw orks
There are literally thousands of different types of sensors and actuators. To
further com plicate m atters, W SN s are becom ing increasingly heterogeneous,
w ith m ore sophisticated interactions. This heterogeneity is m anifested in a
variety of w ays. For instance, W SN s are seeing transitions from  hom ogenous
w ireless netw orks m ade up of m ostly a single type of sensor to netw orks m ade
up of m ultiple types of sensors that can even be a hybridized m ix of m any
cheap sensors w ith a few  expensive ones used for very specific high-precision
functions. W SN s are also evolving from  single-purpose netw orks to m ore
flexible m ultipurpose netw orks that can use specific sensor types for m ultiple
different applications at any given tim e. Im agine a W SN  that has m ultiple types
of sensors, and one of those types is a tem perature sensor that can be flexibly
used concurrently for environm ental applications, w eather applications, and
sm art farm ing applications.
Coordinated com m unication w ith sophisticated interactions by constrained
devices w ithin such a heterogeneous environm ent is quite a challenge. The
protocols governing the com m unication for W SN s m ust deal w ith the inherent
defining characteristics of W SN s and the constrained devices w ithin them . For
instance, any com m unication protocol m ust be able to scale to a large num ber
of nodes. Likew ise, w hen selecting a com m unication protocol, you m ust
carefully take into account the requirem ents of the specific application and
consider any trade-offs the com m unication protocol offers betw een pow er
consum ption, m axim um  transm ission speed, range, tolerance for packet loss,
topology optim ization, security, and so on. The fact that W SN s are often
deployed outdoors in harsh and unpredictable environm ents adds yet another
variable to consider because obviously not all com m unication protocols are



designed to be equally rugged. In addition to the aforem entioned technical
capabilities, they m ust also enable, as needed, the overlay of autonom ous
techniques (for exam ple, self-organization, self-healing, self-configuration)
m entioned in the previous section.
W ireless sensor netw orks interact w ith their environm ent. Sensors often
produce large am ounts of sensing and m easurem ent data that needs to be
processed. This data can be processed locally by the nodes of a W SN  or
across zero or m ore hierarchical levels in IoT netw orks. (These hierarchical
levels are discussed in detail in Chapter 2.) Com m unication protocols need to
facilitate routing and m essage handling for this data flow  betw een sensor
nodes as w ell as from  sensor nodes to optional gatew ays, edge com pute, or
centralized cloud com pute. IoT com m unication protocols for W SN s thus
straddle the entire protocol stack. Ultim ately, they are used to provide a
platform  for a variety of IoT sm art services.
A s w ith any other netw orking application, in order to interoperate in
m ultivendor environm ents, these com m unication protocols m ust be
standardized. This is a critical dependency for IoT and one of the m ost
significant success factors. IoT is one of those rare technologies that im pacts
all verticals and industries, w hich m eans standardization of com m unication
protocols is a com plicated task, requiring protocol definition across m ultiple
layers of the stack, as w ell as a great deal of coordination across m ultiple
standards developm ent organizations.
Recently there have been focused efforts to standardize com m unication
protocols for IoT, but, as w ith the adoption of any significant technology
m ovem ent, there has been som e m arket fragm entation. W hile there isnôt a
single protocol solution, there is beginning to be som e clear m arket
convergence around several key com m unication protocols. W e do not spend
tim e here discussing these specific protocols and their detailed operation
because large chunks of this book are specifically dedicated to such
discussion, including Chapters 4, 5, and 6.

Sum m ary
W ireless sensor and actuator netw orks are a unique com puting platform  that
can be highly distributed and deployed in unique environm ents w here
traditional com puting platform s are not typically found. This offers unique
advantages and opportunities to interact w ith and influence those environm ents.



This is the basis of IoT, and it opens up a w orld of possibility, em bedding
sensors and/or actuators in everyday objects and netw orking them  to enable
sophisticated and w ell-coordinated autom ations that im proves and sim plifies
our lives.
This chapter introduces the ñthingsò that are the building blocks of IoT. It
includes descriptions and practical exam ples of sensors and how  they are able
to m easure their environm ent. It provides the sam e sort of discussion for
actuators, w hich use environm ental sensing inform ation in a com plem entary
w ay to act on their surroundings. This chapter also highlights recent
m anufacturing trends (such as M EM S) tow ard m aking sensors and actuators
ever sm aller and m ore em beddable in everyday objects. This chapter also
covers sm art objects, w hich are typically highly constrained devices w ith
sensor(s) and/or actuator(s) along w ith very lim ited pow er, transm ission, and
com pute capabilities.
A s discussed in this chapter, w e unlock the pow er of IoT by netw orking sm art
objects. Sensor and actuator netw orks (SA N ETs) are discussed, w ith
particular attention and detail given to the overw helm ingly ubiquitous use case
of w ireless sensor netw orks (W SN s). The last topic discussed in this chapter
is com m unication protocols for W SA N s, w hich sets you up for the next
chapter, on connecting sm art objects.



C hapter 4. C onnecting Sm art O bjects

IoT devices and sensors m ust be connected to the netw ork for their data to be
utilized. In addition to the w ide range of sensors, actuators, and sm art objects
that m ake up IoT, there are also a num ber of different protocols used to connect
them . This chapter takes a look at the characteristics and com m unications
criteria that are im portant for the technologies that sm art objects em ploy for
their connectivity, along w ith a deeper dive into som e of the m ajor
technologies being deployed today.
Tw o m ain sections divide this chapter. The first m ain section,
ñCom m unications Criteria,ò describes the characteristics and attributes you
should consider w hen selecting and dealing w ith connecting sm art objects. The
various technologies used for connecting sensors can differ greatly depending
on the criteria used to analyze them . The follow ing subsections look closely at
these criteria:

 R ange: This section exam ines the im portance of signal propagation and
distance.
 Frequency Bands: This section describes licensed and unlicensed
spectrum , including sub-G H z frequencies.
 Pow er C onsum ption: This section discusses the considerations
required for devices connected to a stable pow er source com pared to
those that are battery pow ered.
 Topology: This section highlights the various layouts that m ay be
supported for connecting m ultiple sm art objects.
 C onstrained D evices: This section details the lim itations of certain
sm art objects from  a connectivity perspective.
 C onstrained-N ode N etw orks: This section highlights the challenges
that are often encountered w ith netw orks connecting sm art objects.

The second m ain section of this chapter, ñIoT A ccess Technologies,ò provides
an in-depth look at som e of the technologies that are considered w hen
connecting sm art objects. Currently, the num ber of technologies connecting
sm art objects is quite extensive, but you should expect consolidation, w ith
certain protocols eventually w inning out over others in the various IoT m arket



segm ents. This section intentionally lim its the discussion of technologies for
connecting sensors to the ones that seem  to be m ost prom ising going forw ard in
the IoT m arketplace. O ther technologies are m entioned in context w hen
applicable. The follow ing subsections cover technologies for connecting sm art
objects:

 IEEE 802.15.4: This section highlights IEEE 802.15.4, an older but
foundational w ireless protocol for connecting sm art objects.
 IEEE 802.15.4g and IEEE 802.15.4e: This section discusses
im provem ents to 802.15.4 that are targeted to utilities and sm art cities
deploym ents.
 IEEE 1901.2a: This section discusses IEEE 1901.2a, w hich is a
technology for connecting sm art objects over pow er lines.
 IEEE 802.11ah: This section discusses IEEE 802.11ah, a technology
built on the w ell-know n 802.11 W i-Fi standards that is specifically for
sm art objects.
 LoR aW A N : This section discusses LoRaW A N , a scalable technology
designed for longer distances w ith low  pow er requirem ents in the
unlicensed spectrum .
 N B-IoT and O ther LTE Variations: This section discusses N B-IoT
and other LTE variations, w hich are often the choice of m obile service
providers looking to connect sm art objects over longer distances in the
licensed spectrum .

This chapter covers quite a few  fundam ental IoT technologies and is critical
for truly understanding how  sm art objects handle data transport to and from  the
netw ork. W e encourage you to pay special attention to the protocols and
technologies discussed here because they are applied and referenced in m any
of the other chapters of this book.

C om m unications C riteria
In the w orld of connecting ñthings,ò a large num ber of w ired and w ireless
access technologies are available or under developm ent. Before review ing
som e of these access technologies, it is im portant to talk about the criteria to
use in evaluating them  for various use cases and system  solutions.
W ireless com m unication is prevalent in the w orld of sm art object connectivity,
m ainly because it eases deploym ent and allow s sm art objects to be m obile,



changing location w ithout losing connectivity. The follow ing sections take this
into account as they discuss various criteria. In addition, w ired connectivity
considerations are m entioned w hen applicable.

R ange
H ow  far does the signal need to be propagated? That is, w hat w ill be the area
of coverage for a selected w ireless technology? Should indoor versus outdoor
deploym ents be differentiated? Very often, these are the first questions asked
w hen discussing w ired and w ireless access technologies. The sim plest
approach to answ ering these types of questions is to categorize these
technologies as show n in Figure 4-1, breaking them  dow n into the follow ing
ranges:

Figure 4-1 W ireless A ccess Landscape

N ote
Figure 4-1 focuses on the IoT technologies discussed in this
chapter. To avoid adding too m uch confusion by talking about all
of the m ultitude of IoT technologies in the m arket today, this
chapter discusses only the ones that appear to have the strongest
foothold.

 Short range: The classical w ired exam ple is a serial cable. W ireless



short-range technologies are often considered as an alternative to a serial
cable, supporting tens of m eters of m axim um  distance betw een tw o
devices. Exam ples of short-range w ireless technologies are IEEE
802.15.1 Bluetooth and IEEE 802.15.7 Visible Light Com m unications
(VLC). These short-range com m unication m ethods are found in only a
m inority of IoT installations. In som e cases, they are not m ature enough
for production deploym ent. For m ore inform ation on these IEEE
exam ples, see http://standards.ieee.org/about/get/802/802.15.htm l.
 M edium  range: This range is the m ain category of IoT access
technologies. In the range of tens to hundreds of m eters, m any
specifications and im plem entations are available. The m axim um  distance
is generally less than 1 m ile betw een tw o devices, although RF
technologies do not have real m axim um  distances defined, as long as the
radio signal is transm itted and received in the scope of the applicable
specification. Exam ples of m edium -range w ireless technologies include
IEEE 802.11 W i-Fi, IEEE 802.15.4, and 802.15.4g W PA N . W ired
technologies such as IEEE 802.3 Ethernet and IEEE 1901.2 N arrow band
Pow er Line Com m unications (PLC) m ay also be classified as m edium
range, depending on their physical m edia characteristics. (A ll the
m edium -range protocols just m entioned are covered in m ore detail later
in this chapter.)
 Long range: D istances greater than 1 m ile betw een tw o devices require
long-range technologies. W ireless exam ples are cellular (2G , 3G , 4G )
and som e applications of outdoor IEEE 802.11 W i-Fi and Low -Pow er
W ide-A rea (LPW A ) technologies. LPW A com m unications have the
ability to com m unicate over a large area w ithout consum ing m uch pow er.
These technologies are therefore ideal for battery-pow ered IoT sensors.
(LPW A and the other exam ples just m entioned are discussed in m ore
detail later in this chapter.) Found m ainly in industrial netw orks, IEEE
802.3 over optical fiber and IEEE 1901 Broadband Pow er Line
Com m unications are classified as long range but are not really
considered IoT access technologies. For m ore inform ation on these
standards, see
http://standards.ieee.org/about/get/802/802.3.htm landhttps://standards.ieee.org/findstds/standard/1901-
2010.htm l.

For w ireless deploym ents, the m axim um  coverage, as expressed in



specifications or product descriptions, is often derived from  optim al estim ated
conditions. In the real w orld, you should perform  proper radio planning using
the appropriate tools, follow ed by a field radio survey to better understand the
actual conditions over a given area. You also need to consider environm ental
factors, such as interference and noise, and specific product characteristics
such as antenna design and transm it pow er. Finally, you should be aw are of
potential landscape and topology changes in the field, such as new  buildings,
that m ay interfere w ith signal transm ission.

Frequency B ands
Radio spectrum  is regulated by countries and/or organizations, such as the
International Telecom m unication Union (ITU) and the Federal Com m unications
Com m ission (FCC). These groups define the regulations and transm ission
requirem ents for various frequency bands. For exam ple, portions of the
spectrum  are allocated to types of telecom m unications such as radio,
television, m ilitary, and so on.
A round the w orld, the spectrum  for various com m unications uses is often
view ed as a critical resource. For exam ple, you can see the value of these
frequencies by exam ining the cost that m obile operators pay for licenses in the
cellular spectrum .
Focusing on IoT access technologies, the frequency bands leveraged by
w ireless com m unications are split betw een licensed and unlicensed bands.
Licensed spectrum  is generally applicable to IoT long-range access
technologies and allocated to com m unications infrastructures deployed by
services providers, public services (for exam ple, first responders, m ilitary),
broadcasters, and utilities.
A n im portant consideration for IoT access infrastructures that w ish to utilize
licensed spectrum  is that users m ust subscribe to services w hen connecting
their IoT devices. This adds m ore com plexity to a deploym ent involving large
num bers of sensors and other IoT devices, but in exchange for the subscription
fee, the netw ork operator can guarantee the exclusivity of the frequency usage
over the target area and can therefore sell a better guarantee of service.
Im provem ents have been m ade in handling the com plexity that is inherent w hen
deploying large num bers of devices in the licensed spectrum . Thanks to the
developm ent of IoT platform s, such as the Cisco Jasper Control Center,
autom ating the provisioning, deploym ent, and m anagem ent of large num bers of



devices has becom e m uch easier. Exam ples of licensed spectrum  com m only
used for IoT access are cellular, W iM A X , and N arrow band IoT (N B-IoT)
technologies.

N ote
Exceptions exist in the licensed spectrum . For exam ple, the
D igital Enhanced Cordless Telecom m unications (D ECT) w ireless
technology operates in licensed bands centered on 1.9 G H z, but
no royalty fees apply. Therefore, D ECT Ultra Low  Energy (ULE)
is defined as an IoT w ireless com m unication standard in the
licensed spectrum , but it does not require a service provider.

The ITU has also defined unlicensed spectrum  for the industrial, scientific, and
m edical (ISM ) portions of the radio bands. These frequencies are used in m any
com m unications technologies for short-range devices (SRD s). Unlicensed
m eans that no guarantees or protections are offered in the ISM  bands for
device com m unications. For IoT access, these are the m ost w ell-know n ISM
bands:

 2.4 G H z band as used by IEEE 802.11b/g/n W i-Fi
 IEEE 802.15.1 Bluetooth
 IEEE 802.15.4 W PA N

N ote
The low  range of IEEE 802.15.1 Bluetooth lim its its usefulness in
m ost IoT deploym ents.

A n unlicensed band, such as those in the ISM  range of frequencies, is not
unregulated. N ational and regional regulations exist for each of the allocated
frequency bands (m uch as w ith the licensed bands). These regulations m andate
device com pliance on param eters such as transm it pow er, duty cycle and dw ell
tim e, channel bandw idth, and channel hopping.
Unlicensed spectrum  is usually sim pler to deploy than licensed because it does
not require a service provider. H ow ever, it can suffer from  m ore interference
because other devices m ay be com peting for the sam e frequency in a specific
area. This becom es a key elem ent in decisions for IoT deploym ents. Should an



IoT infrastructure utilize unlicensed spectrum  available for private netw orks or
licensed frequencies that are dependent on a service provider? Various LPW A
technologies are taking on a greater im portance w hen it com es to answ ering
this question. In addition to m eeting low  pow er requirem ents, LPW A
com m unications are able to cover long distances that in the past required the
licensed bands offered by service providers for cellular devices.
Som e com m unications w ithin the ISM  bands operate in the sub-G H z range.
Sub-G H z bands are used by protocols such as IEEE 802.15.4, 802.15.4g, and
802.11ah, and LPW A technologies such as LoRa and Sigfox. (A ll these
technologies are discussed in m ore detail later in this chapter.)
The frequency of transm ission directly im pacts how  a signal propagates and its
practical m axim um  range. (Range and its im portance to IoT access are
discussed earlier in this chapter.) Either for indoor or outdoor deploym ents,
the sub-G H z frequency bands allow  greater distances betw een devices. These
bands have a better ability than the 2.4 G H z ISM  band to penetrate building
infrastructures or go around obstacles, w hile keeping the transm it pow er
w ithin regulation.
The disadvantage of sub-G H z frequency bands is their low er rate of data
delivery com pared to higher frequencies. H ow ever, m ost IoT sensors do not
need to send data at high rates. Therefore, the low er transm ission speeds of
sub-G H z technologies are usually not a concern for IoT sensor deploym ents.
For exam ple, in m ost European countries, the 169 M H z band is often
considered best suited for w ireless w ater and gas m etering applications. This
is due to its good deep building basem ent signal penetration. In addition, the
low  data rate of this frequency m atches the low  volum e of data that needs to be
transm itted.
Several sub-G H z ranges have been defined in the ISM  band. The m ost w ell-
know n ranges are centered on 169 M H z, 433 M H z, 868 M H z, and 915 M H z.
H ow ever, m ost IoT access technologies tend to focus on the tw o sub-G H z
frequency regions around 868 M H z and 915 M H z. These m ain bands are
com m only found throughout the w orld and are applicable to nearly all
countries.

N ote
Countries m ay also specify other unlicensed bands. For exam ple,
China has provisioned the 779ï787 M H z spectrum  as docum ented



in the LoRaW A N  1.0 specifications and IEEE 802.15.4g standard.

The European Conference of Postal and Telecom m unications A dm inistrations
(CEPT), in the European Radiocom m unications Com m ittee (ERC)
Recom m endation 70-03, defines the 868 M H z frequency band. CEPT w as
established in 1959 as a coordinating body for European state
telecom m unications and postal organizations. European countries generally
apply Recom m endation 70-03 to their national telecom m unications regulations,
but the 868 M H z definition is also applicable to regions and countries outside
Europe. For exam ple, India, the M iddle East, A frica, and Russia have adopted
the CEPT definitions, som e of them  m aking m inor revisions. Recom m endation
70-03 m ostly characterizes the use of the 863ï870 M H z band, the allow ed
transm it pow er, or EIRP (effective isotropic radiated pow er), and duty cycle
(that is, the percentage of tim e a device can be active in transm ission). EIRP is
the am ount of pow er that an antenna w ould em it to produce the peak pow er
density observed in the direction of m axim um  antenna gain. The 868 M H z band
is applicable to IoT access technologies such as IEEE 802.15.4 and 802.15.4g,
802.11ah, and LoRaW A N . (These protocols are covered later in this chapter.)

N ote
In the latest version of ERC Recom m endation 70-03 (from  M ay
2015), CEPT introduced the new  frequency band 870ï876 M H z.
This band is relevant to IoT w ireless access solutions. H ow ever,
its adoption in local country regulations is still an ongoing
process. This new  band is referenced in the IEEE 802.15.4v draft
and the W i-SUN  1.0 regional PH Y layer param eters. (W i-SUN
1.0 is discussed later in this chapter.)

Centered on 915 M H z, the 902ï928 M H z frequency band is the m ain
unlicensed sub-G H z band available in N orth A m erica, and it conform s to FCC
regulations (FCC-Part-15.247). Countries around the w orld that do not align
on the CEPT ERC 70-03 recom m endation generally endorse the use of the
902ï928 M H z range or a subset of it in their national regulations. For exam ple,
Brazilian regulator A N ATEL defines the use of 902ï907.5 and 915ï928 M H z
ranges (A N ATEL506), the Japanese regulator A RIB provisions the 920ï928
M H z range (A RIB-T108), and in A ustralia, A CM A provides recom m endations



for the 915ï928 M H z range. A s m entioned previously, even though these bands
are unlicensed, they are regulated. The regulators docum ent param eters, such
as channel bandw idth, channel hopping, transm it pow er or EIRP, and dw ell
tim e.
In sum m ary, you should take into account the frequencies and corresponding
regulations of a country w hen im plem enting or deploying IoT sm art objects.
Sm art objects running over unlicensed bands can be easily optim ized in term s
of hardw are supporting the tw o m ain w orldw ide sub-G H z frequencies, 868
M H z and 915 M H z. H ow ever, param eters such as transm it pow er, antennas,
and EIRP m ust be properly designed to follow  the settings required by each
countryôs regulations.

Pow er C onsum ption
W hile the definition of IoT device is very broad, there is a clear delineation
betw een pow ered nodes and battery-pow ered nodes. A pow ered node has a
direct connection to a pow er source, and com m unications are usually not
lim ited by pow er consum ption criteria. H ow ever, ease of deploym ent of
pow ered nodes is lim ited by the availability of a pow er source, w hich m akes
m obility m ore com plex.
Battery-pow ered nodes bring m uch m ore flexibility to IoT devices. These
nodes are often classified by the required lifetim es of their batteries. D oes a
node need 10 to 15 years of battery life, such as on w ater or gas m eters? O r is
a 5- to 7-year battery life sufficient for devices such as sm art parking sensors?
Their batteries can be changed or the devices replaced w hen a street gets
resurfaced. For devices under regular m aintenance, a battery life of 2 to 3
years is an option.
IoT w ireless access technologies m ust address the needs of low  pow er
consum ption and connectivity for battery-pow ered nodes. This has led to the
evolution of a new  w ireless environm ent know n as Low -Pow er W ide-A rea
(LPW A ). O bviously, it is possible to run just about any w ireless technology on
batteries. H ow ever, in reality, no operational deploym ent w ill be acceptable if
hundreds of batteries m ust be changed every m onth.
W ired IoT access technologies consisting of pow ered nodes are not exem pt
from  pow er optim ization. In the case of deploym ent of sm art m eters over PLC,
the radio interface on m eters canôt consum e 5 to 10 w atts of pow er, or this w ill
add up to a 20-m illion-m eter deploym ent consum ing 100 to 200 m egaw atts of



energy for com m unications.

Topology
A m ong the access technologies available for connecting IoT devices, three
m ain topology schem es are dom inant: star, m esh, and peer-to-peer. For long-
range and short-range technologies, a star topology is prevalent, as seen w ith
cellular, LPW A , and Bluetooth netw orks. Star topologies utilize a single
central base station or controller to allow  com m unications w ith endpoints.
For m edium -range technologies, a star, peer-to-peer, or m esh topology is
com m on, as show n in Figure 4-2. Peer-to-peer topologies allow  any device to
com m unicate w ith any other device as long as they are in range of each other.
O bviously, peer-to-peer topologies rely on m ultiple full-function devices.
Peer-to-peer topologies enable m ore com plex form ations, such as a m esh
netw orking topology.

Figure 4-2 Star, Peer-to-Peer, and M esh Topologies

For exam ple, indoor W i-Fi deploym ents are m ostly a set of nodes form ing a
star topology around their access points (A Ps). M eanw hile, outdoor W i-Fi m ay
consist of a m esh topology for the backbone of A Ps, w ith nodes connecting to
the A Ps in a star topology. Sim ilarly, IEEE 802.15.4 and 802.15.4g and even



w ired IEEE 1901.2a PLC are generally deployed as a m esh topology. A m esh
topology helps cope w ith low  transm it pow er, searching to reach a greater
overall distance, and coverage by having interm ediate nodes relaying traffic
for other nodes.
M esh topology requires the im plem entation of a Layer 2 forw arding protocol
know n as m esh-under or a Layer 3 forw arding protocol referred to as m esh-
over on each interm ediate node. (See Chapter 5, ñIP as the IoT N etw ork
Layer,ò for m ore inform ation.) A s discussed previously in Chapter 2, ñIoT
N etw ork A rchitecture and D esign,ò an interm ediate node or full-function
device (FFD ) is sim ply a node that interconnects other nodes. A node that
doesnôt interconnect or relay the traffic of other nodes is know n as a leaf node,
or reduced-function device (RFD ). (M ore inform ation on full-function and
reduced-function devices is also presented later in this chapter.)
W hile w ell adapted to pow ered nodes, m esh topology requires a properly
optim ized im plem entation for battery-pow ered nodes. Battery-pow ered nodes
are often placed in a ñsleep m odeò to preserve battery life w hen not
transm itting. In the case of m esh topology, either the battery-pow ered nodes act
as leaf nodes or as a ñlast resource pathò to relay traffic w hen used as
interm ediate nodes. O therw ise, battery lifetim e is greatly shortened. For
battery-pow ered nodes, the topology type and the role of the node in the
topology (for exam ple, being an interm ediate or leaf node) are significant
factors for a successful im plem entation.

C onstrained D evices
The Internet Engineering Task Force (IETF) acknow ledges in RFC 7228 that
different categories of IoT devices are deployed. W hile categorizing the class
of IoT nodes is a perilous exercise, w ith com puting, m em ory, storage, pow er,
and netw orking continuously evolving and im proving, RFC 7228 gives som e
definitions of constrained nodes. These definitions help differentiate
constrained nodes from  unconstrained nodes, such as servers, desktop or
laptop com puters, and pow erful m obile devices such as sm art phones.
Constrained nodes have lim ited resources that im pact their netw orking feature
set and capabilities. Therefore, som e classes of IoT nodes do not im plem ent an
IP stack. A ccording to RFC 7228, constrained nodes can be broken dow n into
the classes defined in Table 4-1.


