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CLOUD COMPUTING LABORATORY

Experiment — 8:

Explore benefits of using multiple VPC networks in Google Cloud for organizing
and isolating resources.

Step 1: From the Google Cloud homepage, click on Console to open the Google
Cloud Console.

€ 3 @ @ % cloudgooglecom x O 2
Google Cloud Overview Solutions Products Pricing  Resources

Try Gemini Enterprise with a 30-day trial for teams. No IT setup -]

needed.

nized platform

Build what's next Open muttic

Create agentic applications using Vertex Al—now with Gemini 3. Built for interoper:

Try Vertex Al Contact sales

Watch keynote highlights from Next 25

What's new in Al Developers Business leaders

Step 2: In the Google Cloud Console search bar, type VPC networks and select
VPC networks from the search results.

<« C M 25 console.cloud.google.com/welcome?authuser=18&project=cloudlab-batch1 Q W n}

VpE Networks  limm— x  Q search

Top results

::: VPC networks
Product page - VPG network

::: Firewall
Product page - VPC network
::: Serverless VPC access
Product page - VPC network
Products and pages S imone:

:3 VPC networks
Product page - VPC network

::: Firewall
Product page - VPC network

n Serverless VPC access
Product page - VPC network

Documentation and tutorials v Show more

B VPC networks | Virtual Private Cloud
Documentation - A Virtual Private Cloud (VPC) network is a virtual version of a physical networ.

B Virtual Private Cloud (VPC)
Documentation - Google Cloud VPC is global, scalable, and flexible. It provides networking for...

Test between VM instances in a VPC network
B oa
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Step 3: On the VPC networks page, click Create VPC network to create a new

network.
= Go gle Cloud e* CloudLab-C1 ‘ vpc networks b ‘ Q, search | <+ [ @ : x.
LT vPC network / VPC networks
—
& VPC networks : VPC networks Create VPC network C Refresh | ® Learn
[§ IPaddresses i Networks in current project Subnets in current project
= Internal ranges H
5 Bri P H
& Bring your own ! VPCnetworks
Firewall :
= Filter Enter property name or value @ m
N Routes :
O Name 4 Subnets MTU @ Mode IPvé ULA range Gateways Flow log conf
<% VPC network peering : 5
) Loading contents
b4 Shared VPC H
&3 Serverless VPC access H
il Packet mirroring H

VPC flow logs

Step 4: Enter the VPC name as vpcl, keep the subnet creation mode as
Automatic, and click Create.

= Google Cloud

% Cloudlab-C1 | vpc networks X Q search * Gl @ : i.

I vPCnetwork / VPC networks / Create VPC network

%= VPC networks
[5 IPaddresses

= Internal ranges

@& Bring your own IP

8 Firewall

Routes

Shared VPC

x
# VPC network peering
o]

f5l Packet mirroring

= VPCflow logs

Dr. Krishna Gudi

Serverless VPC access

€ Create a VPC network

~ Name * N
vpel @ —

Lowercase letters, numbers, hyphens allowed

Description

Set MTU automatically (@

Maximum transmission unit (MTU)

|:| Configure network profile (2

Subnet creation mode (3)

O Custom

@ Automatic =~ de—

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define
the subnets.Learn more (2

IP stack type
IPvd (single-stack)
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Step 5: Keep the dynamic routing mode as Regional and best path selection
mode as Legacy (default). Click Create to create the VPC network.

= Go gle Cloud ‘ %* CloudLab-C1 vpe networks X | Q search 4+ [ @ : ‘i

ﬂ VPC network / VPC networks / Create VPC network

VPC networks

IP addresses

]

Internal ranges

@

Bring your own IP

Firewall

+

Routes

VPC network peering

Shared VPC

&
b
ke

Packet mirraring

VPC flow logs

Serverless VPC access

1 < Create a VPC network

1 Advanced dynamic routing configuration
. Configuration of the dynamic routing mechanism used by the VPC network. All

selected options can be changed later.Learn more (2

Dynamie routing mode

H @ Regional

Cloud Routers will learn routes only in the region in which they were created

: (O Global
0 Global routing lets you learn routes dynamically to and from all regions with a single VPN
or interconnect and Cloud Router

Best path selection mode (3)

. @ Legacy (default)
H O Standard

DNS configuration (optional)

o DNS API needs to be enabled in order to add DNS server policy and
DNS zones to the VPC network. You can enable this APl in the
Marketplace .

Step 6: Verify that vpcl is successfully created and listed under VPC networks.

Go gle Cloud ‘ %* CloudLab - C1 | vpe networks

X ‘Q\Search § B @ : ‘i"

n VPC network / VPC networks

]

=

P
s

X <

&

<l

Dr.

VPC networks

IP addresses

Internal ranges

Bring your own IP
Firewall

Routes

VPC network peering
Shared VPC

Serverless VPC access
Packet mirroring

VPC flow logs

Krishna Gudi

VPC networks Create VPC network C Refresh

Networks in current project Subnets in current project

@  SMTP port 25 disallowed in this project.Learn more (2

VPC networks

= Filter Enter property name or value @ m
|:| Name 1 Subnets MTU @ Mode IPv6 ULA range Gateways Flow log conf
0O  default 42 1460 Auto

42 1460 Auto

Successfully created network vp X
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Step 7: Click Create VPC network again to create another VPC network.

= Google Cloud ’ 3¢ CloudlLab-C1 vpe networks X ‘ Q search ‘ 4+ & @ : R‘
n VPC network / VPC networks
—

2@ VPC networks : VPC networks C Refresh ® Learn
[§ IPaddresses H Networks in current project Subnets in current project
= Internal ranges H
@& Bring your own IP H ©  SMTP port 25 disallowed in this project.Learn more (2

Firewall H
5 Routes : VPC networks
“ VPCnetwork peering i = Filter Enter property name or value @ m
B4 Shared VPC i O Name 1 Subnets MTU ® Mode IPvé ULA range Gateways Flow log conf
43 Serverless VPC access H O  default 42 1460  Auto
ifils Packet mirroring : O el 42 1460 Auto
= VPC flow logs H

Step 8: Enter the VPC name as vpc2 and select Custom under subnet creation
mode.

= GoogleCloud | 8 CloudLab-C1 |

vpc networks b4 ‘QSearch] * @ H Rw

n VPC network / VPC networks / Create VPC network

2 VPC networks : & CreateaVPC network
[§ IPaddresses :
~ Name *

= Internal ranges : ‘ vpe2 (D |
& Bring your own IP . " Lowercase letters, numbers, hyphens allowed

Firewsll i ‘ Description
¢ Routes 3 “
43 VPC network peering : Set MTU automatically @
Pq Shared VPC : Maximum transmission unit (MTU)
43 Serverless VPC access H
Jfl Packet mirroring . [[] Configure network profile (D
8 :
= VPC flow logs : Subnet creation mode (9

(® Custom 4—
O Automatic

Private IPv6 address settings

[J configure a ULA internal IPvé range for this VPC Network (D
The ULA range is a /48 CIDR from which all private IPv6 subnet ranges will be taken.
Google Cloud can allocate one automatically or you can allocate one manually. Allocation
is permanent. You cannot de-allocate or change the ULA range.
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Step 9: Enter the subnet name as mysubnet, select the region as us-centrall
(Iowa), and set the IPv4 range as 10.0.0.0/24.

= Google Cloud 8¢ CloudLab-C1 vpe networks X | Q search | 4 [ @ H
I vPC network / VPC networks / Create VPC network
& VPC networks : & CreateaVPCnetwork
IP addresses H " =
~ Edit subnet L]
= Internal ranges :
~ Name * Y
@& Bring your own IP H ‘ mysubnet sorE— ® ‘
Lowercase letters, numbers, hyphens allowed
Firewall :
N Routes H Description
. 4
£» VPC network peering :
Region *
b4 Shared VPC i ( us-centrall (lowa) — - ® }
€3 Serverless VPC access H
IP stack type (3
il Packet mirroring : :
o (®) IPv4 (single-stack)
= VPC flow logs 3 (O IPv4 and IPv6 (dual-stack)
O IPv6 (single-stack)
Primary IPv4 range
Associate with an internal range
Use an internal range to specify the subnet’s internal IP address range. The
subnetwork can be associated with an entire internal range or only part of the
range.
~ IPv4 range * .
<l [ 10.0.0.0/24 A (©)

Step 10: Select the required firewall rule for the custom subnet.

= Go g|e Cloud ( $* CloudLab-C1 | ‘ vpc networks X | Q search ‘ E @ : 2,
n VPC network / VPC net\}vorks / Create VPC nc;iwork

= VPC networks H & Create a VPC network

[5 IP addresses :

Firewall rules ®

= smalsnges i Select any of the firewall rules below that you would like to apply to this VPC
@& Bring your own IP $ network. Once the VPC network is created, you can manage all firewall rules on the
Firewall rules page.
Firewall :
IPv4 firewall rules
Routes : P Sl SR S,
-] Name Type Targets Filters Protocols/ports Action Priority 1 Edit
VPC network peering :
vpe2- Ingress Apply IP ranges: all Allow 65,534 E|
Shared VPC $ allow- to all 10.0.0.0/24
custom
43 Serverless VPC access : (0]
‘|?.'|' Packet mirroring i O vpc2- Ingress Apply IP ranges: icmp Allow 65,534
allow- toall 0.0.0.0/0
= VPC flow logs : icmp ®
D vpc2- Ingress Apply IP ranges: 1cp:3389 Allow 65,534
allow-rdp to all 0.0.0.0/0
€]
D vpe2- Ingress Apply IP ranges tep:22 Allow 65,534
allow-ssh toall 0.0.0.0/0
©]
vpc2- Ingress Apply IP ranges: all Deny 65,535
deny-all- toall 0.0.0.0/0
<1 ingress
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Step 11: Keep the dynamic routing mode as Regional and best path selection
mode as Legacy (default), then click Create.

Google Cloud ‘ %* CloudLab - C1 ‘ vpe networks

X ‘O\Search‘ < E@ :

ﬂ VPC network / VPC networks / Create VPC network

)

7

<l

VPC networks

IP addresses

Internal ranges

Bring your own IP
Firewall

Routes

VPC network peering
Shared VPC
Serverless VPC access
Packet mirroring

VPC flow logs

& Create a VPC network

e g

Configuration of the dynamic routing mechanism used by the VPC network. All

selected options can be changed later.Learn more (2

Dynamic routing mode

@ Regional

Cloud Routers will learn routes only in the region in which they were created

O oclobal

Global routing lets you learn routes dynamically to and from all regions with a single VPN

or interconnect and Cloud Router

Best path selection mode (%)

@ Legacy (default)
O Standard

DNS configuration (optional)

o DNS API needs to be enabled in order to add DNS server policy and
DNS zones to the VPC network. You can enable this APl in the

Marketplace .

Equivalent command line

Equivalent REST

Step 12: Verify that vpc2 is successfully created and listed under VPC networks
with custom subnet mode.

ﬂ VPC network / VPC networks

e}

]

X & 4

€

VPC networks

IP addresses

Internal ranges

Bring your own IP
Firewall

Routes

VPC network peering
Shared VPC
Serverless VPC access
Packet mirroring

VPC flow logs

Dr. Krishna Gudi

VPC networks

Networks in current project

Create VPC network

C Refresh

Subnets in current project

@  SMTP port 25 disallowed in this project.Learn more (2

VPC networks

= Filter Enter property name or value

O Name 4 Subnets MTU @ Mode IPvé ULA range Gateways
O  default a2 1460 Auto

O vpel 42 1460 Auto

O | wez 1 1260 Custom |

Successfully created network vpc2. X
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Step 13: Open vpc2, click Delete VPC network, type vpc2 for confirmation, and
click Delete.

n VPC network / VPC networks / Network: vpc2

| & VPC networks : & VPC network details @ Delete VPC network |
[5 IPaddresses H
_ vpc2
= Internal ranges H
Overview Subnets Static internal IP addresses Firewalls Endpoint groups Firewi

@& Bring your own IP H < point group: 4
N Routes :

Maximum transmission unit ()
<» VPC network peering : 1460

: Updating the maximum transmission unit of @ VPG network can result in packet loss, and is not
B4 Shared VPC 3 supported in the Google Cloud console. For more information, see changing the MTU of a
twork 3

€3 Serverless VPC access : network 2
I8l Packet mirroring s VPC network ULA internal IPvé range

Disabled
= VPCflow logs H

Subnet creation mode

Custom subnets

Dynamic routing mode
Regional

Best path selection mode
Legacy

Delete network?

A Deleting a network also deletes its subnetworks, routes and firewall rules.
You cannot undo this action.

Before you can delete a network, you must delete all resources in all of its

subnets, and all resources that reference the network. Learn more [2

Are you sure that you want to delete the VPC network?

To confirm, type the network name vpc2.
*

vpc:
( vpe2 — ——

seokokskok
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